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joustub sellekohase Ae avaldamisel EVS Teataja
2010. aasta septembri umbris.

Standard on kattesaadav E%tandardikeskusest.

This Estonian Standard EVS-ISO/IEC 27000:2010
consists of the identical English text of the International
Standard ISO/IEC 27000:2009 “Information technology
- Security techniques - Information security
management systems - Overview and vocabulary”.

This standard is ratified with the order of Estonian
Centre for Standardisation dated 05.08.2010 and is
endorsed with the notification published in the official
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The standard is available from Estonian Centre for
Standardisation.
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Kasitlusala

Ké&esolev standard annab
a) Ulevaate ISMS-i standardiperest;
b)
c)

d)

sissejuhatuse infoturbe halduse sUsteemid@e (ISMS);
PDCA-protsessi (“plaanida, teha, kontrollida,@(,seda”) [Ghikirjelduse;

terminid ja maaratlused ISMS-i standardiperes ka§ iseks.

See standard on rakendatav igat liiki organisatsioo% (nditeks ariettevbtetes, riigiasutustes, mitte-

tulunduslikes organisatsioonides).
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respegtive organization to deal with particular fields of technical activity. ISO and IEC
technical committees orate in fields of mutual interest. Other international organizations, governmental
and non-governmental, igison with ISO and IEC, also take part in the work. In the field of information
technology, 1SO and IEC r@

established a joint technical committee, ISO/IEC JTC 1.

International Standards are dr% in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint techni committee is to prepare International Standards. Draft International
Standards adopted by the joint techwi€a] committee are circulated to national bodies for voting. Publication as

an International Standard requires ap al by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility thats® of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held respo ?@e,for identifying any or all such patent rights.

ISO/IEC 27000 was prepared by Joint Tethnical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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0 Introduction

0.1 Overview

International St?ﬂards for management systems provide a model to follow in setting up and operating a
management s . This model incorporates the features on which experts in the field have reached a
consensus as beifgethe international state of the art. ISO/IEC JTC 1 SC 27 maintains an expert committee
dedicated to the c@elopment of international management systems standards for information security,
otherwise known as th ormation Security Management System (ISMS) family of standards.

Through the use of the % family of standards, organizations can develop and implement a framework for
managing the security of @information assets and prepare for an independent assessment of their ISMS
applied to the protection o rmation, such as financial information, intellectual property, and employee
details, or information entrust:& them by customers or third parties.

S
: ‘R
0.2 ISMS family of standards’

§

The ISMS family of standards?) is inten to assist organizations of all types and sizes to implement and
operate an ISMS. The ISMS family of stafdggds consists of the following International Standards, under the
general title Information technology — Sec chniques:

— ISO/IEC 27000:2009, Information security n@la/gement systems — Overview and vocabulary
— ISO/IEC 27001:2005, Information security mana%nt systems — Requirements

— ISO/IEC 27002:2005, Code of practice for informatio@curity management

— ISO/IEC 27003, Information security management syster@'rplementation guidance

— ISO/IEC 27004, Information security management — Measu@nt

Y

— ISO/IEC 27006:2007, Requirements for bodies providing audit and g€rtification of information security
management systems !

— ISO/IEC 27005:2008, Information security risk management

— ISO/IEC 27007, Guidelines for information security management systems ing

— ISO/IEC 27011, Information security management guidelines for telecommunic@vs organizations based
on ISO/IEC 27002

NOTE The general title “Information technology — Security techniques” indicates that these standards were prepared
by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

International Standards not under the same general title that are also part of the ISMS family of standards are
as follows:

— IS0 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002

1) Standards identified throughout this subclause with no release year indicated are still under development.
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