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FOREWORD

This Estonian standard:

— {SPN version of standard EVS 828:2004;

— s @emented by decree of Estonian Centre for Standardisation 30.09.2009 no 175;

— becog valid with notice in EVS Teataja, issue October 2009.

The proposal version of Estonian standard EVS 828:2004 “Certificates on Identity Card of the Republic

of Estonia” is technical committee EVS/TK 4 Infotechnology, standard has been prepared by the
Estonian Certifica ntre (AS Sertifitseerimiskeskus), standard approved by EVS/TK 4.

gives conformity with Estonian law of digital signature and Directive 1999/93/EC of
uncil about Community framework for digital signature. Also the composition of
t for identification of Qualified Certificate. The new version of standard issued in

The new version of st
European Parliament a
Certificates is amended wi
two languages (et, en).

ICS 35.040 Character sets and information coding
Descriptors: ID-card, identity card, certificate profile, certificate
Price group RN

Right to reproduce and distribute belongs to the Estonian Centre for Standardisation

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, inclu@)tocopying,
without permission in writing from Estonian Centre for Standardisation. ®

If you have any questions about standards copyright, please contact Estonian Centre for Standardisation:
Aru str 10 Tallinn 10317 Estonia; www.evs.ee; Phone: 605 5050; E-mail: info@evs.ee




EVS 828:2009

SISUKORD

1 KASITLUSALA ...ttt ettt s e et b et s e s et s s e s e e e s e b ese st e s e s ese e e s es e e esesesenessanas 6
2 Qp\AlNlD JAMAARATLUSED ..ottt ettt ee et s et es e se s s eaesesneseseansennenanes 6
3 IFIKAATIDE LOETELU JA OTSTARVE ...ttt e e e e 8
4 A SERTIFIKAATIDES ...ttt ettt et e et e et e e et e e see e amteeeasseesnneeeseeeanseeeseeeeaneeens 8
4.1 Valj [E=TE=T a6 0 0 T=T o PP PP PPP 8
4.2 Sertifikaadigmaniku andmeEd......... ... e e e e e e eas 10
4.3 Sertifika T 111 ET=To =T g T [y o1 To [OOSR 12
Lisa A (normlisa) @f adikohane tehniline lisainformatsioon .............oooii i 14
A1 UIIST ..o gttt ettt ettt ettt a et ettt s et ettt sene s 14
A2 Sertifikaadi PONIVEHAE.,............coii i e e e e e e e e e e e e e e st r e e e e e e e e e nnnrareees 14
A.2.1 Sertifikaadi vormin SIOON (VEISION) ...ttt e e e e e ettt e e e e e e ettt e e e e e e e ee b eeeeaaeessennsraeeeaaaeeeannnnes 14
A.2.2 Sertifikaadi STO-pohip€ jariekorranumber (SEHalNUMDBEN) ........coiiiiiiiiiiiiiiie e 14
A.2.3 Sertifikaadi signeerimi ritm (SignNature Algoritnm) ........c.eooiiii e 14
A2.4 Sertifikaadi kehtivusperioo?alidity) ...................................................................................................... 14
A.2.5 Sertifikaadis sisalduv avali )Rﬁ ja selle esitusalgoritm (subjectPublicKeyInfo).........ccccccoviieiiiiennnns 14
A.3 Sertifikaadi [QIENAUSEA ... g et e e e e et e e e e e e e et e e e e e e e e e e nneneeeas 14
A.3.1  STO avaliku vétme identifikaat horityKeyldentifier).........oouei e 16
A.3.2 Isiku avaliku vétme identifikaator %ectKeyldentiﬁer) .......................................................................... 16
A.3.3 Sertifikaadi pohikasutusvaldkond (KEYUSAQE) ..........coeiiiiiiiiiiiiiiie et 16
A.3.4 Sertifitseerimispohimotted (CertificateRONCIBS) ..........oooiiiiiiiiiie e 18
A.3.5 Tuhistusnimekirjade levituspunktid (CRADISHIDULIONPOINES) .......cooiiiiiiiiiiiee e 18
A.3.6 Isiku e-posti aadress (Subject Alternative aii8).............cociiiiiiie e 18
A.3.7 STO lisanimi (Issuer Alternative Name)........a .. 8 oo 22
A.3.8 Sertifikaadi lisakasutusvaldkond (Extended Y= (o[ ISP 22
A.3.9 Poéhipiirangud (Basic Constraints) .............c........ D, N OO O SO 22
A.3.10 Kuvalifitseeritud sertifikaadi tunnus (chtatementQ{ .............................................................................. 22
A4 Sertifikaatide tlhistusnimekirjade profiil................ 1 (SRR 22
A4 CRLA1AIENAUSEA ........ooooreeeecrreeeeeeneceseeeeee ool 22
A5 Na&iteSertifikaadid ...........coooovvvoioorooeeeeeeoeeereceeeseeeeeeee @ .............................................................. 24
A.5.1 Digitaalset isikutuvastamist vdimaldav sertifikaat..............~ / ........................................................... 24
A.5.2 Digitaalset allkirjastamist vdimaldav sertifikaat...................... /(/ ...................................................... 26



EVS 828:2009

TABLE OF CONTENT

1 RSO O ] 7
2 0ERMS AND DEFINITIONS ... ettt 7
3 T AND PURPOSE OF CERTIFICATES ... oo 9
4 IN CERTIFIC ATES . ... e e ettt e e et e e 9
4.1 (o= R T U =T g D L= | = TR 9
4.2 (07T g ()i [0%= X O g =T ol D L= | = T 1
4.3 Tech L T [eT= (T D= = TP 13
Annex A (norm@ dditional certificate-specific technical information................cccccccooiiiiii i, 15
F N R 1= =T =Y I A TR 15
A2 Main certificaQ ................................................................................................................................ 15

A.2.1 Certificate format 0N (“VErsioN” DY RFC) ....uuiiiiiiiii e e e e e e ennnes 15

A.2.2 Certificate serial n I (SEHAINUMDE) ....eeeiieeee e e e e e e e eeaeeeaeas 15
A.2.3 Certificate signing thm (SIgNatureAIgOrithim) .........oo e 15
A.2.4 Certificate validity perw?xalidity) ............................................................................................................ 15
A.2.5 Public key in certificate )(s presentation algorithm (subjectPublicKeyInfo)..........cocceiiiiiiiineene 15
A3 Certificate EXIENSIONS ..o B ettt e e e e e e e ettt e e e e e e e e e e n e e e e e e e e eaannnnneeeaaaeeas 15
A.3.1  CSP public key identifier (a@' KeYIAENTITIET) ..eeeeieiie e 17
A.3.2 Person's public key identifier (éctKeyldentifier) ................................................................................. 17
A.3.3  Key USAGE (KEYUSAGE) ..eeeeeiee e ittt ettt ettt e ettt e e ettt e e e ettt e e e e st e e e e anteeeeeanreeeeeanseeeeennnes 17
A.3.4 Certificate policies (CertificatePOlGIES), . N..........oooiiiiiiie e e e 20
A.3.5 CRL Distribution Points (CRLDIStriDMIHOMPOINTS).......ccoiiiiiiiiiiee e e e e 20
A.3.6 Person's e-mail address (SUDJAIINAMEYar..........coooiiiieie e 20
A.3.7 STO additional data (ISSUETAIINAME) ......e . .. R eeiiiiiiiie e e e 23
A.3.8 Extended key usage (EXtendedKeyUSagR) . b.. . .....ccoiiiuiiiiiiie ettt e e e et e e e e e e e e e e e e e e rnaeeeas 23
A.3.9 Basic Constraints..........ccccoeevveeeeeeceeeeeenene. D, N T 23
A.3.10 Identification of Qualified Certificate .............. / .................................................................................... 23
A4 Certificate Revocation List Profile.................... o ............................................................................... 23
A4 1 CRLEXIENSION ..o oo s 23
A5 Example Certificates..........oooooeiiiiiiis @ .................................................................... 25
A.5.1 Authentication certificate.............cccoooiiiiiiiiiii T / ................................................................. 25
A.5.2 Digital signature certificate..........ccccceevviveiniiine e, /(/ ............................................................ 27



EVS 828:2009

1 KASITLUSALA

Kaesolev standard kirjeldab Eesti Vabariigi isikutunnistusele (ID-kaart) kantavate digitaalsete sertifikaatide
profiili. Standardi lisas A esitatakse tehniline lisainformatsioon ning tuuakse ara sertifikaatide naidised.

Antud s d ei kasitle teisi isikutunnistuses sisalduvaid andmekogumeid.
Kaesoleva s@ardi koostamisel on Iahtutud jargmistest alusdokumentidest:

A. Eesti Vabarii dused
1) isikut tc")en@e okumentide seadus (RT | 1999, 25, 365; 2006, 29, 221);
2) digitaalallkirj us (RT 12000, 26, 150; 92, 597; 2007, 24, 127);

adus (RT | 2007, 24, 127);

iumi 3. oktoobri 2000.a maarus nr 83 “Teenuse osutajate infostisteemide
000, 108, 1655);

3) isikuandmete k

4) Teede- ja Sideminis
auditeerimise kord” (

B. IETFi (Internet Engineering T rce http://www.ietf.org ) dokumendid

1) RFC3280 - Internet X.509 Pdblic Key Infrastructure — Certificate and CRL Profile
(http://www.ietf.org/rfc/rfc3280.

2) RFC3039 - Internet X.509 Publlc Infrastructure — Qualified Certificates Profile

(http://www.ietf.org/rfc/rfc3039. txt @

2 TERMINID JA MAARATLUSED

Standardi rakendamisel kasutatakse jargmisi termineidjja maaratlusi.
Termin \Aaaratlus

isikutunnistus, ID-kaart isikut tdendavate doku eaduse alusel valjastatav
isikut tdendav dokument;

isikutunnistuse kehtivusperiood ajavahemik isikutunnistuse valj hetkest kuni tema
véljastamisel maaratud kehtivuse ahtajani
Isikutunnistuse tegelik kehtivusaeg vo Ia [Ghem
vodimaliku kehtetuks tunnistamise tottu,o

SRR Sertifitseerimise Riiklik Register (dig|taala%sgaduse
alusel);

STO sertifitseerimisteenuse osutaja digitaalallkirja s
mottes;
OID mingile objektile antud standarditega reguleeritud ®

tunnuskood (inglise keeles: Object Identificator);

sertifikaatide infrastruktuuris;

eraldusnimi sertifikaadi omaniku véi véljastaja unikaalne nimi L

sertifikaat digitaalne dokument, milles avalik v6ti seotakse Uheselt
selle omanikuga;

®

sertifikaadi valjaandja sertifikaadi valjastanud STO;
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1 SCOPE

This standard describes profile of personal digital certificates stored on Estonian Republic Identity card
(ID zﬁAnnex A presents additional technical information and example of certificates.

This ard does not describe other data collections stored in the Identity card.

This stan@ is based on the following documents:

A. Legal acts&stonian Republic
Identlty ‘M Eents Act (RT I 1999, 25, 365; 2006, 29, 221);

2) Digital Si e Act (RT 12000, 26, 150; 92, 597; 2007, 24, 127);
3) Personal Dal@)tectmn Act (RT | 2007, 24, 127);

4) Decree of the ter of Transport and Communications “Service provider's information systems'
auditing procedure? ued 03.10.2000, no 83, RTL 2000, 108, 1655)

B. IETF (Internet Engineering}? Force http://www.ietf.org) documents

1) RFC3280 - Internet X.5
(http://www.ietf.org/rfc/rfc32

2) RFC3039 - Internet X.509 P
(http://www.ietf.org/rfc/rfc3039.

ublic Key Infrastructure — Certificate and CRL Profile
t);

ey Infrastructure — Qualified Certificates Profile

<

2 TERMS AND DEFINITIONS

For the purposes of this document, the following ter definitions apply.
Term Definition
Identity card, ID-card Document identifying its r and issued on the basis of a
legal act
Identity card validity period Period starting at issuing the ity card and ending at the
validity end time specified at th ment of issuing. Actual

document validity period may be orter due to the
document possibly being revoked

SRR National Register of Certification Serw owders (SRR -
Sertifitseerimise Riiklik Register) acc r to Estonian
Digital Signatures Act

CSP Certification Service Provider according to Digital
Signatures Act

OID Object Identifier. Unique sequence of numbers to |<@fy an
digital data, defined in ITU-T recommendation X.20

Distinguished name Unique subject name in the infrastructure of certiflcates !

Certificate Digital document where a public key is associated with th
owner of the key @

Certificate issuer Person who issues the certificate (CSP in the context of
Digital Signatures Act)
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Termin Maaratlus
signeerimissertifikaat STO sertifikaat, millega signeeritakse tema poolt vélja antud
sertifikaadid
sertifika%anik subjekt, kellele konkreetne sertifikaat on valja antud;
sertifikaadi k usperiood ajavahemik sertifikaadi moodustamisest kuni tema valjasta-

misel maaratud kehtivuse |dpptahtajani. Sertifikaadi tegelik
kehtivusaeg vdib olla lihem vdimaliku kehtetuks tunnistamise

o x
O t6ttu.
%

3 SERTIFIKAATID ETELU JA OTSTARVE

Isikutunnistusele kantakse ka ifikaati:

1) sertifikaat isiku digitaals tUvastamiseks, e-posti signeerimiseks ja kripteerimiseks;

2) sertifikaat digitaalseks allirjastamiseks, millega saab sertifikaadi omanik anda digitaalallkirja
digitaalallkirja seaduse mottes. O

Sertifikaate valjastab sertifitseerimisteen sutaja

a) kes vastab digitaalallkirja seaduses t@&muetele

b) kes vastab Teede- ja Sideministeeri oktoobri 2000.a maaruses nr 83 “Teenuse osutajate
infostisteemide auditeerimise kord” es Ouetele;

c) kes vastab "Euroopa Parlamendi ja Nc")uk@rektuv 1999/93/EU, 13.detsember 1999, elektroonilisi
allkirju kasitleva Uhenduse raamistiku kohta @/)d kvallfltseerltud sertifikaatide (qualified certificate)
valjastajale toodud nduetele.

4 ANDMED SERTIFIKAATIDES O

Mélemasse sertifikaati kantakse kohustuslikult jargmised andmes:. 4(

2) sertifikaadiomaniku andmed;

1) sertifikaadi valjaandja andmed; /

3) sertifikaadi kehtivusandmed; O

4) sertifikaadiphised andmed. O’:

Sertifikaati kantavate andmete kooslust kirjeldatakse tdpsemalt punktides 4.1 ku @tehnilisi detaile lisas A.

4.1 Valjaandja andmed ®

Sertifikaatidesse kantakse jargmised kohustuslikud véljaandja (STO) andmed: ®/

(O
S
®





