CEN CWA 15793

WORKSHOP September 2011

AGREEMENT

ICS 07.100.01 Supersedes CWA 15793:2008

English version

Laboratory biorisk management

This CEN Workshop Agreement has been drafted and approved by a Workshop of representatives of interested parties, the constitution of
which is indicated in the foreword of this Workshop Agreement.

The formal process followed by the Workshop in the development of this Workshop Agreement has been endorsed by the National
Members of CEN but neither the National Members of CEN nor the CEN Management Centre can be held accountable for the technical
content of this CEN Workshop Agreement or possible conflicts with standards or legislation.

This CEN Workshop Agreement can in no way be held as being an official standard developed by CEN and its Members.

This CEN Workshop Agreement is publicly available as a reference document from the CEN Members National Standard Bodies.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,

Finland, France, Germany, Greece, Hungary, Iceland, Ireland, ltaly, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland and United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2011 CEN  All rights of exploitation in any form and by any means reserved worldwide for CEN national Members.

Ref. No.:CWA 15793:2011 D/E/F



CWA 15793:2011 (E)

Contents Page
0T =LY 0 o 4
o T W o) o 5
1 T o - SN 8
2 INfOrmMative referenCEeS ...... oot 8
3 Terms and definitioNs ... 8
4 Biorisk management system requirements ........c.cccciimmmn s —————— 14
41 General reqUIrEMENES....... ... s mr e s e s ms e e e e e e s e e mmn e e e e e s sanmnne e e e e nannan 14
411 Biorisk management SYSteM .......couciiiiiiiiiriniii s ————— 14
4.1.2 Continual IMProVEMENLt...........oo e ssms e s mme e e e e e e e s e smmmn e e e e s e a s s nmnnns 15
4.2 o T 15
421 Biorisk management POliCY ......cccciiimriiiniiiirin s ——————— 15
4.3 PlaNNiNg .cccoeeeeeeeiiieieieieiemememenememnnnnnnnnnnsesannnnsnsnsnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnnnnnnsnnnnnsnnnnnnnnnn 16
4.3.1 Planning for hazard identification, risk assessment and risk control ...........ccccccccerrrriiccccsnecennnnn. 16
4311 Planning and r@SOUICES ........cccccriiriiininiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssennssnnnnsnnnssnes 16
4.3.1.2 Risk assessment timing and SCOPE ........ou s 16
4313 Hazard identification...........cooiiiiic s 17
4314 RiSK @SS@SSMENT ......cciiiiieeirr s 18
43.1.5 RisSk MaNagement ..........ooiiiiiiiii s 18
4.3.2 Conformity and COMPlIANCE ........ooccciiiiiiiiii s ————— 19
4.3.3 Obijectives, targets and Programme .........ccccouiieeriinisiinis s ———————— 19
4.3.31 Biorisk control objectives and targets...........ccccciinnimmnn i ——————— 19
43.3.2 Monitoring CONrOIS ........oovciiiiiiii i —————————— 19
44 Implementation and Operation ............... 20
4.4.1 Roles, responsibilities and authorities............ccccciiiiiiiiiiir e 20
4411 B 28 1 0= T Ve 1= 1 2 7= o | Y 20
4.41.2 EST=T 0T ToT 4 P 1o = Ve 1= 14 =T o 1 SN 20
4413 Biorisk management COMMIIEEe.........ceeeemmmimmimmmmmmemeieeeennnnneinsi s 21
4414 Biorisk management @dViSOr .........ueeeeeememememememememeneennnnnnnnsnnnnisnsiasssssssssssssssssssssssssssssssssssssssssns 21
441.5 Scientific MaNAGEMENT ............eeriieecccrrr e e nn e e e e nenannne 22
441.6 Occupational health...............e e s e 23
441.7 Facility management...........ccoiiiiii s 23
441.8 Security ManagemMeNt........c.ccciiiiiiiriir i —————————— 23
4419 ANIMal handling .....ccceiiii i ————— 23
4.4.2 Personnel training, awareness and COMPELENCE .........c.occcciiirmmriiriiiiicsiemr e sssmr e snmne e 24
44.21 =T o3 L1 0T o 24
44.2.2 (00 4T =3 =T 4 Vo - SN 24
4423 Continuity and succession Planning ...........ccccccccmimiriiinnsc s s snnmn e e e sennn 25
4424 L1 11011 P Y 25
4.4.3 Consultation and cOMMUNICAtION........cccciiiiiiiii e e 25
97 00 S © T oY= = 1 Lo g = 1IN o7 o 1 £ (o 26
4441 L1 4 L= T IT =Y T AN 26
44.4.2 Biological agents and toxin inventory and information..........ccccocoviminniimnniine e, 27
4443 Work programme, planning and capacity ........ccccccmminiimmimnsis s, 27
4444 Change ManagemeENt...........ccceriiiimiriiisrr e 28
4445 Work practices, decontamination and personnel protection...........ccccooommiiiiiiiiicciiscnneneeen. 28
44.4.51 Good microbiological teChNIiQUE ...........covciiiiiiiii e ———— 28
44452 Inactivation of biological agents and toXins ..........ccccciniimn i ——— 29



CWA 15793:2011 (E)

44453 Waste ManagemeNnt ..........oooeeeemimemeieceiemeeeeeenennnnsnnnnnsnsnsnsnsnsssnsssssssssssssssssssssssssssssssssssssssssssssssnnnnnnn 30
44454  Clothing and Personal Protective Equipment (PPE).......cccccciiiiiiicccisemrrens s sssccssseee s e eesssssanns 31
4446 Worker health programme.............ce s nnnn 31
44461 Vaccination of Personnel ... 32
4447 Behavioural factors and control of WOrkers ... s 32
44471 Personnel reliability........ccccooviiiiiiiiin s ————————_— 33
444.7.2 Contractors, Visitors and SUPPLIErS ... 33
44473 e LT = T o 33
44.4.8 Infrastructure and operational management ..........ccccciiiiiiii i —————— 34
44481 Planning, design and verification ... sss e 34
4.4.4.8.2 Commissioning and deCOMMISSIONING....cc.ciiiiiiiiiiirrrrrerri e sssssr e e e s smnnneennees 35
4.4.4.8.3 Maintenance, control, calibration, certification and validation.........ccc...cccvrrreciiiiiiiieecciiinnens 35
44484 Lo YA o= =T o Y7 PPRPS 37
4.4.4.8.5 INFOrMation SECUNIEY ...ccoviiiciiie et s s ms e e s s e s samnn e e e e e s e s s s smnnn e e nessssannns 37
4.4.4.8.6 (027 411 oY I o3 =0T o =T S 38
4449 Transport of biological agents and tOXins .......ccccocvimiiiiir e ——————— 38
44410 Personal SECUKIEY .....cccviiiiieiiiiir i 39
445 Emergency response and contingency Plans.........ccccoiimmiiimnnmssss s 39
44,51 L4 = o =T 1o =T oY T T Lo 39
4452 EMergency Plans ... 40
4453 Emergency exercises and Simulations..........cccccccimiiiminn s 41
4454 (027 411 4 Vo T=T 0 T3 V0 o - T4 £ S 41
4.5 Checking and corrective aCtioN .........cccccceeiiriiiiiccccecrirr s sssse e ssssr e e s s snme e e e e e s s nnmene e e s 41
4.51 Performance measurement and analysis of data ........cccccccvicccciiimi s 41
4.5.2 Records, document and data CONIIol...... ..o e e e e e e mmnnes 42
4.5.3 Inventory monitoring and CONtrol............cccouiiiiiiiiiiiir s nnnn 42
4.5.4 Accident and incident investigation, non-conformity, corrective and preventive actions.......... 43
4,541 Accident / incident investigation...........ccccccniinn e ——————— 43
454.2 Control of NONCONTOrMItIes........oooiiiii e 43
4543 (00T ¢ =Y o7 Y=Y T o o 43
454.4 Preventive @Ction ... e s 44
4.5.5 Inspection and Qudit............ooiiiiii e an 44
4.6 REOVIBW ..ttt me e e ee e e e e s e e s mmmeeeeeeea e e amREeeresiaseeeaareeeiaaseasnnnaeeeeaaaaan 45
4.6.1 Biorisk ManagemMent FEVIEW ........cccuiuiiiiremmmmimmmsmsnsieesiieeneertrnsnrrrssrsrsnrrrrrssrssssssssssnsssssnsnsnsnsnsnsnnmsmsssnsnnnns 45
] o1 0T | o 13 46



CWA 15793:2011 (E)

Foreword

CWA 15793:2011 was prepared by CEN Workshop 31 - Laboratory biosafety and biosecurity.
This document supersedes CWA 15793:2008.

The CEN Workshop offers a mechanism whereby stakeholders can bring their standardization and
specification requirements and develop a result by consensus, validated in an open process.

In a CEN Workshop all the decision-making powers rest with the interested parties themselves, the members
of the Workshop. These include all stakeholders (for example industry representatives, service providers,
administrators, users) and can come from any part of the globe. They are responsible for the funding and
direction of the Workshop and for the approval of the deliverables.

The main activity of a CEN Workshop is the development and publication of the CEN Workshop Agreement
(CWA). This CWA applies internationally. It does not have the force of regulation and conformity is voluntary.

For the development of this CWA, there were 76 participants from the following countries:

Argentina, Australia, Belgium, Canada, China, Denmark, Germany, Ghana, Hong Kong, Hungary, Ireland,
Japan, Kazakhstan, Kyrgyzstan, Latvia, the Netherlands, Norway, Russia, Singapore, Spain, Sweden,
Switzerland, the United Kingdom and the United States. A list of organizations participating in this Workshop
and in support of this CWA is available from the CEN-CENELEC Management Centre. The WHO also
participated in the Workshop.

There was also a public comment phase that brought comments from an additional 33 stakeholders from
Argentina, Canada, Europe, Russia, Taiwan and the United States. More information on CEN and the CEN
Workshops can be found at: www.cen.eu

NEN, the Dutch Standardization Institute, provided the secretariat of the Workshop.

The formal process followed by the Workshop in the development of the CEN Workshop Agreement has been
endorsed by the National Members of CEN but neither the National Members of CEN nor the CEN-CENELEC
Management Centre can be held accountable for the technical content of the CEN Workshop Agreement or
possible conflict with standards or legislation. This CEN Workshop Agreement can in no way be held as being
an official standard developed by CEN and its members

The final review/endorsement round for this CWA was successfully closed on 2011-02-28.The final text of this
CWA was submitted to CEN for publication on 2011-08-03.

This CEN Workshop Agreement is publicly available as a reference document from the National Members of
CEN: AENOR, AFNOR, ASRO, BDS, BSI, CSNI, CYS, DIN, DS, ELOT, EVS, IBN, IPQ, IST, LVS, LST, MSA,
MSZT, NEN, NSAI, ON, PKN, SEE, SIS, SIST, SFS, SN, SNV, SUTN and UNI.

Comments or suggestions from the users of the CEN Workshop Agreement are welcome and should be
addressed to the CEN-CENELEC Management Centre.

In 2011, the workshop 31 participants renewed the CWA 15793:2008 for another three years without any
technical changes. The only editorial changes implemented involved the replacement of the word “standard” in
the original document with the words “CWA” or “Agreement” wherever appropriate, based on a request to
CEN by the CEN National Members.
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Introduction

Management systems approach - Introduction

This laboratory biorisk management CWA is based on a management system approach. This implies that
identifying, understanding and managing a system of interrelated processes for a given objective, improves
the organization’s effectiveness and efficiency.

Application of the management systems approach principle leads to the following actions:

Y

defining the system by identifying or developing the processes that affect a given objective;

O

)

) structuring the system to achieve the objective in the most effective manner;
) understanding the interdependencies among the processes of the system;
)
)

o O

continually improving the system through measurement and evaluation, and,;

D

establishing resource constraints prior to action.

The systems approach outlined above has been successfully adopted by the International Organization for
Standardization (ISO). Organizations which have already implemented systems for quality, environmental
and/or occupational health and safety management, will find significant synergy between these systems and
the one for biorisk management.

The management system approach enables an organization to effectively identify, monitor and control the
laboratory biosafety and biosecurity aspects of its activities.

An effective management system approach should be built on the concept of continual improvement through a
cycle of planning, implementing, reviewing and improving the processes and actions that an organization
undertakes to meet goals. This is known as the PDCA (Plan-Do-Check-Act) principle:

Plan: Planning, including identification of hazard and risk and establishing goals,

Do: Implementing, including training and operational issues,

Check: Checking, including monitoring and corrective action,

Act: Reviewing, including process innovation and acting to make needed changes to the

management system.

In order to improve biorisk management the organization needs to focus on the causes of non-conformities
and undesirable events. Systematic identification and correction of system deficiencies leads to improved
performance and control of biorisk.
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Keys to a successful biorisk management system
Some of the key factors in establishing and implementing a successful biorisk management system include:

e Commitment by top management:
o providing adequate resources, prioritization and communication of biosafety and biosecurity
policy;
o integrating of biorisk management throughout the organization;
o identifying opportunities for improvement and prevention, determining root causes and
preventing recurrence.

e Focus on continual improvement:

o making continual improvement an objective for every individual in the organization;

o using periodic assessment against established risk-criteria to identify areas for potential
improvement;

o continually improving the effectiveness and efficiency of processes;

o promoting prevention activities;

o providing personnel in the organization with appropriate education and training including the
methods and tools of continual improvement;

o establishing measures and goals for improvement;

o recognizing improvement.

Management system integration

This laboratory biorisk management CWA is compatible with the ISO 9001:2000 (Quality), ISO 14001:2004
(Environmental) and OHSAS 18001:2007 (Occupational Health and Safety) management systems standards,
in order to facilitate the integration of all such management systems of an organization.

Application

The requirements of this agreement are generic and are intended to be applicable to all organizations
handling biological agents and/or toxins, regardless of type, size and biological agents handled. This
agreement takes a risk-based approach but it does not employ biological agent risk classification or laboratory
safety / containment levels, although such approaches can be entirely compatible with this agreement.

Where any requirements of this agreement cannot be applied due to the nature of the organization and its
processes, this can be considered for exclusion. Where exclusions are made, claims of conformity to this
agreement are not acceptable, unless such exclusions do not affect the organization’s ability or responsibility
to control biorisk in the manner required by this agreement. Any claims of exclusion shall be detailed and
justification provided.

Compliance with national and local regulatory standards, regulations and requirements are of primary
importance in any programme. Where any part of this agreement is in conflict with any legal requirement, the
conflicting part of the agreement may be eligible for exemption if the legal requirement meets or exceeds the
intent of this agreement.

All organizations face challenges in putting the management system requirements of this agreement in place.
For small organizations the challenges are potentially greater due to minimal available resources, costs
involved and difficulty in understanding and applying the agreement. Small organizations are typically ones in
which only a few people are involved, there is a simple communication flow and individuals undertake a wide
variety of tasks. Decisions are made by just a few people. Small organizations should analyse each
requirement clause of the agreement and determine in which manner they can interpret and comply with it to
suit the objective of the agreement in identification and control of risk.
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The more challenging requirement clauses in this respect may be the ones related to continual improvement.
The organization should regard this as a recurring, step-by-step activity. When opportunities for improvement
are identified, and justified, the organization needs to decide how they are to be implemented based on the
available resources. The justification should be founded on an analysis of the potential gains in terms of
improved control of risk. Improvements may typically address issues like:

training and awareness programmes;
internal communications;

effectiveness of reviews;

preventive actions;

effectiveness of follow-up activities;
documented procedures and instructions.

O 0O OO0 OO0
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1 Scope

The scope of this laboratory biorisk management system agreement is to set requirements necessary to
control risks associated with the handling or storage and disposal of biological agents and toxins in
laboratories and facilities.

This CWA will enable organizations to:

a) establish and maintain a biorisk management system to control or minimize risk to acceptable levels in
relation to employees, the community and others as well as the environment which could be directly or
indirectly exposed to biological agents or toxins;

b) provide assurance that the requirements are in place and implemented effectively;

c) seek and achieve certification or verification of the biorisk management system by an independent third
party;

d) provide a framework that can be used as the basis for training and raising awareness of laboratory
biosafety and laboratory biosecurity guidelines and best practices within the scientific community.

This CWA is performance-based and sets out requirements for and places responsibility on organizations to
demonstrate that appropriate and validated risk reduction procedures have been established and
implemented.

This agreement is structured in a manner where the specific requirements pertaining to each individual clause
are defined and stated in a frame-box. Informative guidance has been provided as an aid in interpreting the
requirements where considered appropriate. This guidance is in the form of notes in association with the
pertaining requirements clause and uses the terms “should” (recommendation), “may” (allowance) and “can”
(possibility). Organizations wishing to implement this CWA would be expected to consider all
recommendations where the term “should” is used.

Contents of the notes shall not in any way be construed as being requirements.

2 Informative references

Two central guidance documents for biorisk management and the development of this CWA are:
— WHO Laboratory biosafety manual, third edition, 2004, WHO/CDS/CSR/LY0/2004.11

— WHO Biorisk Management: Laboratory Biosecurity Guidance, 2006, WHO/CDS/EPR/2006.6

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
accident
unintended event giving rise to harm

NOTE An accident is an incident which has resulted in harm.





