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Foreword
The text of document 56/1329/FDIS, future edition 1 of IEC/ISO 31010, prepared by IEC TC 56,
Dependability, together with the ISO TMB “Risk management” working group, was submitted to the
IEC-CENELEC parallel vote and was approved by CENELEC as EN 31010 on 2010-05-01.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2011-02-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2013-05-01

Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard IEC/ISO 31010:2009 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 60300-3-11 NOTE Harmonized as EN 60300-3-11.

IEC 61078 NOTE Harmonized as EN 61078.

IEC 61165 NOTE Harmonized as EN 61165.

IEC 61508 series NOTE Harmonized in EN 61508 series (not modified)
IEC 61511 series NOTE Harmonized in EN 61511 series (not modified)
IEC 61649 NOTE Harmonized as EN 61649.

1ISO 22000 NOTE Harmonized as EN ISO 22000.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.
Publication Year Title EN/HD Year

ISO/IEC Guide 73 - Risk management - Vocabulary - Guidelines - -
for use in standards

ISO 31000 - Risk management - Principles and guidelines -
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INTRODUCTION

Organizations of all types and sizes face a range of risks that may affect the achievement of
their objectives.

These objectives may relate to a range of the organization's activities, from strategic
initiatives to its operations, processes and projects, and be reflected in terms of societal,
environmental, technological, safety and security outcomes, commercial, financial and
economic measures, as well as social, cultural, political and reputation impacts.

All activities of an organization involve risks that should be managed. The risk management
process aids decision making by taking account of uncertainty and the possibility of future
events or circumstances (intended or unintended) and their effects on agreed objectives.

Risk management includes the application of logical and systematic methods for

e communicating and consulting throughout this process;

e establishing the context for identifying, analysing, evaluating, treating risk associated with
any activity, process, function or product;

e monitoring and reviewing risks;
e reporting and recording the results appropriately.
Risk assessment is that part of risk management which provides a structured process that

identifies how objectives may be affected, and analyses the risk in term of consequences and
their probabilities before deciding on whether further treatment is required.

Risk assessment attempts to answer the following fundamental questions:

e what can happen and why (by risk identification)?
e what are the consequences?
e what is the probability of their future occurrence?

e are there any factors that mitigate the consequence of the risk or that reduce the
probability of the risk?

Is the level of risk tolerable or acceptable and does it require further treatment? This standard
is intended to reflect current good practices in selection and utilization of risk assessment
techniques, and does not refer to new or evolving concepts which have not reached a
satisfactory level of professional consensus.

This standard is general in nature, so that it may give guidance across many industries and
types of system. There may be more specific standards in existence within these industries
that establish preferred methodologies and levels of assessment for particular applications. If
these standards are in harmony with this standard, the specific standards will generally be
sufficient.
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RISK MANAGEMENT -
RISK ASSESSMENT TECHNIQUES

1 Scope

This International Standard is a supporting standard for ISO 31000 and provides guidance on
selection and application of systematic techniques for risk assessment.

Risk assessment carried out in accordance with this standard contributes to other risk
management activities.

The application of a range of techniques is introduced, with specific references to other
international standards where the concept and application of techniques are described in
greater detail.

This standard is not intended for certification, regulatory or contractual use.

This standard does not provide specific criteria for identifying the need for risk analysis, nor
does it specify the type of risk analysis method that is required for a particular application.

This standard does not refer to all techniques, and omission of a technique from this standard
does not mean it is not valid. The fact that a method is applicable to a particular circumstance
does not mean that the method should necessarily be applied.

NOTE This standard does not deal specifically with safety. It is a generic risk management standard and any
references to safety are purely of an informative nature. Guidance on the introduction of safety aspects into IEC
standards is laid down in ISO/IEC Guide 51.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

ISO/IEC Guide 73, Risk management — Vocabulary — Guidelines for use in standards

ISO 31000, Risk management — Principles and guidelines

3 Terms and definitions

For the purposes of this document, the terms and definitions of ISO/IEC Guide 73 apply.

4 Risk assessment concepts

4.1 Purpose and benefits

The purpose of risk assessment is to provide evidence-based information and analysis to
make informed decisions on how to treat particular risks and how to select between options.

Some of the principal benefits of performing risk assessment include:

e understanding the risk and its potential impact upon objectives;





