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Add the following subclause before 7.9: 

7.8.2.5 Software/firmware load test 

If software or firmware components can be externally loaded into a cryptographic module, then the following 
software/firmware load tests shall be performed: 

1. Application of an Approved authentication technique (e.g. an Approved message authentication code, 
digital signature algorithm, or HMAC) to all validated software and firmware components when the 
components are externally loaded into a cryptographic module. The software/firmware load test is not 
required for any software and firmware components excluded from the security requirements of this 
International Standard (refer to clause 7.1). 

2. Comparison of the calculated result with a previously generated result. If the calculated result does not 
equal the previously generated result, the software/firmware load test fails. 


