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é ER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
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INTERNATIONAL ELECTROTECHNICAL COMMISSION
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; FOREWORD
1) The International @hnical Commission (IEC) is a worldwide organization for standardization comprising

all national electroteghnigal committees (IEC National Committees). The object of IEC is to promote
international co-operati all questions concerning standardization in the electrical and electronic fields. To
this end and in additionﬁ;:)

Technical Reports, Publfel

ther activities, IEC publishes International Standards, Technical Specifications,
ailable Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparatioh is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with m rticipate in this preparatory work. International, governmental and non-
governmental organizations liatsing wfth the IEC also participate in this preparation. IEC collaborates closely
with the International Organizati{ﬁ Standardization (ISO) in accordance with conditions determined by

agreement between the two organi S.

2) The formal decisions or agreements of | n technical matters express, as nearly as possible, an international
consensus of opinion on the relevant ects since each technical committee has representation from all

interested IEC National Committees.

3) IEC Publications have the form of recom@tions for international use and are accepted by IEC National
Committees in that sense. While all reason f‘forts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held rgsponsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC ional Committees undertake to apply IEC Publications

transparently to the maximum extent possible in try ational and regional publications. Any divergence
between any IEC Publication and the corresponding na@ or regional publication shall be clearly indicated in

the latter.

5) IEC itself does not provide any attestation of conformity. ependent certification bodies provide conformity
assessment services and, in some areas, access to |[EC s of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this 1 on

members of its technical committees and IEC National Committees f personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirec costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, thHisNJEC Publication or any other IEC

Publications. /‘

8) Attention is drawn to the Normative references cited in this publication. Us e referenced publications is
indispensable for the correct application of this publication.

7) No liability shall attach to IEC or its directors, employees, servan ents including individual experts and
an
)

9) Attention is drawn to the possibility that some of the elements of this IEC Pub( may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patentwri

DISCLAIMER

This Consolidated version is not an official IEC Standard and has be epared for
user convenience. Only the current versions of the standard and its a dment(s)
are to be considered the official documents. A

N
This Consolidated version of IEC 62351-3 bears the edition number 1.1. It éné; of
the first edition (2014-10) [documents 57/1498/FDIS and 57/1515/RVD] d gits
amendment 1 (2018-05) [documents 57/1976/FDIS and 57/1990/RVD]. The tec@l
content is identical to the base edition and its amendment.

In this Redline version, a vertical line in the margin shows where the technical content
is modified by amendment 1. Additions are in green text, deletions are in strikethrough
red text. A separate Final version with all changes accepted is available in this
publication.
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International Standard IEC 62351-3 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

T%ublication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A Iéf all parts in the IEC 62351 series, published under the general title Power systems
man L?m’ent and associated information exchange — Data and communications security, can
be fo the IEC website.

The commy as decided that the contents of the base publication and its amendment will
remain u ed until the stability date indicated on the IEC web site under
"http://webst ec.ch" in the data related to the specific publication. At this date, the

publication wi @
e reconfirmed, Q

e withdrawn, a
e replaced by a revi @jition, or
e amended. O

*

IMPORTANT - The 'colour nﬁP logo on the cover page of this publication indicates
that it contains colours ch are considered to be useful for the correct
understanding of its contents. @rs should therefore print this document using a
colour printer.
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%
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE - DATA AND COMMUNICATIONS SECURITY -

Profiles including TCP/IP

B

1 Scopeo
1.1  Scope O

)\; Part 3: Communication network and system security —

This part of IEC 1 specifies how to provide confidentiality, integrity protection, and
message level authe tion for SCADA and telecontrol protocols that make use of TCP/IP
as a message transpo. er when cyber-security is required.

Although there are many ible solutions to secure TCP/IP, the particular scope of this part
is to provide security bet communicating entities at either end of a TCP/IP connection
within the end communicating intities. The use and specification of intervening external

security devices (e.g. “bump-i wire”) are considered out-of-scope.

on the specification of the messag rocedures, and algorithms of Transport Layer Security
(TLS) (defined in RFC 5246) so that*they are applicable to the telecontrol environment of the
IEC. TLS is applied to protect the Tﬁé)mmunication. It is intended that this standard be
referenced as a normative part of othMEC standards that have the need for providing
security for their TCP/IP-based protocol. I@sver, it is up to the individual protocol security
initiatives to decide if this standard is to be ﬁn(‘:ed.

This part of IEC 62351 reflects the securit( quirements of the IEC power systems
management protocols. Should other standards %orward new requirements, this standard

This part of IEC 62351 specifies ho$to secure TCP/IP-based protocols through constraints

may need to be revised.

1.2 Intended Audience

The initial audience for this specification is intended &9 perts developing or making use
of IEC protocols in the field of power systems manam t and associated information
exchange. For the measures described in this specificationjto take effect, they must be
accepted and referenced by the specifications for the p Is themselves, where the
protocols make use of TCP/IP security. This document is writte nable that process.

The subsequent audience for this specification is intended to be@ velopers of products
that implement these protocols.

Portions of this specification may also be of use to managers and :@ives in order to
understand the purpose and requirements of the work.

2 Normative references 6

are indispensable for its application. For dated references, only the edition cited lies. For
undated references, the latest edition of the referenced document (includi any
amendments) applies.

The following documents, in whole or in part, are normatively referenced in this d%nt and

IEC TS 62351-1:2007, Power systems management and associated information excha@—
Data and communications security — Part 1: Communication network and system security —
Introduction to security issues

IEC TS 62351-2:2008, Power systems management and associated information exchange —
Data and communications security — Part 2: Glossary of terms
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IEC-TS 62351-9, Power systems management and associated information exchange — Data
and communications security — Part 9: Cyber security key management for power system
equijpment +

1ISO/I 9594-8:2017, Rec. ITU-T X.509 (2016), Information technology — Open Systems
Int nection — The Directory — Part 8: Public-key and attribute certificate frameworks

RFC :2006, Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer
Security/(TLS)

RFC 5246: The TLS Protocol Version 1.22

RFC 5280:2
Revocation Lis

Internet X.509 Public Key Infrastructure Certificate and Certificate
) Profile

RFC 5746:2010, Trafishort Layer Security (TLS) Renegotiation Indication Extension
RFC 6066:2006, Tran ayer Security Extensions

RFC 6176:2011, Prohibitifig ure Sockets Layer (SSL) Version 2.0

3 Terms, definitions a djbbreviations

3.1 Terms, definitions and reviations

For the purposes of this docume@he terms, definitions and abbreviations given in IEC
TS 62351-2, Glossary, apply .

3.2 Additional abbreviations /O/e‘

CRL Certificate Revocation List ®

DER Distinguished Encoding Rules L .

ECDSA Elliptic Curve Digital Signature A m

ECGDSA Elliptic Curve German Digital Signa Igorithm (see ISO/IEC 15946-2)
OCSP Online Certificate Status Protocol (se C 6960)

PIXIT Protocol Implementation eXtra Informati Testing

4 Security issues addressed by this standard GO

4.1 Operational requirements affecting the use of TLS in@ telecontrol environment

Information Technology (IT) applications that make use of TLS r to provide security
protection. The most differentiating, in terms of security, is th tion of the TCP/IP
connection for which security needs to be maintained.

The IEC telecontrol environment has different operation ryuirements from many

Many IT protocols have short duration connections, which allow the enQ{on algorithms to

be renegotiated at connection re-establishment. However, the connections wj a telecontrol
environment tend to have longer durations, often “permanent’. It is the evity of the
connections in the field of power systems management and associated infor, ion exchange
that give rise to the need for special consideration. In this regard, in order rovide
protection for the “permanent” connections, a mechanism for updating the se@key is
specified within this standard, based upon the TLS features of session resumpti and
session re-negotiation while also considering the relationship with certificate revocati te
information.

2 This is typically referred to as SSL/TLS.





