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Foreword

The text of document 65A/501/FDIS, future edition 1 of IEC 61326-3-2, prepared by SC 65A, System
aspects, of IEC TC 65, Industrial-process measurement, control and automation, was submitted to the
IEC-CENELEC parallel vote and was approved by CENELEC as EN 61326-3-2 on 2008-06-01.

The EN 61326 series supersedes EN 61326:1997 + corrigendum September 1998 + A1:1998 + A2:2001
+ A3:2003.

This standard is to be used in conjunction with EN 61326-1.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2009-03-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2011-06-01

Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard IEC 61326-3-2:2008 was approved by CENELEC as a European
Standard without any modification.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

Publication Year Title EN/HD Year
IEC 60050-161 -1 International Electrotechnical Vocabulary -
(IEV) -
Chapter 161: Electromagnetic compatibility
IEC 61000-4-2 1995 Electromagnetic compatibility (EMC) - EN 61000-4-2 1995
A1 1998  Part 4-2: Testing and measurement A1 1998
A2 2000 techniques - Electrostatic discharge A2 2001
immunity test
IEC 61000-4-3 2006 Electromagnetic compatibility (EMC) - EN 61000-4-3 2006

Part 4-3: Testing and measurement
techniques - Radiated, radio-frequency,
electromagnetic field immunity test

IEC 61000-4-4 2004 Electromagnetic compatibility (EMC) - EN 61000-4-4 2004
Part 4-4: Testing and measurement
techniques - Electrical fast transient/burst
immunity test

IEC 61000-4-5 2005 Electromagnetic compatibility (EMC) - EN 61000-4-5 2006
Part 4-5: Testing and measurement
techniques - Surge immunity test

IEC 61000-4-6 2003  Electromagnetic compatibility (EMC) -

+ A1 2004  Part 4-6: Testing and measurement

+ A2 2006 techniques - Immunity to conducted EN 61000-4-6 2007
disturbances, induced by radio-frequency + corr. August 2007
fields

IEC 61000-4-8 1993  Electromagnetic compatibility (EMC) - EN 61000-4-8 1993

A1 2000 Part 4-8: Testing and measurement A1 2001

techniques - Power frequency magnetic field
immunity test

IEC 61000-4-11 2004 Electromagnetic compatibility (EMC) - EN 61000-4-11 2004
Part 4-11: Testing and measurement
techniques - Voltage dips, short interruptions
and voltage variations immunity tests

IEC 61000-4-29 2000 Electromagnetic compatibility (EMC) - EN 61000-4-29 2000
Part 4-29: Testing and measurement
techniques - Voltage dips, short interruptions
and voltage variations on d.c. input power port
immunity tests

IEC 61000-6-2 2005 Electromagnetic compatibility (EMC) - EN 61000-6-2 2005
Part 6-2: Generic standards - Immunity for + corr. September 2005
industrial environments

R Undated reference.
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Publication Year Title EN/HD Year

IEC 61326-1 2005 Electrical equipment for measurement, EN 61326-1 2006
control and laboratory use - EMC
requirements -
Part 1: General requirements

IEC 61326-2-1 2005 Electrical equipment for measurement, EN 61326-2-1 2006
control and laboratory use - EMC
requirements -
Part 2-1: Particular requirements - Test
configurations, operational conditions and
performance criteria for sensitive test and
measurement equipment for EMC unprotected
applications

IEC 61326-2-2 2005  Electrical equipment for measurement, EN 61326-2-2 2006
control and laboratory use - EMC
requirements -
Part 2-2: Particular requirements - Test
configurations, operational conditions and
performance criteria for portable test,
measuring and monitoring equipment used in
low-voltage distribution systems

IEC 61326-2-3 2006  Electrical equipment for measurement, EN 61326-2-3 2006
control and laboratory use - EMC
requirements -
Part 2-3: Particular requirements - Test
configuration, operational conditions and
performance criteria for transducers with
integrated or remote signal conditioning

IEC 61326-2-4 2006 Electrical equipment for measurement, EN 61326-2-4 2006
control and laboratory use - EMC
requirements -
Part 2-4: Particular requirements - Test
configurations, operational conditions and
performance criteria for insulation monitoring
devices according to IEC 61557-8 and for
equipment for insulation fault location
according to IEC 61557-9

IEC 61326-2-5 2006  Electrical equipment for measurement, EN 61326-2-5 2006
control and laboratory use - EMC
requirements -
Part 2-5: Particular requirements - Test
configurations, operational conditions and
performance criteria for field devices with
interfaces according to IEC 61784-1, CP 3/2

IEC 61326-3-1 2008 Electrical equipment for measurement, EN 61326-3-1 2008
control and laboratory use - EMC
requirements -
Part 3-1: Immunity requirements for safety-
related systems and for equipment intended to
perform safety-related functions (functional
safety) - General industrial applications

IEC 61508-2 2000 Functional safety of EN 61508-2 2001
electrical/electronic/programmable electronic
safety-related systems -
Part 2: Requirements for
electrical/electronic/programmable electronic
safety-related systems




Publication

IEC 61508-4
+ corr. April

IEC 61511-1
+ corr. November

ISO/IEC Guide 51

Year

1998
1999

2003
2004

1999

Title EN/HD

Functional safety of

electrical/electronic/programmable electronic EN 61508-4
safety-related systems -

Part 4: Definitions and abbreviations

Functional safety - Safety instrumented

systems for the process industry sector - EN 61511-1
Part 1: Framework, definitions, system,

hardware and software requirements

Safety aspects - Guidelines for their inclusion -
in standards

EVS-EN 61326-3-2:2008

2004
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INTRODUCTION

Functional safety is that part of the overall safety relating to the equipment under control
(EUC) and the EUC control system which depends on the correct functioning of the electrical
safety-related systems. To achieve this all items of equipment of the safety-related system
which are involved in the performance of the safety functions must behave in a specified
manner under all relevant conditions.

The IEC basic safety publication for functional safety of electrical/electronic/programmable
electronic safety-related systems is IEC 61508. It sets the overall requirements to achieve
functional safety. Sufficient immunity to electromagnetic disturbances is one of those
requirements.

The concept of IEC 61508 distinguishes between the consideration of the application and the
design of safety-related electrical and electronic systems. The interface between both is the
safety requirements specification (SRS). It specifies all relevant requirements of the intended
application, as follows.

a) Definition of the safety function, based on a risk assessment of the intended
application (which function is intended to reduce risk).

b) Appropriate safety integrated level (SIL) for each safety-function based on a risk
assessment of the intended application.

c) Definition of the environment in which the system is intended to work including the
electromagnetic environment as required by IEC 61508-2.

Hence, with regard to immunity against electromagnetic phenomena, the essential starting
point is that the electromagnetic environment and its phenomena are considered in the SRS,
as required by IEC 61508. The safety-related system intended to implement the specified
safety-function has to fulfil the SRS, and from it corresponding immunity requirements have to
be derived for the items of equipment; this results in an equipment requirement specification.
With respect to the electromagnetic environment, the SRS and the equipment requirement
specification should be based on a competent assessment of the foreseeable electromagnetic
threats in the real environment over the whole operational life of the equipment. Hence
immunity requirements for the equipment depend on the characteristics of the electromagnetic
environment in which the equipment is intended to be used.

The equipment manufacturer, therefore, has to prove that the equipment fulfils the equipment
requirement specification and the system integrator must prove that the system fulfils the
SRS. Evidence has to be produced by application of appropriate methods. They do not need
to consider any other aspects of the application, for example, risk of the application
associated to any failure of the safety-related system. The objective is for all equipment in the
system to comply with particular performance criteria taking into account functional safety
aspects (for example the performance criterion FS) up to levels specified in the SRS
independent of the required safety integrity level (SIL).

There are basically two approaches on how to deal with the electromagnetic environments
and to conclude on immunity requirements.

(A) To consider a general electromagnetic environment with no specific restrictions, for
example an industrial environment, and to take into account all the electromagnetic
phenomena that can occur as well as their maximum amplitudes when deriving
appropriate immunity levels for the system and the equipment. This approach has
been used to determine the levels specified within IEC 61326-3-1 leading to
increased immunity levels for some electromagnetic phenomena compared to
immunity levels which are derived without functional safety considerations.

(B) To control the electromagnetic environment for example by the application of
particular installation and mitigation practices, in such a way that electromagnetic
phenomena and their amplitudes could occur only to a certain extent. These
phenomena and restricted amplitudes are then taken into account by appropriate
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immunity levels. These levels are not necessarily higher than those derived without
functional safety considerations because it is ensured by corresponding means that
no higher amplitudes as normally are to be expected. This approach is considered in
this part of IEC 61326..

Applying approach (B) results in the fact that there is a specified electromagnetic environment
due to the strict observation of particular installation and mitigation practices. In addition,
however, appropriate knowledge is required concerning the electromagnetic phenomena and
the amplitudes to be expected in this specified electromagnetic environment. This has been
achieved by taking into account statistical data on faults in safety applications of the process
industry. For this evaluation more than 20 000 units in safety applications are annually
analysed on the occurrence of failures; from this data it has been shown that the failure rates
meet the requirements connected to the safety integrity level (SIL). These units are in
compliance with particular EMC requirements of the process industry.

Following approach (B), IEC 61326-3-2 gives specific electromagnetic immunity requirements
that apply to safety-related systems and equipment intended to be used in safety-related
systems. These requirements supplement some requirements of IEC 61326-1 (or of
comparable EMC requirements of the process industry) and the selected electromagnetic
phenomena and defined immunity test levels are expected to match with the environmental
conditions of the specified industrial applications as defined in the scope of this standard.

The correlation between the standards IEC 61326-1, IEC 61326-2-X, IEC 61326-3-1 and
IEC 61326-3-2 is described in the diagram of Figure 1.

The specified test levels in this standard are derived from the highest levels to be expected in
the specified environment of industrial applications. These test levels are related to the
electromagnetic environment (what can occur). They cannot be related in an analytical way to
the SIL required for the safety-related system because there is no practically provable
relationship between test level and probability of failure during use. The influences of
electromagnetic phenomena are considered as systematic effects and by their nature often
result in common cause events.

Design features of equipment must take into account the required SIL and must be designed
to avoid dangerous systematic failures. Sufficient immunity against electromagnetic
disturbances can only be ensured by design, mitigation and construction techniques which
take into account electromagnetic aspects, which, however, are not within the scope of this
standard.

It is therefore recommended that the approach to achieve the capability for the required SIL
should be through the adoption of design features on the one hand and through appropriate
test performance parameters in order to increase the level of confidence in the test results on
the other hand.
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ELECTRICAL EQUIPMENT FOR MEASUREMENT,
CONTROL AND LABORATORY USE -
EMC REQUIREMENTS -

Part 3-2: Immunity requirements for safety-related
systems and for equipment intended to perform
safety-related functions (functional safety) —
Industrial applications with specified
electromagnetic environment

1 Scope

The scope of IEC 61326-1 applies to this part of IEC 61326 but is limited to systems and
equipment for industrial applications within a specified electromagnetic environment and
intended to perform safety functions as defined in IEC 61508 with SIL 1-3.

The electromagnetic environments encompassed by this product family standard are
industrial, both indoor and outdoor, as they can be found in industrial applications with an
electromagnetic environment having specified characteristics (for example, process industry).
The difference between the electromagnetic environment covered by this standard compared
to the general industrial environment (see IEC 61326-3-1) is due to the mitigation measures
employed against electromagnetic phenomena leading to a specified electromagnetic
environment.

The environment of industrial application with a specified electromagnetic environment
typically includes the following characteristics:

- industrial area with limited access;

— limited use of mobile transmitter;

— dedicated cables for power supply and control, signal or communication lines;

— separation between power supply and control, signal or communication cables;

- factory building mostly consisting of metal construction;

— overvoltage/lightning protection by appropriate measures (for example, metal construction
of the building or use of protection devices);

- pipe heating systems driven by a.c. main power may be present;
- no high-voltage substation close to sensitive areas;

- presence of CISPR 11 Group 2 ISM equipment using ISM frequencies only with low
power;

- competent staff;
- periodical maintenance of equipment and systems;
— mounting and installation guidelines for equipment and systems.

A more detailed description of the above-mentioned typical characteristics is given in
Annex B.

Equipment and systems considered as “proven-in-use” according to IEC 61508 or IEC 61511
are excluded from the scope of IEC 61326-3-2.

Fire alarm systems and security alarm systems intended for protection of buildings are
excluded from the scope of IEC 61326-3-2.
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2 Normative references

The following referenced documents are indispensable for the application of this standard. For
dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments) applies.

IEC 60050-161, International Electrotechnical Vocabulary — Chapter 161: Electromagnetic
compatibility

IEC 61000-4-2:2001, Electromagnetic compatibility (EMC) - Part 4-2: Testing and
measurement techniques — Electrostatic discharge immunity test

IEC 61000-4-3:2006, Electromagnetic compatibility (EMC) - Part 4-3: Testing and
measurement techniques — Radiated, radio-frequency, electromagnetic field immunity test

IEC 61000-4-4:2004, Electromagnetic compatibility (EMC) - Part 4-4: Testing and
measurement techniques — Electrical fast/transient burst immunity test

IEC 61000-4-5:2005, Electromagnetic compatibility (EMC) - Part 4-5: Testing and
measurement techniques — Surge immunity test

IEC 61000-4-6:2004, Electromagnetic compatibility (EMC) - Part 4-6: Testing and
measurement techniques — Immunity to conducted disturbances, induced by radio-frequency
fields

IEC 61000-4-8:1993, Electromagnetic compatibility (EMC) - Part 4-8: Testing and
measurement techniques — Power frequency magnetic field immunity test?

Amendment 1 (2000)

IEC 61000-4-11:2004, Electromagnetic compatibility (EMC) - Part 4-11: Testing and
measurement techniques — Voltage dips, short interruptions and voltage variations immunity
tests

IEC 61000-4-29:2000, Electromagnetic compatibility (EMC) - Part 4-29: Testing and
measurement techniques — Voltage dips, short interruptions and voltage variations on d.c.
input power port immunity tests

IEC 61000-6-2:2005, Electromagnetic compatibility (EMC) — Part 6-2: Generic standards —
Immunity for industrial environments

IEC 61326-1:2005, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 1: General requirements

IEC 61326-2-1:2005, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-1: Particular requirements — Test configurations, operational
conditions and performance criteria for sensitive test and measurement equipment for EMC
unprotected applications

IEC 61326-2-2:2005, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-2: Particular requirements — Test configurations, operational
conditions and performance criteria for portable test, measuring and monitoring equipment
used in low-voltage distribution systems

IEC 61326-2-3:2006, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-3: Particular requirements — Test configurations, operational

1 There exists a consolidated edition 1.1 (2001) that includes edition 1.0 and its amendment.
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conditions and performance criteria for transducers with integrated or remote signal
conditioning

IEC 61326-2-4:2006, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-4: Particular requirements — Test configurations, operational
conditions and performance criteria for insulation monitoring devices according to IEC 61557-
8 and for equipment for insulation fault location according to IEC 61557-9

IEC 61326-2-5:2006, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-5: Particular requirements — Test configurations, operational
conditions and performance criteria for field devices with interfaces according to IEC 61784-1,
CP 3/2

IEC 61326-3-1:2008, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 3-1: Immunity requirements for safety-related systems and for
equipment intended to perform safety functions (functional safety) — General industrial
applications

IEC 61508-2:2000, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-4:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC 61511-1:2003, Functional safety — Safety instrumented systems for the process industry
sector — Part 1: Framework, definitions, system, hardware and software requirements

ISO/IEC Guide 51:1999, Safety aspects — Guidelines for their inclusion in standards

3 Terms and definitions

For the purposes of this document, the terms and definitions of IEC 61326-1 and IEC 60050-
161, as well as the following, apply.

NOTE Other definitions not included in IEC 60050-161 and in this standard, but nevertheless necessary for the
application of the different tests, are given in the EMC basic publications of the IEC 61000 series.

3.1

dangerous failure

failure which has the potential to put the safety-related system in a hazardous or fail-to-
function state

NOTE Whether or not the potential is realised may depend on the channel architecture of the system; in systems
with multiple channels to improve safety, a dangerous hardware failure is less likely to lead to the overall
dangerous or fail-to-function state.

[IEC 61508-4, 3.6.7]

3.2

equipment

the term equipment as used in this document is extremely general and is applied to a wide
variety of possible sub-systems, apparatus, appliances and other assemblies of products.

3.3

equipment under control (EUC)

equipment, machinery, apparatus or plant used for manufacturing, process, transportation,
medical or other activities


http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=32893&ICS1=1&ICS2=120&ICS3=



