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Foreword

The text of document 65C/591A/FDIS, future edition 1 of IEC 61784-3-12, prepared by SC 65C, Industrial
networks, of IEC TC 65, Industrial-process measurement, control and automation, was submitted to the
IEC-CENELEC parallel vote and was approved by CENELEC as EN 61784-3-12 on 2010-07-01.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following d% were fixed:

at national leve ublication of an identical

— latest date by@;ﬁh the EN has to be implemented
national standar o@endorsement (dop) 2011-04-01

with the EN have to be Wwjdrawn (dow) 2013-07-01

Annex ZA has been added by%ELEC.

3
ﬁudorsement notice

The text of the International Standard IE@I 784-3-12:2010 was approved by CENELEC as a European
Standard without any modification. 0

— latest date by which tg@tional standards conflicting

In the official version, for Bibliography, the foIIov@; notes have to be added for the standards indicated:
IEC 61158 series NOTE Harmonized in EN 6# ‘eries (not modified).
IEC 61496 series NOTE Harmonized in EN 61496 %s (partially modified).
IEC 61508-1:2010 NOTE Harmonized as EN 61508-1 :@,(not modified).
IEC 61508-4:2010 NOTE Harmonized as EN 61508-4:201 modified).
IEC 61508-5:2010 NOTE Harmonized as EN 61508-5:2010 (no@/d‘nfied).

IEC 61511 series NOTE Harmonized in EN 61511 series (not mo@(

IEC 61784-1 NOTE Harmonized as EN 61784-1. @

IEC 61784-5 series NOTE Harmonized in EN 61784-5 series (not modified). 6

IEC 61800-5-2 NOTE Harmonized as EN 61800-5-2. }

IEC 62061 NOTE Harmonized as EN 62061. &L
ISO 10218-1 NOTE Harmonized as EN ISO 10218-1. (p
ISO 12100-1 NOTE Harmonized as EN ISO 12100-1.

ISO 13849-1 NOTE Harmonized as EN ISO 13849-1.

ISO 13849-2 NOTE Harmonized as EN ISO 13849-2.
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Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (mcludmg any amendments) applies.

NOTE When an int€r, )onal publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.

Publication Y_@g itle

IEC 60204-1 - O afety of machinery - Electrical equipment
machines -
1: General requirements
IEC 61000-6-2 - El agnetic compatibility (EMC) -
Part 62, Generic standards - Immunity for
industrial grvironments
IEC 61131-2 - ProgramrﬁSLIe controllers -
Part 2: Equi nt requirements and tests
IEC 61158-2 - Industrial com ication networks -
Fieldbus spec ns -
Part 2: Physical Ia@ specification and service
definition
IEC 61158-3-12 - Industrial commumca@ne works -

Fieldbus specifications -

Part 3-12: Data-link layer Service definition -

Type 12 elements

IEC 61158-4-12 - Industrial communication netw%
Fieldbus specifications -
Part 4-12: Data-link layer protocol
specification - Type 12 elements

@

IEC 61158-5-12 - Industrial communication networks - 6

Fieldbus specifications -
Part 5-12: Application layer service definiti
Type 12 elements

IEC 61158-6-12 - Industrial communication networks -
Fieldbus specifications -
Part 6-12: Application layer protocol
specification - Type 12 elements

IEC 61326-3-1 - Electrical equipment for measurement,
control and laboratory use - EMC
requirements -

EN/HD Year
EN 60204-1 -

EN 61000-6-2 -

EN 61131-2 -

EN 61158-2 -
EN 61158-3-12 -
EN 61158-4-12 -

EN 61158-5-12 -

%&58-6-12 -
L

EN 613&?3-1 -

Part 3-1: Immunity requirements for safety-
related systems and for equipment intended to
perform safety-related functions (functional
safety) - General industrial applications
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Publication
IEC 61326-3-2

IEC 61508

Year Title EN/HD

- Electrical equipment for measurement, EN 61326-3-2

control and laboratory use - EMC
requirements -

Part 3-2: Immunity requirements for safety-
related systems and for equipment intended to
perform safety-related functions (functional
safety) - Industrial applications with specified
electromagnetic environment

Series Functional safety of EN 61508
electrical/electronic/programmable electronic
safety-related systems

IEC 61784-2 {p Industrial communication networks - EN 61784-2

IEC 61784-3

IEC 61918

Profiles -
Part 2: Additional fieldbus profiles for real-time
O_ networks based on ISO/IEC 8802-3

dustrial communication networks - EN 61784-3
%ﬁles -

3: Functional safety fieldbuses - General

rul%d profile definitions

- Indus e(communication networks - EN 61918
Installa i?wa communication networks in
industria mises

Series

2010
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard lains the relevant principles for functional safety communications with
reference to IEC 08 series and specifies several safety communication layers (profiles and
corresponding pro#ocols) based on the communication profiles and protocol layers of
IEC 61784-1, IEC 61?4-2 and the IEC 61158 series. It does not cover electrical safety and
intrinsic safety aspec oo

Figure 1 shows the rela hips between this standard and relevant safety and fieldbus
standards in a machinery e nment.
s
Product s(zﬁrds
— ISO 12100-1 and 1SO 14121

Safety f. e.g. Safety for PLC Safety fuhetions | Safety requirement: design and risk assessment
light curtains || |(under consideration) for drive for robots

IEC 61496 || IEC 61131-6 || IEC 6 5-2 1ISO 10218-1 S| ‘ Safety of machinery — Principles for

o " | '

IEC 61784-4 IEC 62443 /l Design of safety-related electrical, electronic and program-
Security Security (Q mable electronic control systems (SRECS) for machinery
(profile-specific) (common part) g A .
4 3 /®SIL based PL based
IEC 61784-5 IEC 61918
Installation guide Installation guide ! Design objective |
(profile-specific) (common part) Y o R T 71 ‘Applicable standards !
] [ o ‘
1 IEc 6020£ ISO 138491, -2
i : Safety-related parts !
v v IEC 61000-1-2 ! Safety of electri ofymachinerpy !
Methodology EMC & FS| | Sl (SRPCS) 3
IEC 61784-3 IEC 61326-3-1 3 ¥ @ % Non-electrical I
Functional safety Test EMC & FS ! v (® |
icati 1 i |
compmrggigg ion ‘_, | us:NFPAT9 0/ Electrical :
! (2006) |
3 A\ 4 A\ 4 3 :
s IEC 62061 |
IEC 61158 series / f F?Qf };?;‘Carliﬁzfgty ]
IEC 61784-1, -2 IEC 61508 series [ (SRECS) z '
Fieldbus for use in Functional safety (FS) | . (including EMC for !
industrial control systems (basic standard) ! industrial environment) 0 !
Key

[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[«

dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and

standards in a process environment.

relevant safety and fieldbus

Product standards ;
IEC 61496 || IEC 61131-6 || IEC 61800-5-2 1ISO 10218-1 S|
Safety f. e.g. Safety for PLC Safety functions | [Safety requirement !
light curtains | |(under consideration) for drives for robots !
IEC 61784-4 IEC62443 |«

Security )\ Security
(profile-specify (common part)

R

See safety standards for machinery
(Figure 1)

IEC 61784-53 IEC 61918

Installation guide llation guide
mon part)

(profile-specific)

|

IEC 61784-3
Functional safety
communication

Valid also in process industries,
whenever applicable

profiles WL ¥
I us:
> ) «--»| ISA-84.00.01
IEC 61511 series® (3 parts = modified
IEC 61158 series / Functional safety — IEC 61511)
IEC 61784-1, -2 IEC 61508 ser @ > Sa;?géﬂfg?é?teﬁéed
Fieldbus for use in Functional safety (F . - DE: VDI 2180
industrial control systems (basic standard) . AEEZESIEIBRTEZECT | iy Part 1-4
/.
v
Key

[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[ ] (dashed yellow) this standard

2
%O
Q.

@ For specified electromagnetic environments; otherwise IEC 61326-3-1. QX(
b EN ratified.
Figure 2 — Relationships of IEC 61784-3 with other stané'ds (process)

Safety communication layers which are implemented as parts of s@-related systems
according to IEC 61508 series provide the necessary confidence in ﬁansportation of
messages (information) between two or more participants on a fieldbus safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus err@or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

3

0.2 Patent dec&tion

technical Commission (IEC) draws attention to the fact that it is
ith this document may involve the use of patents concerning the
ation profiles for family 12 as follows, where the [xx] notation
nt right:

The International E
claimed that complian
functional safety comm
indicates the holder of the

DE 10 2004 044 764.0 [@9 Datenubertragungsverfahren und Automatisierungssystem
/aum Einsatz eines solchen Datenlibertragungsverfahrens

e .
EP 05 733 921.0 BE] “&lherheitssteuerung

IEC takes no position concerning the ev%ce, validity and scope of these patent rights.

)
The holders of these patents rights have red the IEC that they are willing to negotiate
licences under reasonable and non-discri tory terms and conditions with applicants
throughout the world. In this respect, the stat r@ﬂ of the holders of these patent rights are

registered with IEC. é

Information may be obtained from:

e
[BE] Beckhoff Automation GmbH O@
A

Eiserstrasse 5, 33415 Verl

GERMANY @
/

Attention is drawn to the possibility that some of the elements%;is document may be the
subject of patent rights other than those identified above. IEC shal¥’hgfbe held responsible for
identifying any or all such patent rights. ,

S
0



EVS-EN 61784-3-12:2011 11—

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-12: Functional safety fieldbuses —
Additional specifications for CPF 12

1 Scope )\6
This part of the‘@w 61784-3 series specifies a safety communication layer (services and
protocol) based on C%Z of IEC 61784-2 and IEC 61158 Type 12. It identifies the principles

for functional safety munications defined in IEC 61784-3 that are relevant for this safety
communication layer.

NOTE 1 It does not cover eIeQ safety and intrinsic safety aspects. Electrical safety relates to hazards such
as electrical shock. Intrinsic safety tes to hazards associated with potentially explosive atmospheres.

This part! defines mechams%or the transmission of safety-relevant messages among
participants within a distributed twork using fieldbus technology in accordance with the
requirements of IEC 61508 serles2 functional safety. These mechanisms may be used in
various industrial applications su as process control, manufacturing automation and

machinery. @

This part provides guidelines for both @opers and assessors of compliant devices and

systems.
.

NOTE 2 The resulting SIL claim of a system depends he implementation of the selected functional safety
communication profile within this system — |mplementat|on nctional safety communication profile according to
this part in a standard device is not sufficient to qualify it as ty device.

2 Normative references %

The following referenced documents are indispensable f@e application of this document.
For dated references, only the edition cited applies. For un @j references, the latest edition
of the referenced document (including any amendments) app ;X

Q

IEC 60204-1, Safety of machinery — Electrical equipment of :th/nes — Part 1: General
requirements 6

IEC 61000-6-2, Electromagnetic compatibility (EMC) - Part 6-2: %ric standards -
Immunity for industrial environments f

IEC 61131-2, Programmable controllers — Part 2: Equipment requirements a:‘cS?ests

IEC 61158-2, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

IEC 61158-3-12, Industrial communication networks — Fieldbus specifications — Part 3-12:
Data-link layer service definition — Type 12 elements

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
2 In the following pages of this standard, “IEC 61508” will be used for “lEC 61508 series”.
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IEC 61158-4-12, Industrial communication networks — Fieldbus specifications — Part 4-12:
Data-link layer protocol specification — Type 12 elements

IEC 61158-5-12, Industrial communication networks — Fieldbus specifications — Part 5-12:
Application layer service definition — Type 12 elements

IEC 61158-6-12, Industrial communication networks — Fieldbus specifications — Part 6-12:
Application layer protocol specification — Type 12 elements

IEC 61326-3-1, Xlectrical equipment for measurement, control and laboratory use — EMC
requirements € Eart 3-1: Immunity requirements for safety-related systems and for equipment
intended to p@mﬂ safety related functions (functional safety) — General industrial

applications R\

IEC 61326-3-2, Elec; | equipment for measurement, control and laboratory use — EMC

requirements — Part 3-Zghymunity requirements for safety-related systems and for equipment
intended to perform saf elated functions (functional safety) — Industrial applications with
specified electromagnetic jronment

IEC 61508 (all parts), Func%/ safety of electrical/electronic/programmable electronic
safety-related systems /

Ve
IEC 61784-2, Industrial communicmn networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based o@SO/IEC 8802-3

IEC 61784-3:20103, Industrial communi@n networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile defini

*

IEC 61918, Industrial communication networks@ nstallation of communication networks in
industrial premises

3 Terms, definitions, symbols, abbreviated ée@g and conventions

3.1 Terms and definitions ®/\

For the purposes of this document, the following terms and d%ions apply.

3.1.1 Common terms and definitions

og
3.1.11 @

availability

probability for an automated system that for a given period of time there@ o unsatisfactory
system conditions such as loss of production %

3.1.1.2

black channel

communication channel without available evidence of design or validation according to
IEC 61508

3.1.1.3
communication channel
logical connection between two end-points within a communication system

3 In preparation.





