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INTRODUCTION 

This International Standard specifies relevant principles for high availability networks that 
meet the requirements for industrial automation networks.  

In the fault-free state of the network, this International Standard provides ISO/IEC 8802-3 
compatible, reliable data communication, and preserves determinism of real-time data 
communication. In cases of fault, removal, and insertion of a component, it provides 
deterministic recovery times.  

The typical Ethernet communication capabilities as used in the office world are fully retained, 
so that the software involved remains applicable. 

The market is in need of several network solutions, each with different performance 
characteristics and functional capabilities, matching diverse application requirements. These 
solutions support different redundancy topologies and mechanisms which are introduced in 
Clause 4 and specified in the clauses following it. Clause 4 also distinguishes between the 
different solutions, giving guidance to the user. 

This International Standard follows the general structure and terms of IEC 61158. 
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HIGH AVAILABILITY AUTOMATION NETWORKS 
 
 
 

1 Scope 

This International Standard is applicable to high-availability automation networks based on 
the ISO/IEC 8802-3 (Ethernet) technology. 

This International Standard specifies 

• a classification scheme for network characteristics (see Annex A); 

• a methodology for estimating network availability (see Annex B); 

• a set of communication protocols that realize high availability automation networks via the 
use of redundancy and that can be used in a variety of applications (see Clauses 5, 6, 7, 
8). 

2 Normative references 

The following referenced documents are indispensable for the application of this International 
Standard. For dated references, only the edition cited applies. For undated references, the 
latest edition of the referenced document (including any amendments) applies.  

IEC 60050-191, International Electrotechnical Vocabulary (IEV) – Chapter 191: Dependability 
and quality of service 

IEC 61158 (all parts), Industrial communication networks – Fieldbus specifications 

IEC 61784-1, Industrial communication networks – Profiles – Part 1: Fieldbus profiles  

IEC 61784-2, Industrial communications networks – Profiles – Part 2: Additional fieldbus 
profiles for real-time networks based on  ISO/IEC 8802-3 

IEC 61918, Industrial communications networks – Installation of communication networks in 
industrial premises 

IEEE 802, IEEE standard for local and metropolitan area networks: Overview and Architecture 

IEEE 802a, IEEE standard for local and metropolitan area networks: Overview and 
Architecture   

Amendment 1: Ethertypes for Prototype and Vendor-Specific Protocol Development 

IEEE 802.1D, IEEE standard for local and metropolitan area networks: Media Access Control 
(MAC) bridges 

IEEE 802.1Q, IEEE standards for local and metropolitan area networks: Virtual bridged local 
area networks 

IEEE 802.3:2005, Carrier sense multiple access with collision detection (CSMA/CD) access 
method and physical layer specifications 

IEEE 1588, IEEE Standard for a Precision Clock Synchronization Protocol for Networked 
Measurement and Control Systems 
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