TECHNICAL ISO/TS
SPECIFICATION 24522

First edition
2019-02

Event detection process: Guidelines
for water and wastewater utilities

Reference number
ISO/TS 24522:2019(E)

©1S0 2019



ISO/TS 24522:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2019 - All rights reserved



ISO/TS 24522:2019(E)

Contents Page
FOT@WOT .......coocccce st \%
IIMETOUQUICEION ... 5 vi
1 SCOPI ... 1
2 NOTTNATIVE FEECI@INCES .........ooccoo e 1
3 Terms and AeFIMITIOIIS ... 1
4 Principles of an event detection process 5
4.1 Design phase ... 5
411 General.... s 5
4.1.2  Influence matrix table and EDP 6
4.1.3  EDP inputs 7
4.14  EDP design w7
4.1.5 EDP target service 1eVel deSiZI ... 8
4.2 DELECLION PRASE ....ooooo st 8
421 General.... 8
4.2.2  Validation process 8
4.2.3  Further event monitoring ............... 9
4.3 Ongoing activities ... 9
4.3.1 Post-event EDP evaluation .9
S T <Y o oY b (ol 5374 1= 9
4.3.3  Validation of links between phenomena and risk materialization............c...ccc.c.... 10
4.3.4  ESHIMATION oo
4.3.5 Decision-making... o VR
4.3.6  Guidance on interpretation
5 The event detection cycle and the role of the EDP............... e
5.1 The EDP's application of the event detection cycle (the EDP cycle)
5.2 Development and regular review of an EDP-based event detection capability
521  General .. A
5.2.2  Listing of possible event indiCators. ...
5.2.3 IMT establishment.........cciin
5.2.4  EIT establishment........ccoo
5.2.5 IMT and EIT periodic review......... o
5.3 Deployment of an event detection procedure
5.3.1  GENETAL.oooeeeeees i
5.3.2  Defining the possibility of an event's occurrence
5.3.3  Nature of water/wastewater measurement sampling considerations.................. 13
5.3.4  Results asSeSSMENT ... e e
5.3.5  Missing inputs ...
5.3.6  Unfamiliar combination of inputs............ccc......
5.3.7  Deviation from normal frequency detection.
5.3.8  Measurement GroUPING . ...t et
5.4 Classification of events and evaluation of the classification procedure ..., 14
2R 0 S €Y U= s
5.4.2  Process-based classification
5.4.3  Actual clasSifiCation. . ... e s
544  Assignment of WeIghTS. ... e
5.4.5 Frequency calculations..........ccoeee
5.4.6 Classification efficiency estimation
5.4.7  Classification @ValUation . ...
5.5 Notification to relevant personnel/systems
5.6 Documentation of events

5101 GOIIETAL oo
562 THIME SEAITIPIS ..o

© 1S0 2019 - All rights reserved iii



ISO/TS 24522:2019(E)

5.6.3  Subsequent documentation ...............

5.6.4  Responsible person documentation...

5.6.5 Documentation authority...............

SIS TT ST D - v ] 0 72O
5.7  Validation process — Periodic evaluation of the detection process............cn 17

5.7.1  General
5.7.2  Confidence-level assignment

5.8 Periodic system evaluation — System functionality ...
5.9 EDP development — General principles and governance
5.9.1  EDP OPEIration ...t
5.9.2  ACCESS t0 the EDP ..o
5.9.3  User training and qualification ...
5.9.4  Testing and certification
5.9.5  EDP OULPUL €XPIESSION ..ooooicoviiveivvriivessiesssssssesssssssssssssssssssssssssssessssessssssssssesssssesssseessssssssseesoses
5.9.6  EDP OULPUL PIeSENTATION ..o
Annex A (informative) Examples of typical event indicators that could be used as EDP inputs......20
Annex B (informative) Influence matrix table (IMT). ... 27
Annex C (informative) Event identification table (EIT) ... 31

Annex D (informative) Examples of statistical methods for the evaluation of event
classification Within the EDP ...

Annex E (informative) Signal measurements’ grouping

Annex F (informative) Verifying the EDP’s response to potential types of events............cccone 45
Annex G (informative) Classification of potential events detected................ccoocsisinnns 48
Annex H (informative) Event classification performance guide.............. 53
BIDIHOZIAPIY ... 55

iv © ISO 2019 - All rights reserved



ISO/TS 24522:2019(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 224, Service activities relating to drinking
water supply, wastewater and stormwater systems.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document has been created in response to an international demand for guidelines on the
development of an event detection process (EDP) for drinking water and wastewater utilities (water
utilities). The EDP is a key element of a water utility's wider event detection system. That system relies
on, and is interrelated to, the water utility's sensor and sampling systems.

This document aims to support water utilities in the development of an EDP that monitors the relevant
variables across their water/wastewater services and evaluates changes in those variables that can
suggest an event has either occurred or could be imminent.

This document aims to be consistent with both the World Health Organization (WHOQO) Water Safety
Plan approach for water supply and the WHO Sanitation Safety Planning approach for wastewater
collection, treatment and disposal or reuse. Both take a risk-based approach to evaluating uncertainty
about the quality and significance of data that suggests the occurrence of an event.

NOTE1 This document addresses a wider range of event causation than that implied by the definition of
‘hazard’ in the WHO manuals.

For example (water): a change in the hardness of the water supplied could remain within acceptable limits for
public health purposes but could still represent a change in water quality of material interest to some service
users (e.g. breweries).

For example (wastewater): ingress of a volatile chemical into the wastewater system ought not to represent
a direct health hazard in all circumstances, but, depending on its concentrations, could result in an explosion
within the network or fire damage to the wastewater infrastructure.

Outputs from an EDP could help inform those within the water utility responsible for identifying events
and alerting individuals responsible for event response decision-making. Such alerts could be required
despite uncertainty about the quality and reliability of the data currently available.

Event response decisions can be based on those decision makers’ knowledge, experience and
assessment of the cause(s) and effect(s) of the event as it unfolds - including consideration of the EDP’s
outputs where appropriate.

At the discretion of the water utility, design of the EDP could incorporate elements of automated
decision-making.

NOTE 2  If automated decision-making is proposed, consideration could require distinguishing between
situations where automation could be appropriate and those where it would not be. For example, automation
with low-impact outcomes could be acceptable but automation with high-impact outcomes could require greater
caution. When considering automation, it is advisable to consider the appropriateness of inputs, the complexity
of the system, the nature of the water utility and the effect of time delays.

A decision on whether to implement the water utility’s procedure for dealing with an abnormal situation
could be required in response to an identified or suspected event.

Such a decision could depend upon the confidence in the EDP’s classification and output and the process
underpinning it.

The guidelines could be of particular use to those water utilities that wish to enhance their ability to
recognize abnormal events as a means to: maintain or improve public health provision; improve their
operational processes; enhance the levels of their service provision; or reduce risks to the continued
delivery of existing service levels.

In addition, development of an EDP can be a valuable aid to organizational learning and memory. The
existence of an effective and efficient EDP provides a significant control against the risk of loss of
individuals’ knowledge and expertise by increasing a water utility’s independence from such vulnerable
resources. Regular use and review of an EDP’s successes and failures can contribute to organizational
learning and a reduction in the time taken to detect an event.
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Event detection process: Guidelines for water and
wastewater utilities

1 Scope

This document provides guidance for water utilities on the detection and classification of water and
wastewater events.

The following subjects are within the scope of this document:

— publicly and privately owned and operated water utilities. It does not favour any particular
ownership or operating model;

— all aspects of the drinking water system and the wastewater system;

— all causes of abnormal changes in water and/or wastewater service provision capable of detection
by monitoring systems including accidents, unexpected operational changes, natural hazards and
intentional disruption.

This document is independent of the measurement methods used to collect the data.

The document focuses on events which could imminently affect the water utility’s interested parties.
The following are outside the scope of this document:

— methods of design and construction of drinking water and wastewater systems;

— plumbing and drainage systems not under the control of the water utility.

This document does not include details about action taken as a result of event detection. For such details
see ISO 24518 and EN 15975 Part 1.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 24513, Activities relating to drinking water, wastewater and stormwater services — Vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 24513 and the following apply.
ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
classification
category that the event (3.5) falls into
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