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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ALARM SYSTEMS –  

 
Part 7-8:  Message formats and protocols for serial data interfaces in alarm 

transmission systems – Requirements for common  
protocol for alarm transmission using the Internet protocol 

 
FOREWORD 

1)  The International Elec trotechnical Commission ( IEC)  is a worldwide organization for standardization comprising 
all national elec trotechnical committees  ( IEC National Committees ) . The objec t of  IEC is  to promote 
international co-operation on all questions concerning standardization in the electrical and electronic f ields.  To  
this  end and in addit ion to other  activities, IEC publishes International Standards, Techni ca l  S pe c if i cat i ons ,  
Technical Repor ts , Public ly  A vailable Spec if ications  (PA S)  and Guides  (hereaf ter  ref er red to as  “ IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intereste d 
in the subject dealt with may  participate in this preparat ory  w ork .  In t ern at i on al ,  go vern me nt al  a n d n on -
governmental organizations liaising with the IEC also par ticipate in this preparation. IEC collabo rat es  c l o sel y  
w ith the International Organization for Standardization (ISO) in accordance w i t h co nd i t i o ns  d et ermi n e d b y  
agreement between the tw o organizations. 

2)  The f ormal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committ ee  h as  r ep resen ta ti o n f ro m a l l  
interested IEC National Committees.  

3)  IEC Publications have the form of recommendations for international use and are accep te d b y  IEC Na t i o n a l  
Committees  in that sense. While all reasonable efforts are made to ensure that the tech ni cal  c on te nt  of  IEC 
Publications is accurate, IEC cannot be held responsi b l e f o r  t he  w a y  i n  w h i ch t h ey  a re u se d o r  f o r  a ny  
mis interpretation by any end user. 

4)  In order  to promote international uniformity, IEC National Committees undertake t o  a pp l y  IEC Pu b l i c a ti o ns  
transparently to the maximum extent possible in their national and r eg io na l  p ub l ica ti o ns .  A ny  d i verg en ce 
betw een any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5)  IEC itself does not provide any attestation of conformity. Independent cer tif ication bodies pro v id e c onf o rmi ty  
assessment services and, in some areas, access to IEC marks  of conformity. IEC is  not  r esp ons i b l e f o r  a ny  
services carried out by independent cert if ication bodies. 

6)  A ll users should ensure that they have the latest edition of this publication. 

7)  No liability  shall attach to IEC or  its  directors, employees, servants or agents including individual e xpe r ts  a n d 
members  of its technical committees and IEC National Committees for any personal injury, proper ty damage o r  
other  damage of any nature whatsoever, whether direct or indirect, or for  c os ts  ( i nc l ud i ng  l e ga l  f ees )  a n d 
expenses arising out of the publication, use of, or rel i a nce u p on , t h is  IEC Pu b l i c a t i on  o r  a ny  o t he r  IEC 
Publications.  

8)  A ttention is drawn to the Normative references cited in this publication. Use of the referenced p ub l i cat i ons  i s  
indispensable for the correct application of this publication. 

9)  A ttention is drawn to the possibility that some of the elements of this IEC Publicatio n ma y  be  t he  su bj ec t  of  
patent rights. IEC shall not be held responsible for identifying any or all such patent r ights. 

The main task  of IEC technical commit tees is  to prepare Internat ional Standards.  In 
except ional c ircumstances, a technical committee may propose the publicat ion of a tec hn i c a l 
spec ification when 

• the required support  cannot  be obtained for the publicat ion of an Internat iona l  S t anda rd ,  
despite repeated efforts ,  or 

• the subjec t  is  s t i ll under technical development  or where,  for any other reason,  there is  the 
future but  no immediate poss ibi li ty of an agreement  on an Internat ional Standard.  

Technical spec ificat ions are subjec t  to review within three years  of publicat ion to dec ide 
whether they can be t ransformed into Internat ional Standards.  

IEC 60839-7-8,  which is  a technical spec ificat ion,  has been prepared by  IEC technical 
commit tee 79:  Alarm and elec t ronic security  sys tems. 
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The tex t  of this  technical specification is  based on the fol lowing documents :  

Enquiry  draft Repor t on voting 

79/419/DTS 79/453A/RVDTS 

 
Full informat ion on the vot ing for the approval of this  technical spec ification  c an  be  found  i n  
the report  on vot ing indicated in the above table.  

This  publicat ion has been drafted in accordance with the ISO/IEC Direc t ives , Part  2.  

A l is t  of al l  parts  in the IEC 60839 series ,  published under the genera l  t i t l e  A l a rm  s ys tem s ,  
can be found on the IEC webs ite.  

The commit tee has dec ided that  the contents of this  publication wil l remain unc hanged  un t i l  
the s tabil i ty  date indicated on the IEC web s ite under "ht tp: / /webstore. iec .ch"  in the data 
related to the spec ific publication. At  this date,  the publication wil l  be 

• t ransformed into an Internat ional Standard,  

• reconfirmed,  

• withdrawn,  

• replaced by  a revised edit ion,  or 

• amended.  

 

A bi l ingual vers ion of this  publication may be issued at  a later date.  
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ALARM SYSTEMS –  
 

Part 7-8:  Message formats and protocols for serial data interfaces in alarm 
transmission systems – Requirements for common  

protocol for alarm transmission using the Internet protocol 
 
 
 

1 Scope 

This  Part  of IEC 60839 spec ifies  a protocol for point -to-point  t ransmiss ion of alarms and 
faults ,  as  well as  communications monitoring,  between a supervised premises t ransceiver and  
a receiving centre t ransceiver us ing the Internet  protocol (IP).  

The protocol is  intended for use over any network  that  supports  the t ransmiss i on o f  IP  da t a .  
These inc lude Ethernet , xDSL, GPRS, W iFi, UMTS and WIMAX.  

The sys tem performance characteris t ics  for alarm t ransmiss ion are spec ified in 
IEC 60839-5-1.  

The performance characteris t ics  of the supervised premises equipment  comply  with the 
requirements  of i ts  assoc iated alarm system s tandard and apply  for t ransmission of  a l l  t y pes  
of alarms inc luding,  but  not  l imited to,  fire,  int rusion, access control and soc ial alarms.  

Compliance with this  document is  voluntary . 

2 Normative references 

The fol lowing documents , in whole or in part ,  are normat ively  referenced in this  document  and 
are indispensable for i ts  applicat ion. For dated references,  only  the edit ion c ited app l i es .  F o r  
undated references,  the lates t  edit ion of the referenced document (inc luding any 
amendments) applies . 

IEC 60839-5-1:2014,  Alarm and elec t ronic security sys tems – Part  5-1 :  A l a rm  t rans m i ss i on 
sys tems – General requirements  

RFC 793:1981,  Internet  s tandard – Transmission control protocol, DARPA Interne t  p rog ram , 
protocol spec ification 

NIST 800-38A:2001,  Recommendat ion for b lock  c ipher modes of  operat ion:  methods and 
techniques  

3 Terms, definitions and abbreviations 

3.1 Terms and de finitions 

For the purposes of this  document , the terms and definit ions given in IEC 60839-5-1 apply .  

ISO and IEC maintain terminological databases for use in s tandardizat ion at  the fol lowing 
addresses:  

• IEC Elec tropedia: available at  ht tp: //www.elec tropedia.org/  

• ISO Online browsing plat form: available at  ht tp: / /www. iso.org/obp 
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