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European foreword 
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EN ISO/IEC 18045:2020 by Technical Committee CEN/CLC/JTC 13 “Cybersecurity and Data Protection” 
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This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by September 2020, and conflicting national standards 
shall be withdrawn at the latest by September 2020. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of 
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the 
United Kingdom. 

Endorsement notice 

The text of ISO/IEC 18045:2008 has been approved by CEN as EN ISO/IEC 18045:2020 without any 
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Introduction 

The target audience for this International Standard is primarily evaluators applying ISO/IEC 15408 and 
certifiers confirming evaluator actions; evaluation sponsors, developers, PP/ST authors and other parties 
interested in IT security are a secondary audience. 

This International Standard recognises that not all questions concerning IT security evaluation will be 
answered herein and that further interpretations will be needed. Individual schemes will determine how to 
handle such interpretations, although these can be subject to mutual recognition agreements. A list of 
methodology-related activities that can be handled by individual schemes can be found in Annex A. 
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Information technology — Security techniques — Methodology 
for IT security evaluation 

1 Scope 

This International Standard is a companion document to the evaluation criteria for IT security defined in
ISO/IEC 15408. It defines the minimum actions to be performed by an evaluator in order to conduct an 
ISO/IEC 15408 evaluation, using the criteria and evaluation evidence defined in ISO/IEC 15408. 

This International Standard does not define evaluator actions for certain high assurance ISO/IEC 15408 
components, where there is as yet no generally agreed guidance. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 15408 (all parts), Information technology — Security techniques — Evaluation criteria for IT security  

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

NOTE Terms which are presented in bold-faced type are themselves defined in this clause. 

3.1 
action  
evaluator action element of ISO/IEC 15408-3  

NOTE These actions are either explicitly stated as evaluator actions or implicitly derived from developer actions (implied 
evaluator actions) within ISO/IEC 15408-3 assurance components.  

3.2 
activity  
application of an assurance class of ISO/IEC 15408-3  

3.3 
check  
generate a verdict by a simple comparison  

NOTE Evaluator expertise is not required. The statement that uses this verb describes what is mapped.  

3.4 
evaluation deliverable  
any resource required from the sponsor or developer by the evaluator or evaluation authority to perform one 
or more evaluation or evaluation oversight activities  

3.5 
evaluation evidence  
tangible evaluation deliverable 
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