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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of document should be noted (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent
declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT),
see www.iso.org/iso/foreword.html.

This document was prepared by the Object Management Group (OMG) (as Automated Source Code
Quality Measures [ASCQM], Version 1.0) and drafted in accordance with its editorial rules. It was adopted,
under the JTC 1 PAS procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Computers are being used in an increasing variety of application areas where their correct operation is
critical for business accuracy or human safety. Developing or selecting trustworthy, dependable software
products is of prime importance. Quantitative evaluation of software product quality is key to ensuring
correct performance. This assurance requires rigorous measures of software product quality
characteristics. Defining these measures in an international standard is important for standardizing the
use of such measures by public and commercial organizations.

ISO/IEC 5055:2020 Automated Source Code Quality Measures defines measures at the software product
level (source code) for four of the quality characteristics defined in the software product quality model
presented in ISO/IEC 25010-2. These measures conform to the definitions of quality characteristics in
ISO/IEC 25010-2 that they quantify. Each measure is calculated from counts of severe weaknesses in the
source code that affect the quality characteristic being measured. Each weakness is associated with one
or more detection patterns that can guide the development of automated tools for quality analysis of
software products. The weaknesses included in each measure were selected by an international team of
software engineering experts based on the severity of their impact on a software product quality
characteristic.

ISO/IEC 25023 defines software measures for the quality model in [SO/IEC 25010-2, but most all of these
measures are at the behavioral level For instance, a measure for availability is defined as mean downtime,
which does not identify the problems in the software that caused the downtime. ISO/IEC 5055:2020
therefore supplements ISO/IEC 25023 by defining software measures at the level of weaknesses in the
source code. Thus, availability would be measured by the existence of software weaknesses that cause
downtime such as poor error handling or missing timeouts. ISO/IEC 5055:2020 adds strong product level
measurement to support the ISO/IEC 25000 software product quality standards.

ISO/IEC 5055:2020 may be revised from time to time based on new severe weaknesses being added or
existing weaknesses in the model becoming less severe because of advances in computer science. Thus,
this will be a standard that adapts to changes in the technology of computing.
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Information technology — Software measurement — Software
quality measurement — Automated source code quality measures

1 Scope

1.1 Purpose

The measures in this standard were calculated from detecting and counting violations of good
architectural and coding practices in the source code that could result in unacceptable operational risks
or excessive costs. Establishing standards for these measures at the source code level is important
because they have been used in outsourcing and system development contracts without having
international standards to reference. For instance, the ISO/IEC 25000 series of standards that govern
software product quality provide only a small set of measures at the source code level.

A primary objective of updating these measures was to extend their applicability to embedded software,
which is especially important for the growing implementation of embedded devices and the Internet of
Things. Functionality that has traditionally been implemented in IT applications is now being moved to
embedded chips. Since the weaknesses included in the measures specified in this document have been
found to be applicable to all forms of software, embedded software is not treated separately in this
specification.

1.2 Overview of Structural Quality Measurement in Software

Measurement of the structural quality characteristics of software has a long history in software
engineering (Curtis, 1980). These characteristics are also referred to as the structural, internal, technical,
or engineering characteristics of software source code. Software quality characteristics are increasingly
incorporated into development and outsourcing contracts as the equivalent of service level agreements.
That is, target thresholds based on structural quality measures are being written into contracts as
acceptance criteria for delivered software. Currently there are no standards for most of the software
structural quality measures used in contracts. ISO/IEC 25023 purports to address these measures, but
most of them are measures of external behavior and do not sufficiently define measures that can be
developed from source code during development. Consequently, providers are subject to different
interpretations and calculations of common structural quality characteristics in each contract. This
specification addresses one aspect of this problem by providing a specification for measuring four
structural quality characteristics from the source code—Reliability, Security, Performance Efficiency, and
Maintainability.

Recent advances in measuring the structural quality of software involve detecting violations of good
architectural and coding practice from statically analyzing source code. Violations of good architectural
and design practice can also be detected from statically analyzing design specifications written in a design
language with a formal syntax and semantics. Good architectural and coding practices can be stated as
rules for engineering software products. Violations of these rules will be called weaknesses in this
specification to be consistent with terms used in the Common Weakness Enumeration (Martin & Barnum,
2006) which lists many of the weaknesses used in several of these measures.
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The Automated Source Code Quality Measures are correlated measures rather than absolute measures.
That is, since they do not measure all possible weaknesses in each of the four areas, they do not provide
absolute measures. However, since they include counts of what industry experts have determined to be
most severe weaknesses, they provide strong indicators of the quality of a software system in each area.
In most instances they will be highly correlated with the probability of operational or cost problems
related to each measure’s area.

Recent research in analyzing structural quality weaknesses has identified common patterns of code
structures that can be used to detect weaknesses. Many of these ‘Detection Patterns’ are shared across
different weaknesses. Detection Patterns will be used in this specification to organize and simplify the
presentation of weaknesses underlying the four structural quality measures. Each weakness will be
described as a quality measure element to remain consistent with ISO/IEC 25020. Each quality measure
element will be represented as one or more Detection Patterns. Many quality measure elements
(weaknesses) will share one or more Detection Patterns in common.

The normative portion of this specification represents each quality attribute (weakness) and quality
measure element (detection pattern) using the Structured Patterns Metamodel Standard (SPMS). The
code-based elements in these patterns are represented using the Knowledge Discovery Metamodel
(KDM). The score for each of the four Automated Source Code Quality Measures from their quality
measure elements is calculated by counting the number of detection patterns for each weakness, and
then summing these numbers for all the weaknesses included in the specific quality characteristic
measure.

2 Conformance

Implementations of this specification should be able to demonstrate the following attributes to claim
conformance—automated, objective, transparent, and verifiable.

e Automated—The analysis of the source code and counting of weaknesses shall be fully
automated. The initial inputs required to prepare the source code for analysis include the source
code of the application, the artifacts and information needed to configure the application for
operation, and any available description of the architectural layers in the application.

e Objective—After the source code has been prepared for analysis using the information
provided as inputs, the analysis, calculation, and presentation of results shall not require further
human intervention. The analysis and calculation shall be able to repeatedly produce the same
results and outputs on the same body of software.

e Transparent—Implementations that conform to this specification shall clearly list all source
code (including versions), non-source code artifacts, and other information used to prepare the
source code for submission to the analysis.

e Verifiable—Compliance with this specification requires that an implementation shall state the
assumptions/heuristics it uses with sufficient detail so that the calculations may be
independently verified by third parties. In addition, all inputs used shall be clearly described
and itemized so that they can be audited by a third party.
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3 Normative References

The following normative documents contain provisions, which, through reference in this text, constitute
provisions of this specification. Dated references, subsequent amendments to, or revisions of any of these
publications do not apply.

Structured Patterns Metamodel Standard, formal/2017-11-01,
https://www.omg.org/spec/SPMS/1.2/

[SO/IEC 19506:2012 - Object Management Group Architecture Driven Modernization (ADM)
- Knowledge Discovery Metamodel (KDM). Also, Knowledge Discovery Metamodel, version
1.4 (KDM), formal/2016-09-01, https://www.omg.org/spec/KDM/1.4/

MOF/XMI Mapping, version 2.5.1 (XMI), https://www.omg.org/spec/XMl/2.5.1/

ISO/IEC 25010:2011 Systems and software engineering - System and software product
Quality Requirements and Evaluation (SQuaRE) - System and software quality models

ISO/IEC 25020:2019 Software engineering — Software product Quality Requirements and
Evaluation (SQuaRE) — Measurement reference model and guide

ISO/IEC 19515:2019, Automated Function Points. Information technology -- Object
Management Group Automated Function Points (AFP), 1.0. Geneva, Switzerland. Also, Object
Management Group (2014). Automated Function Points - formal/2014-01-03
https://www.omg.org/spec/AFP/ . Needham, MA: Object Management Group.

ITU-T X.1524 - Series X: Data Networks, Open System Communications and Security -
Cybersecurity information exchange - Vulnerability/state exchange - Common weakness
enumeration.
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