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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with
the editorial rules of the ISO/IEC Directives, Part2 (see www.iso.org/directives or
www.iec.ch/members experts/refdocs)

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent
declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration
with ITU-T. The identical text is published as ITU-T X.693 (02/2021).

This fourth edition cancels and replaces the third edition (ISO/IEC 8825-4:2015), which has been
technically revised. It also incorporates ISO/IEC 8825-4:2015/Cor 1:2018.

Alist of all parts in the ISO/IEC 8825 series can be found on the ISO and IEC websites.
Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.

© ISO/IEC 2021 - All rights reserved iii


https://www.iso.org/directives-and-policies.html
http://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iec.ch/understanding-standards
https://sd.iso.org/projects/project/73971/overview
https://www.iso.org/members.html
http://www.iec.ch/national-committees
http://www.iec.ch/national-committees




o N o o b

ISO/IEC 8825-4:2021(E)

CONTENTS
Page
B od0] o[- PSSRSO P TR PPPRTP 1
NOIMALIVE FEFEIEINCES ...ttt b ettt b et b e e bt e bt e b et e bt e b et et s b et et e s be e et s b et e 1
2.1  Identical Recommendations | International Standards ...........cccoerereiirieriesesieeere e s 1
e o [0 1o g U € =T =] Lo PSSR 2
D] o110 KOO RPO PP 2
3.1 ASN.1 Basic ENcoding RUIES (BER) ......cc.couiiriiiiiriiiitiieeisit ettt 2
3.2 AdAItIONAl DEfINITIONS. ... .cuiiiiii e b bbbt b bbbt et e et e ne e bbb b e 2
AADDTEVIALIONS ..ttt et bbb et E bR R bRt E e bRt E e bRt R bRt E e bbbttt 4
Encodings specified by this Recommendation | International Standard.............ccccvevveveievenii i 4
Encoding instructions specified by this Recommendation | International Standard..............ccccvevviveieienenieninnnneenn, 5
L0700} {o] 1 0= Lo Tor USSR 5
BaSiC XML NCOTING FUIBS ... ..ottt bbbt et bbbt b e et e st sb e bt s bt eb e e bt e st e s b e e e besbe b e nbe e 5
8.1  Production of a complete BASIC-XER ENCOUING ....c..oiviiiieiieiiiieie e 5
ST N 1 1= 1Y/ I o] (o] o o S 6
8.3 The XML dOCUMENT BIBMENT .. ...iivieiiie ettt e te et e e e sa e teseeeneereeneeseeseeneeneenrenres 6
8.4  Encoding Of the EXTERNAL LY ....c.viiiiiitiiieeitreste sttt ettt 7
8.5  ENCOAING OF the 0PN LY. .otttk e bbbttt bttt nn s 7
8.6  Decoding of types With eXtENSION MAIKEFS ........ceiiiiiiiiiiie e 7
Canonical XML €NCOTING FUIBS.........oouiii it et bbbttt eb e b e sb e bt st e e ne e e e e e nbe b ebenes 7
9.1  General rules for canonICal XER.........ccciiiiiiitiiiiiieis ettt nee s 7
LT =T LY - 1111 S 8
0.3 BIESIING VAIU ...ttt bbb bbb bbbt bbbttt 8
9.4 OCTEISIING VAIUE ... .ottt bbb bbbttt b bbbttt e 8
0.5 SBOUEBNCE VAU ...ttt bkt bbb e et bt bbbt s e e eb e bt e b e b e e b e e he e e e e e nbenbeebenes 8
0.8 SBE VAU ...ttt e b h R e bRt R £ R e e e e e R bR e b e bt et ne e e bbb nres 8
0.7 SEE-0F VAIUE ...ttt bttt b bbb b bbbt bbbt 8
0.8 ODJECE IABNTITIEN VAIUE ... .c.ecviieiectc bbbt bbbt bbbt nb s 9
9.9  Relative 0DJECt IAENTITIEN VAIUE .......ooviiieiiiiie bbb 9
LI I €T T 1 =To I T3-SR 9
LT R U 1 I 1 SOOI 9
0,12 OPEN LYPE VAIUE. ...ttt ettt bbbt bttt b e b e e b £ bt e E et e neeeb e bt eb e e b e e neenbeneenbenbeeneas 10
9.13 The TIME type and the USEfUl tIME TYPES ......eci e et re e sreane s 10
Extended XIML €NCOUING FUIES .......oiuiiiiieiiciee ettt et b ettt ettt b 10
OIS =T o 1= - | USSP 10
10.2 EXTENDED-XER CONFOIMANCE ......eitiitiiieiiieiieieie sttt sttt sttt se e teseeendereane s e neeneeseesresne e 11
10.3  Structure of an EXTENDED-XER ENCOUING ......ccuviiuiiiiiiiitieieiieie ettt 13
Notation, character set and lexical items used in XER encoding iNStruCtions..........c.cccoeeveienesneiniesie e 13
)Y 0] (o SRS 14
Assigning an XER encoding instruction to an ASN.1 type using a type prefiX ... 15
Assigning an XER encoding instruction using an XER encoding control SeCtion .............ccocevcvvvreiieienene e, 17
14.1 The encoding inStruction assigNMENT TISt..........cooiiiiiiiii e 17

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.693 (02/2021) iii



ISO/IEC 8825-4:2021(E)

15

16
17

18

19

20

21

22

23

iv

Page
14.2 Identification of the targets for an XER encoding instruction using a target list ...........ccccceevevevenciinnnnnnnn 18
Multiple assignment of XER encoding iNSTIUCTIONS ..........ooviiriiiiiriiieisieesie e 23
15.1 Order in which multiple assignments are CONSIAEIEA............ccoiiririiiirie i 23
15.2  Effect of assigning a negating encoding INSFUCTION. ..........coiiiiiriiii it e 24
15.3  Multiple assignment of encoding instructions with multiple categories ........c.ccccovvvviviiviiiiciccre e, 24
15.4  Multiple assignment of XER encoding instructions of the same category..........ccccoovivvveieiiievencnese e, 24
15.5 Permitted combinations of final encoding INSTUCLIONS .........c.ccveieiiiiiie e 25
XER encoding instruction support for XML namespaces and qualified NamMeS ...........ccovereineneiieneinc e 26
Specification of EXTENDED-XER €NCOUINGS .....cuviueiiiiitiieiiieiieesie ettt et sb et sbe e sbesne e sne e 27
17.1  The XML dOCUMENT BIEIMENT ...ttt et te st e be s ese et e beseesbenee e 28
17.2  The "TypeNameOrModified TypeName"” ProdUCTION..........ccouiiriieriiiie e 28
17.3  The "AttribUte LISt PrOUUCTION ......c.viiiiiiie et te st e b e e naese e e e besrenrenre e 28
17.4  The "Extended XMLValue" ProdUCION.........civiiieiiieii ettt se et e srenne e 28
17.5 The "Extended XML ChoiceValue™ ProQUCLION .........cociiiiriiinenieie et 30
17.6 The "ExtendedXMLSequenceValue" and "ExtendedXMLSetValue" productions.............ccccoeevrereniniennen. 30
17.7 The "ExtendedXMLSequenceOfValue" and "Extended XMLSetOfValue" productions ............c.ccoceeveeennen. 31
17.8 The "ModifiedXMLIntegerValue™ produCLION. ..........ccciriiiriiieie ettt s 32
17.9 The "ModifiedXMLRealValue" prodUCLION..........c.cceiiiiiiieiiicie et sresne e 32
The ANY-ATTRIBUTES e€ncoding INSIIUCTION ......ccviiiieieieie et eie s esie st e e et te e snaeaesnesaeseesnenns 33
B0 T €= o T | SR 33
S T 1S £ o] o] TSSO R PP 34
18.3  ETECE ON ENCOTINGS. ... ettt ettt btk b et b btk bbb bbbttt b et et b et nnns 34
The ANY-ELEMENT €ncO0iNg INSTIUCLION ......cuiiuiiiiiiiiiiieitesie sttt st se bbbt sn bbb s 35
TR R €T o 1= - | OO o OSSPSR 35
19,2 RESIICHIONS. ..ttt ettt E bbbtk e b et e bt s b e b e e bt b e bt e R e bt be bt bt r et b 35
19.3  EFFECE ON ENCOUINGS. ... ittt bbbtk et b ekt b et b e bttt b et et b et b 36
The ATTRIBUTE encoding INSTIUCTION ......c.civiiiiiitiieiiitiieisie ettt 37
B R €T T | USRS 37
20.2  RESEIICTIONS. ...ttt ettt bttt e e btk e bt e h £ et e A b e b e b e e bt e b £ e b e e R e e st neeeb e e bt ebe e b e e e e s beneeebenbeene s 37
P T = 1 (=T a0 =T g ot o [T T SRS 37
The BASEG4 €NCOUING INSITUCLION ....c.viiviiiiciieicite ettt e et te st et e s e e e beseesbesteeneesee e esbeseearenns 39
20 0 €T T PSSP 39
I =111 [ 1 o] O PSSP 39
21.3  EFTECE ON BNCOTINGS ... e eneete ittt e b ettt e e b e bbb et en b s 2 b e s beebe e bt et enbeseenbenbesneas 39
The DECIMAL enCOTING INSLIUCTION ...ttt sb ettt se bbbttt et e e e nbe e b e 40
A R T 1< - | OO PP SO PRTPSR PSPPSR 40
7 = =11 1 1 [0 1 o] oSSR 40
223 EFFECE ON ENCOGINGS ... c.e ittt b ettt b ettt b e et b ettt b e et eb e e e b et e b e b neereebeneas 40
The DEFAULT-FOR-EMPTY encoding INSIUCTION ........coueiiiriiiiiieiciineeeiest e 41
2 R €1 T | TSPV PRTPROR 41

Rec. ITU-T X.693 (02/2021) © ISO/IEC 2021 - All rights reserved



24

25

26

27

28

29

30

31

32

33

34

ISO/IEC 8825-4:2021(E)

Page
23,2 RESEIICHIONS. ..ttt ettt b ettt b et b e bt b e eb e e bt e b e e e bt e bt s e Rt b e e e Rt b e bR e b et e e b nns 41
23.3  EFFECE ON ENCOUINGS ... ..eitiiiiiiteieeieet ettt bbbttt b e e bbb bbb bt bt st b e b et e ebenn s e b neas 42
The ELEMENT encoding INSIIUCTION .......oviuiitiiiiiiicice ettt 43
o R €1 T | OOV TPPPRTR 43
24,2 RESETICHIONS. c.tteteteite ettt sttt sttt sttt ettt et bt b e et et et e e b et e b e eb et e Rt e ke e e b e ebene e R e b e ne e R e e be e e R e beneereebe e ereerenes 43
T 1 (T a0 =T g ot o [T T OSSR 43
The EMBED-VALUES encoding INSIUCTION.......c.oiiiiieeiescse et este st sna e se et see st e anaenaessesseseesnesnas 43
BT R €1 T - S SRSSPRR 43
T = =11 1 [0 1 o] SRR SPRR 43
25.3  EFTECE 0N ENCOTINGS ..ottt b et b e bbb bt b e bt bbbt b e nn b e b nn bt ere e 44
The GLOBAL-DEFAULTS encoding INSIIUCTION .......c.eiuiiiiiiieiie sttt st sn e saesne s 44
AT R T T - | OO OO OSSOSO PRPRPRIN 44
26.2  RESEIICHIONS. .. vtttk sttt ettt sttt b e et b e et bt e b e eb e e e R e e b e e b e bene e R e b e ne R e e b e R e be st b et nrereebenes 45
26.3  EFFECE ON BNCOGINGS ... ..citeieiiiteieeieite ettt b e et b e bbbttt b et b e b bbb e se b e ebenn b e ebeneas 45
The LIST €NCOING INSTIUCTION ......oiviiiiiitiieeieite etttk bbbttt bbbttt nb s 45
D R €1 T - | USSP 45
27.2  RESEIICTIONS. ...ttt ettt h ettt bbb e b e bt et e st e e b e b e e E e e b £ e b e e ae e st eeeeb e s b e ebe e b e enrenbeneeabenbeaneas 45
A T = 1 (=T a0 =T g ot o [T SRS 46
The NAME enCOTiNG INSTIUCTION. ......cciiiiieieicste ettt e te st e reene e s e e e e beseesbeareeneeneesneneeseennenns 46
A 0 R €1 T RSSO 46
A -1 [ 1 o] TSR 47
28.3  EFTECE ON BNCOUINGS......eiviieiiiteieetet ettt bbb e bt b et b bbbt nb bt bt nn b e ebenn bt b e 48
The NAMESPACE encoding INSTIUCTION .......couiiuiiiiiiiiiie ettt et b et nn bbb e 48
A TN R T T - | OO OO PSPPI 48
20,2 RESEIICHIONS. ..ttt teteite ettt sttt sttt ettt et be b et b e et e e bt e b e ebe e e b e e b e e e b e e b e ne e R e b e ne e Rt e b e e R e be e bt et nn e erenes 49
29.3  EFFECE ON BNCOGINGS ... ..o itiiitiiteieeiite ettt bbbt b e bbb bbbt bbb e bt b e st e b e ebenne b e b neas 49
The PI-OR-COMMENT encoding iNSTIUCTION...........civiiitiriiiitiie ittt 50
L R €T T | O OO 50
30.2  RESEIICTIONS. ...ttt ettt sttt b bbbt bbbtk e b e E £ et e A e e e b e b e e b £ e b e e m b e st e neeeb e s bt ebe e b e e e enbeneenbenbeene s 50
30.3  Effect 0N the BNCOAINGS ......iiuiieii et e st b e te b et e e e e e tesbesteebeesaensesbesrestenreanens 50
The TEXT enCOTING INSTIUCTION .....ccveiuiieiicie ettt e et esbe e st e s e e e besbesbesteensesee e enbeseearenns 51
0 €T T SRS 51
N I =111 [ 1 o] O USSP 51
31.3  EFTECE ON ENCOTINGS ... e eneite ittt bbbttt e b et e bt et et es e s a b bt ebe e b e e e enbeseenbenbeeneas 52
The UNTAGGED encOing INSTFUCTION ......c..oiviitiiieitietiiiieie ettt sb sttt se bbbt e e s nbeseesneens 52
K R T 1< - | OO PP SOTRTPSO PSPPI 52
K = =11 1 1 [0 1 o] oSSR 53
32.3  EFTECE ON ENCOGINGS.....c.e ittt bttt eb e et b ettt b et b e bbbt eb e e e ne b et ebe b nnereebeneas 53
The USE-NIL encoding INSTIUCTION .......couiiiiiitiiiiitiicesie sttt bbbt bbbt 54
I R €1 T - | SOV PPPRR 54
332 RESEIICTIONS. ...ttt ettt ettt bbbttt et b ekt b e b et e s e e b e b e R e e b £ e E e e R e e s ke nR e b e b e eRe e Rt et e s beenbebe b e eneas 54
K1 G T = 1 (<o a0 =T g ot o [T T OSSP 55
The USE-NUMBER encoding INSIIUCTION............oiiiiriiiiiiiieciese ettt 55
K €T T | S SRSPTR 55
K - 1 [ 1 o] USSP 55

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.693 (02/2021) s



ISO/IEC 8825-4:2021(E)

Page
KT T 1 (<o a0 =T g ot o [T SRS 55
35  The USE-ORDER encoding INSIIUCTION .......c.civiiiiiiiiiiiitiieisie sttt bbbttt 56
K LT R €1 T - | TSRS 56
KL -t 1 [ 1 o] 1 J SOV URUPTTPTPRTR 56
LT I = 1 (o a0 =T g ot o [T T PSRRI 57
36  The USE-QNAME encoding INSITUCTION .......ciiiiiiicieicie it sieste e e ee sttt ste e eseesae st e stestesbesteeneesae s esaesaestesreanens 57
K TN A T 1 1< - | OO OO OO PR PO PRPRPRPIN 57
KL = =11 1 [0 RSSO PRTR 58
36.3  EFFECE ON BNCOGINGS ... .c.eitiieiiite ettt bbb bbbt bbbt st b e ab e et e b se b e ebe e b e ebeneas 58
37 The USE-TYPE encCOdiNg INSTIUCTION........c.eiitiiiiitiieeiitirt sttt sttt bbbt e 58
K R €1 - | OO T RS T TPV RTURO PR PTPPTPRTRTO 58
37,2 RESEIICHIONS. c. itttk sttt b ettt b et b b et e b e e e bt ebe e e Rt e b et e b e e b e ne bt e b e et e b e e b e e R e bene b et e e e erenes 58
K T = 1 (- a0 =T g ot o [T SRS 59
38  The USE-UNION encoding INSEFUCLION ........ctitiiiiiieieiirteieiisie sttt sttt 59
Ko R €T T - | OSSOSO 59
Ko A -t 1 [ 1 o] TSROSO RTTTPRR 59
38.3  EfTECE ON BNCOTINGS ... e eueete ittt bbbttt b ekt b e b et es e ne e eb e bt eb e e b e e e e s besbeebenbesbeas 60
39 The WHITESPACE encoding INSIIUCTION ......cviiueiieiiiesieie et se et ste st e e sae e e ae st stesteeneenaesnesaeseesnennas 61
KIS N R T T - | OO OO OSSOSO PRSI 61
K 1S =11 1 [0 1 o] SRR 61
39.3  EFTECE ON BNCOUINGS......eiveietiiteieeieet ettt b ettt b ekt b e ekt b et b e bt e bt bt e bt bt e b e ebenn b e b e 61
40 Identification Of the ENCOTING FUIES ..ottt e 62
Annex A Examples of BASIC-XER and CXER €NCOUINGS .....c.civiiuiitiiiiiiiniiiieie ettt ettt 63
A.1  ASN.1 description of the reCOrd SITUCLUIE.........ccioviiieieice et sreens 63
A2 ASN.1 description 0f @ reCOIT VAIUE .........cceiiiiiicii ittt ae e sneens 63
A.3  Basic XML representation of this reCOrd VAIUE............ccoeiiiriiiiiiic s 63
A.4  Canonical XML representation of this reCord VAIUE ............coiiiiiiriiiiiniiciee s 64
Annex B — Partial XML content and determiniStic @NCOTINGS ........ooviireriiiiniiie e 65
B.1  Partial XIML CONTENT. .. ..cueiui ittt bbbt be bbb et eb e e bt e et b e be b ebenns 65
B.2 Recommended restrictions on encodings producing partial XML element content............ccccceeeverereinnne. 65
Annex C — Examples of extended-XER encodings using XER encoding inStruCtions...........c.cccovevevesvsinsiieresesese e 68
L@ R [ 11 7o o 11 Tox o] o USSR 68
C.2  SIMPIE EXAMPIES ..ottt bbbt bt b e et e h et h b eb et b e bt et b e b e b e b nn et re e 68
C.3  MOre COMPIEX EXAMPIES ...ttt bbbt b et s b be e bt e b e e e e beseenbenbesneas 69

Vi Rec. ITU-T X.693 (02/2021) © ISO/IEC 2021 - All rights reserved



ISO/IEC 8825-4:2021(E)

Introduction

Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec.
ITU-T X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a notation for the definition
of messages to be exchanged between peer applications.

This Recommendation | International Standard defines encoding rules that may be applied to values of ASN.1 types
defined using the notation specified in Rec. ITU-T X.680 | ISO/IEC 8824-1 and Rec. ITU-T X.681 | ISO/IEC 8824-2.
Application of these encoding rules produces a transfer syntax for such values. It is implicit in the specification of these
encoding rules that they are also to be used for decoding.

There is more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines three sets of encoding rules that use the Extensible Markup Language (XML). These
encoding rules all produce an XML document compliant to W3C XML 1.0. The first set is called the Basic XML
Encoding Rules (BASIC-XER). The second set is called the Canonical XML Encoding Rules (CANONICAL-XER, or
CXER) because there is only one way of encoding an ASN.1 value using these encoding rules. (Canonical encoding
rules are generally used for applications using security-related features such as digital signatures.) The third set is
called the extended XML Encoding Rules (EXTENDED-XER). The extended XML Encoding Rules allow additional
encoders options, and take account of encoding instructions that specify variations of the BASIC-XER encodings in
order to support specific styles of XML documents (see below). The extended XML Encoding Rules are not canonical,
and there is no canonical form for these rules defined in this Recommendation | International Standard.

There are many aspects of an XML representation of data (such as the use of XML attributes instead of child elements,
or the use of white-space delimited lists) whose use is a matter of style and XML designer choice. If a type defined in
an ASN.1 specification is encoded by BASIC-XER or by CXER, then there is a single fixed style used for the XML
representation, with no user control of stylistic features. This Recommendation | International Standard specifies the
syntax and semantics of XER encoding instructions which specify the stylistic features of the XML in an EXTENDED-
XER encoding. XER encoding instructions can also be used to determine the possible insertion of XML processing
instructions in an EXTENDED-XER encoding. XER encoding instructions are ignored by BASIC-XER and by CXER,
but are used by EXTENDED-XER.

NOTE - "Stylistic features”, such as use of attributes or white-space delimited lists, can also affect the size of an encoding and
the ease with which it can be processed, so use of such features is not just a matter of style. Where such issues are important,
EXTENDED-XER with encoding instructions may be preferred over BASIC-XER or CXER.

Clause 8 specifies the BASIC-XER encoding of ASN.1 types.
Clause 9 specifies the CXER encoding of ASN.1 types.

Clause 10 specifies the EXTENDED-XER encoding of ASN.1 types, referencing later clauses which define the XER
encoding instructions.

Clauses 11 to 14 list and categorize the XER encoding instructions and specify the syntax for their assignment to an
ASN.1 type or component using either an XER type prefix (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 31.3) or an XER
encoding control section (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54).

Clause 15 defines the order of precedence if XER encoding instructions are present in both an XER type prefix and in
an XER encoding control section.

Clause 16 specifies the XER encoding instruction support for XML namespaces when using EXTENDED-XER.
Clause 17 specifies EXTENDED-XER encodings.
Clauses 18 to 39 specify:

a) the syntax of each XER encoding instruction used in a type prefix or an XER encoding control section;

b) restrictions on the XER encoding instructions that can be associated with a particular ASN.1 type
(resulting from inheritance and multiple assignments);

¢) modifications to the XER encoding rules that are required in an EXTENDED-XER encoding when an
XER encoding instruction is applied.

Annex A is informative and contains examples of BASIC-XER and CXER encodings.

Annex B is informative and contains a description of the partial XML content that is produced when constructions such
as sequence and sequence-of have their surrounding tags removed, together with restrictions on EXTENDED-XER
specifications that enable easy determination of the ASN.1 component that an XML element is associated with.

Annex C is informative and contains examples of XER encoding instructions and of the corresponding
EXTENDED-XER encodings.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules:
XML Encoding Rules (XER)

1 Scope

This Recommendation | International Standard specifies a set of basic XML Encoding Rules (BASIC-XER) that may be
used to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1 and Rec. ITU-T
X.681 | ISO/IEC 8824-2. This Recommendation | International Standard also specifies a set of Canonical XML
Encoding Rules (CXER) which provide constraints on the basic XML Encoding Rules and produce a unique encoding
for any given ASN.1 value. This Recommendation | International Standard further specifies a set of extended XML
Encoding Rules (EXTENDED-XER) which adds further encoders options, and also allows the ASN.1 specifier to vary
the encoding that would be produced by BASIC-XER. It is implicit in the specification of these encoding rules that
they are also used for decoding.

The encoding rules specified in this Recommendation | International Standard:
— are used at the time of communication;

— are intended for use in circumstances where displaying of values and/or processing them using
commonly available XML tools (such as browsers) is the major concern in the choice of encoding rules;

— allow the extension of an abstract syntax by addition of extra values for all forms of extensibility
described in Rec. ITU-T X.680 | ISO/IEC 8824-1.

This Recommendation | International Standard also specifies the syntax and semantics of XER encoding instructions,
and the rules for their assignment and combination. XER encoding instructions can be used to control the EXTENDED-
XER encoding for specific ASN.1 types.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

NOTE - This Recommendation | International Standard is based on ISO/IEC 10646:2003 and the Unicode standard version
3.2.0:2002. It cannot be applied using later versions of these two standards.

2.1 Identical Recommendations | International Standards

— Recommendation ITU-T X.680 (2021) | ISO/IEC 8824-1:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  Recommendation ITU-T X.690 (2021) | ISO/IEC 8825-1:2021, Information technology — ASN.1
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.693 (02/2021) 1



ISO/IEC 8825-4:2021 (E)

Recommendation ITU-T X.691 (2021) | ISO/IEC 8825-2:2021, Information technology — ASN.1
encoding rules: Specification of Packed Encoding Rules (PER).

Recommendation ITU-T X.692 (2021) | ISO/IEC 8825-3:2021, Information technology — ASN.1
encoding rules: Specification of Encoding Control Notation (ECN).

Recommendation ITU-T X.891 (2005) | ISO/IEC 24824-1:2007, Information technology — Generic
applications of ASN.1: Fast infoset.

NOTE — The references above shall be interpreted as references to the identified Recommendations | International Standards
together with all their published amendments and technical corrigenda.

2.2 Additional references

IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies.

IETF RFC 2141 (1997), URN Syntax.

IETF RFC 2396 (1998), Uniform Resource Identifiers (URI): Generic Syntax.

IETF RFC 3061 (2001), A URN Namespace of Object Identifiers.

ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

The Unicode Standard, Version 3.2.0, The Unicode Consortium. (Reading, MA, Addison-Wesley)

NOTE 1 — The graphics characters (and their encodings) defined by the above reference are identical to those
defined by ISO/IEC 10646, but the above reference is included because it also specifies the names of control
characters.

W3C XML 1.0:2008, Extensible Markup Language (XML) 1.0 (Fifth Edition), W3C Recommendation,
Copyright ©2008 W3C® (MIT, ERCIM, Keio), https://www.w3.0rg/TR/2008/REC-xmI-20081126/ .

W3C XML Namespaces:1999, Namespaces in XML, W3C Recommendation, Copyright © 1999 W3C
(MIT, INRIA, Keio ), http://www.w3.0rg/TR/1999/REC-xml-names-19990114.

NOTE — The reference to a document within this Recommendation | International Standard does not give it, as a stand-alone
document, the status of a Recommendation or International Standard.

3 Definitions

For the purposes of this Recommendation | International Standard, the definitions of Rec. ITU-T X.680 | ISO/IEC
8824-1 and the following definitions apply.

3.1 ASN.1 Basic Encoding Rules (BER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.690 |
ISO/IEC 8825-1:

a)
b)
c)
d)
e)
f)

data value;

dynamic conformance;
encoding (of a data value);
receiver;

sender;

static conformance.

3.2 Additional definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

321 ASN.1 schema: The definition of the content and structure of data using an ASN.1 type definition.
NOTE — This enables encoding rules to produce binary encodings of the values of an ASN.1 type, or encodings using XML.

3.2.2 associated empty-element tag: The XML empty-element tag that can replace an associated preceding tag and
an associated following tag, when present.
NOTE — Some encoding instructions remove the associated tags of an "XMLValue".

3.2.3 associated encoding instructions (for a type): A set of XER encoding instructions associated with a type.
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