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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO 
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted (see www.iso.org/directives). 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the 
information contained in its standards. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any 
patent rights identified during the development of the document will be in the Introduction and/or on 
the ISO list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. 

ISO/IEEE 11073-40102 was prepared by the IEEE 11073 Standards Committee of the IEEE Engineering 
in Medicine and Biology Society (as IEEE Std 11073-40102-2020) and drafted in accordance with its 
editorial rules. It was adopted, under the “fast-track procedure” defined in the Partner Standards 
Development Organization cooperation agreement between ISO and IEEE, by Technical Committee 
ISO/TC 215, Health informatics. 

A list of all parts in the ISO/IEEE 11073 series can be found on the ISO website. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html. 
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Abstract: For Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs), a security 
baseline of application layer cybersecurity mitigation techniques is defined by this standard for 
certain use cases or for times when certain criteria are met. The mitigation techniques are based 
on an extended confidentiality, integrity, and availability (CIA) triad and are described generally to 
allow manufacturers to determine the most appropriate algorithms and implementations. A scalable 
information security toolbox appropriate for PHD/PoCD interfaces is specified that fulfills the 
intersection of requirements and recommendations from the National Institute of Standards and 
Technology (NIST) and the European Network and Information Security Agency (ENISA). A 
mapping of this standard to the NIST cybersecurity framework; IEC TR 80001-2-2; and the 
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of 
Privilege (STRIDE) classification scheme is defined. 

Keywords: cybersecurity, IEEE 11073-40102™, medical device communication, mitigation 
techniques, Personal Health Devices, Point-of-Care Devices 



The Institute of Electrical and Electronics Engineers, Inc.  
3 Park Avenue, New York, NY 10016-5997, USA  

Copyright © 2021 by The Institute of Electrical and Electronics Engineers, Inc.  
All rights reserved. Published 8 January 2021. Printed in the United States of America. 

IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics Engineers, 
Incorporated.  

PDF: ISBN 978-1-5044-7088-9 STD24424 
Print: ISBN 978-1-5044-7089-6 STDPD24424 

IEEE prohibits discrimination, harassment, and bullying. 
For more information, visit https://www.ieee.org/about/corporate/governance/p9-26.html. 
No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written permission 
of the publisher. 

ISO/IEEE 11073-40102:2022(E)

This document is a preview generated by EVS

http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html


3 
Copyright © 2021 IEEE. All rights reserved. 

Important Notices and Disclaimers Concerning IEEE Standards Documents 

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. 
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html), 
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning 
IEEE Standards Documents.” 

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards 
through an accredited consensus development process, which brings together volunteers representing varied 
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volunteers 
with scientific, academic, and industry-based expertise in technical working groups. Volunteers are not 
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While IEEE 
administers the process and establishes rules to promote fairness in the consensus development process, IEEE 
does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of 
any judgments contained in its standards. 

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties, 
express or implied, concerning this standard, including but not limited to the warranties of merchantability, 
fitness for a particular purpose and non-infringement.  In addition, IEEE does not warrant or represent that 
the use of the material contained in its standards is free from patent infringement. IEEE standards documents 
are supplied “AS IS” and “WITH ALL FAULTS.” 

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to 
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and 
issued is subject to change brought about through developments in the state of the art and comments received 
from users of the standard.  

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his 
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as 
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE 
standard. 

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE 
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON 
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE. 

Translations 

The IEEE consensus development process involves the review of documents in English only. In the event 
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE 
standard. 
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Official statements 

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board 
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its 
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, 
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that the presenter’s views should be considered the personal views of that individual rather than 
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. 

Comments on standards 

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, 
consulting information, or advice pertaining to IEEE Standards documents.  

Suggestions for changes in documents should be in the form of a proposed change of text, together with 
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is 
important that any responses to comments and questions also receive the concurrence of a balance of interests. 
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able 
to provide an instant response to comments, or questions except in those cases where the matter has 
previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person 
who would like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join 
the relevant IEEE working group. You can indicate interest in a working group using the Interests tab in the 
Manage Profile & Interests area of the IEEE SA myProject system. An IEEE Account is needed to access 
the application. 

Comments on standards should be submitted using the Contact Us form. 

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the 
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Data privacy 

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and data 
ownership in the context of assessing and using the standards in compliance with applicable laws and 
regulations. 

Copyrights 

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They 
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include 
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the 
promotion of engineering practices and methods. By making these documents available for use and adoption 
by public authorities and private users, IEEE does not waive any rights in copyright to the documents. 

Photocopies 

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license 
to photocopy portions of any individual standard for company or organizational internal use or individual, 
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance 
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; 
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational 
classroom use can also be obtained through the Copyright Clearance Center. 
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Updating of IEEE Standards documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect.  

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years 
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of 
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that 
they have the latest edition of any IEEE standard. 

In order to determine whether a given document is the current edition and whether it has been amended 
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. For more 
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website. 

Errata 

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number 
and year of approval to access the web page of the published standard. Errata links are located under the 
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to 
periodically check for errata. 

Patents 

IEEE Standards are developed in compliance with the IEEE SA Patent Policy. 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the 
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE 
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate 
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or 
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair 
discrimination to applicants desiring to obtain such licenses. 

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their 
own responsibility. Further information may be obtained from the IEEE Standards Association. 

IMPORTANT NOTICE 

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure 
against interference with or from other devices or networks. IEEE Standards development activities consider 
research and information presented to the standards development group in developing any safety 
recommendations. Other information about safety practices, changes in technology or technology 
implementation, or impact by peripheral systems also may be pertinent to safety considerations during 
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for 
determining and complying with all appropriate safety, security, environmental, health, and interference 
protection practices and all applicable laws and regulations. 
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Introduction 

This introduction is not part of IEEE Std 11073-40102-2020, Health informatics—Device interoperability—Part 40102: 
Foundational—Cybersecurity—Capabilities for mitigation. 

Users of Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) have implicit expectations on 
convenience, connectivity, accessibility, and security of data. For example, they expect to connect 
PHDs/PoCDs to their mobile devices and dashboards, view the data in the cloud, and easily share the 
information with clinicians or care providers. In some cases, the users themselves are taking action to build 
connections between PHDs/PoCDs, mobile devices, and the cloud to create the desired system. While many 
manufacturers are working on solving PHD/PoCD connectivity challenges with proprietary solutions, no 
standardized approach exists to provide secure plug-and-play interoperability. 

The ISO/IEEE 11073 PHDs/PoCDs family of standards, Bluetooth Special Interest Group profiles and 
services specifications, and the Continua Design Guidelines (PCHAlliance [B20]) were developed to 
specifically address plug-and-play interoperability of PHDs/PoCDs (e.g., physical activity monitor, 
physiological monitor, pulse oximeter, sleep apnoea breathing therapy equipment, ventilator, insulin delivery 
device, infusion pump, continuous glucose monitor). In this context, the following terms have specific 
meanings: 

 Interoperability is the ability of client components to communicate and share data with service 
components in an unambiguous and predictable manner as well as to understand and use the 
information that is exchanged (PCHAlliance [B20]). 

 Plug and play are all the user has to do to make a connection—the systems automatically detect, 
configure, and communicate without any other human interaction (ISO/IEEE 11073-10201 [B13]).1 

Within the context of secure plug-and-play interoperability, cybersecurity is the process and capability of 
preventing unauthorized access or modification, misuse, denial of use, or the unauthorized use of information 
that is stored on, accessed from, or transferred to and from a PHD/PoCD. This standard describes the 
capability part of cybersecurity for transport-independent applications and information profiles of 
PHDs/PoCDs. These profiles define data exchange, data representation, and terminology for communication 
between agents (e.g., pulse oximeters, sleep apnoea breathing therapy equipment) and connected devices 
(e.g., health appliances, set top boxes, cell phones, personal computers, monitoring cockpits, critical care 
dashboards). 

For PHDs/PoCDs, this standard defines a security baseline of application layer cybersecurity mitigation 
techniques for certain use cases or for times when certain criteria are met. This standard provides a scalable 
information security toolbox appropriate for PHD/PoCD interfaces, which fulfills the intersection of 
requirements and recommendations from the National Institute of Standards and Technology (NIST) and the 
European Network and Information Security Agency (ENISA). This standard maps to the NIST cybersecurity 
framework [B15]; IEC TR 80001-2-2 [B8]; and the Spoofing, Tampering, Repudiation, Information 
Disclosure, Denial of Service, and Elevation of Privilege (STRIDE) classification scheme. The mitigation 
techniques are based on an extended confidentiality, integrity, and availability (CIA) triad and are described 
generally to allow manufacturers to determine the most appropriate algorithms and implementations. 

1 The numbers in brackets correspond to the numbers of the bibliography in Annex A. 
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Health informatics—Device interoperability 

Part 40102:  
Foundational—Cybersecurity—
Capabilities for mitigation 

1. Overview

1.1 General 

Many Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) provide vital support for people 
living with chronic disease or experiencing a life-threatening medical event. Cybersecurity attacks on 
vulnerable devices may lead to the alteration of prescribed therapy (e.g., sleep apnoea breathing therapy, 
insulin therapy) or to information disclosure that results in insurance or identity fraud or in direct or indirect 
patient harm. Companies subject to a successful cybersecurity attack may suffer financial harm and a negative 
reputation. 

Manufacturers of PHDs/PoCDs may be required to support application layer end-to-end information security. 
PHD/PoCD data exchange may be conducted over an untrusted transport. Also, a requirement may exist for 
multiple access control levels (e.g., restricted read access, restricted write access, full read access, full write 
access, full control access). Most PHDs/PoCDs have limited resources (e.g., processing power, memory, 
energy). Current standardized PHD/PoCD data exchange assumes the exchange is secured by other means, 
such as secure transport channel. This assumption requires that manufacturers define solutions by, for 
example, extensions or using mechanisms on the transport layer. Such solutions limit the usage of PHD/PoCD 
data exchange standards and restricts interoperability. 

This standard is based on the PHD Cybersecurity Standards Roadmap findings (IEEE white paper [B10]) 
and defines a security baseline of application layer cybersecurity mitigation techniques for PHD/PoCD 
interfaces.2 The mitigation techniques address an extended confidentiality, integrity, and availability (CIA) 
triad and allow manufacturers to implement the most appropriate algorithms. The mitigation techniques are 
not dependent on a specific risk management process. Instead they are applicable to any approach, including 
the vulnerability assessment described in IEEE Std 11073-40101™ [B9]. In Figure 1, IEEE Std 11073-40101 
is depicted by the top row, and this standard is depicted by the bottom row. 

2 The numbers in brackets correspond to the numbers in the bibliography in Annex A. 
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Figure 1 —Vulnerability assessment workflow 

1.2 Scope 

Within the context of secure plug-and-play interoperability, cybersecurity is the process and capability of 
preventing unauthorized access or modification, misuse, denial of use, or the unauthorized use of information 
that is stored on, accessed from, or transferred to and from a PHD/PoCD. The capability part of cybersecurity 
is information security controls related to both digital data and the relationships to safety and usability. 

For PHDs/PoCDs, this standard defines a security baseline of application layer cybersecurity mitigation 
techniques for certain use cases or for times when certain criteria are met. This standard provides a scalable 
information security toolbox appropriate for PHD/PoCD interfaces, which fulfills the intersection of 
requirements and recommendations from National Institute of Standards and Technology (NIST) and the 
European Network and Information Security Agency (ENISA). This standard maps to the NIST cybersecurity 
framework [B15]; IEC TR 80001-2-2 [B8]; and the Spoofing, Tampering, Repudiation, Information 
Disclosure, Denial of Service, and Elevation of Privilege (STRIDE) classification scheme. The mitigation 
techniques are based on the extended CIA triad (Clause 4) and are described generally to allow manufacturers 
to determine the most appropriate algorithms and implementations. 

1.3 Purpose 

The purpose of this document is to build a common approach to cybersecurity mitigation on PHD/PoCD 
interfaces and define a scalable information security toolbox appropriate for the PHD/PoCD data exchange 
standards. 

1.4 Word usage 

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard 
and from which no deviation is permitted (shall equals is required to).3,4 

3 The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe 
unavoidable situations. 
4 The use of will is deprecated and cannot be used when stating mandatory requirements; will is used only in statements of fact. 
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The word should indicates that among several possibilities one is recommended as particularly suitable, 
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily 
required (should equals is recommended that). 

The word may is used to indicate a course of action permissible within the limits of the standard (may equals 
is permitted to). 

The word can is used for statements of possibility and capability, whether material, physical, or causal (can 
equals is able to). 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used; therefore, each referenced document is cited in text, and its relationship to this 
document is explained). For dated references, only the edition cited applies. For undated references, the latest 
edition of the referenced document (including any amendments or corrigenda) applies. 

NIST FIPS Publication 197, Advanced Encryption Standard (AES).  
(https://csrc.nist.gov/publications/detail/fips/197/final) 

NIST SP 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) 
and GMAC. (https://csrc.nist.gov/publications/detail/sp/800-38d/final) 

See Annex A for all informative material referenced by this standard. 

3. Definitions, acronyms, and abbreviations 

3.1 Definitions 

For the purposes of this document, the terms and definitions provided in the PHD Cybersecurity Standards 
Roadmap (IEEE white paper [B10]) apply. The IEEE Standards Dictionary Online should be consulted for 
terms not defined there.5 

3.2 Acronyms and abbreviations 

AES Advanced Encryption Standard 
AES-GCM Advanced Encryption Standard–Galois/Counter Mode 
AES-GMAC Advanced Encryption Standard–Galois Message Authentication Code 
CIA confidentiality, integrity, and availability 
ECDH Elliptic Curve Diffie–Hellman 
ENISA European Network and Information Security Agency 
HCP Health Care Provider 
MAC message authentication code 
NIST National Institute of Standards and Technology 
PHD Personal Health Device 
PoCD Point-of-Care Device 
STRIDE Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of 

Privileges 
 

                                                 
5 IEEE Standards Dictionary Online is available at https://dictionary.ieee.org. An IEEE account is required for access to the dictionary, 
and one can be created at no charge on the dictionary sign-in page. 
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