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Introduction

This introduction is not part of IEEE Std 11073-40101-2020, Health informatics—Device interoperability—Part 40101:
Foundational—Cybersecurity—Processes for vulnerability assessment.

Users of Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) have implicit expectations on
convenience, connectivity, accessibility, and security of data. For example, they expect to connect
PHDs/PoCDs to their mobile devices and dashboards, view the data in the cloud, and easily share the
information with clinicians or care providers. In some cases, the users themselves are taking action to build
connections between PHDs/PoCDs, mobile devices, and the cloud to create the desired system. While many
manufacturers are working on solving PHD/PoCD connectivity challenges with proprietary solutions, no
standardized approach exists to provide secure plug-and-play interoperability.

The ISO/IEEE 11073 PHDs/PoCDs family of standards, Bluetooth Special Interest Group profiles and
services specifications, and the Continua Design Guidelines (PCHAlliance [B7]) were developed to
specifically address plug-and-play interoperability of PHDs/PoCDs (e.g., physical activity monitor,
physiological monitor, pulse oximeter, sleep apnoea breathing therapy equipment, ventilator, insulin delivery
device, infusion pump, continuous glucose monitor). In this context, the following terms have specific
meanings:

— Interoperability is the ability of client components to communicate and share data with service
components in an unambiguous and predictable manner as well as to understand and use the
information that is exchanged (PCHAlliance [B7]).

—  Plug and play are all the user has to do to make a connection—the systems automatically detect,
configure, and communicate without any other human interaction (ISO/IEEE 11073-10201 [B5]).!

Within the context of secure plug-and-play interoperability, cybersecurity is the process and capability of
preventing unauthorized access or modification, misuse, denial of use, or the unauthorized use of information
that is stored on, accessed from, or transferred to and from a PHD/PoCD. This standard describes the process
part of cybersecurity for transport-independent applications and information profiles of PHDs/PoCDs. These
profiles define data exchange, data representation, and terminology for communication between agents (e.g.,
pulse oximeters, sleep apnoea breathing therapy equipment) and connected devices (e.g., health appliances,
set top boxes, cell phones, personal computers, monitoring cockpits, critical care dashboards).

For PHDs/PoCDs, this standard defines an iterative, systematic, scalable, and auditable approach to
identification of cybersecurity vulnerabilities and estimation of risk. This standard presents one approach to
iterative vulnerability assessment that uses the Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege (STRIDE) classification scheme and the embedded Common
Vulnerability Scoring System (eCVSS). The assessment includes system context, system decomposition, pre-
mitigation scoring, mitigation, and post-mitigation scoring and iterates until the remaining vulnerabilities are
reduced to an acceptable level of risk.

! The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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Health informatics—Device interoperability

Part 40101:
Foundational—Cybersecurity—
Processes for vulnerability assessment

1. Overview

1.1 General

Many Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) provide vital support for people
living with chronic disease or experiencing a life-threatening medical event. Cybersecurity attacks on
vulnerable devices may lead to the alteration of prescribed therapy (e.g., sleep apnoea breathing therapy,
insulin therapy) or to information disclosure that results in insurance or identity fraud or in direct or indirect
patient harm. Companies subject to a successful cybersecurity attack may suffer financial harm and a negative
reputation.

Manufacturers of regulated PHDs/PoCDs are required to address cybersecurity vulnerabilities through a
detailed risk analysis of use cases specific to the device. Of the various approaches to vulnerability
assessment, some are not repeatable, scalable, systematic, and auditable. Both manufacturers and regulatory
bodies may benefit from a common approach to vulnerability assessment based on threat modeling capable
of analyzing PHDs/PoCDs across domains and described in a trusted open consensus standard. Likewise,
patients, providers, and payers benefit from consistent and sufficient information provided in PHD/PoCD
labeling.

This standard is based on the PHD Cybersecurity Standards Roadmap findings (IEEE white paper [B4]) and
presents a repeatable, scalable, systematic, and auditable approach to vulnerability assessment.> While a
specific approach is provided, any comparable approach is appropriate and will be compatible with the
mitigations found in IEEE Std 11073-40102™ [B3]. In Figure 1, this standard is depicted by the top row,
and IEEE Std 11073-40102 is depicted by the bottom row.

2 The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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Figure 1—Vulnerability assessment workflow

1.2 Scope

Within the context of secure plug-and-play interoperability, cybersecurity is the process and capability of
preventing unauthorized access or modification, misuse, denial of use, or the unauthorized use of information
that is stored on, accessed from, or transferred to and from a PHD/PoCD. The process part of cybersecurity
is risk analysis of use cases specific to a PHD/PoCD.

For PHDs/PoCDs, this standard defines an iterative, systematic, scalable, and auditable approach to
identification of cybersecurity vulnerabilities and estimation of risk. This iterative vulnerability assessment
uses the Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege (STRIDE) classification scheme and the embedded Common Vulnerability Scoring System
(eCVSS). The assessment includes system context, system decomposition, pre-mitigation scoring,
mitigation, and post-mitigation scoring and iterates until the remaining vulnerabilities are reduced to an
acceptable level of risk.

1.3 Purpose

The purpose of this document is to define a common approach to cybersecurity assessment in PHDs/PoCDs
and define an iterative, systematic, scalable, and auditable vulnerability assessment appropriate for use in the
design of PHDs/PoCDs.

1.4 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).>*

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

3 The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.
4 The use of will is deprecated and cannot be used when stating mandatory requirements; will is used only in statements of fact.
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The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able t0).

2. Definitions, acronyms, and abbreviations

2.1 Definitions
For the purposes of this document, the terms and definitions provided in the PHD Cybersecurity Standards

Roadmap (IEEE white paper [B4]) apply. The IEEE Standards Dictionary Online should be consulted for
terms not defined there.’

2.2 Acronyms and abbreviations

CRUD create, read, update, and delete

CVSS Common Vulnerability Scoring System

DFD data flow diagram

eCVSS embedded Common Vulnerability Scoring System

HCP Health Care Provider

PHD Personal Health Device

PoCD Point-of-Care Device

STRIDE Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privileges

TMT Threat Modeling Tool

UML Unified Modeling Language

3. Risk management

Various regulations, standards, and guidelines address the subject of risk and risk management. In some
cases, the application of specific standards may be mandated by regulations, contracts, or customer
expectations. This standard does not define a specific risk management process as appropriate for all
manufacturers because each manufacturer’s risk management process needs to comply with the regulations,
standards, contracts for the specific disease domain, and the jurisdiction in which the device is marketed.

Instead, this standard presents a repeatable, scalable, systematic, and auditable approach to vulnerability
assessment that is adaptable to various mandates and can be used within a PHD/PoCD risk management
process when evaluating PHD/PoCD communication. The assessment identifies and prioritizes
vulnerabilities based on device use cases and, through iteration, helps to minimize reasonably foreseeable
risks associated with PHD/PoCD communication to an acceptable level. It is the responsibility of the
manufacturer’s management to define the appropriate acceptable level. In the PHD/PoCD domain, there are
fitness devices with low information security concerns and disease management devices with higher
information security concerns. Therefore, the risk management process is based on the device’s intended use
cases within a specific domain, which represent a wide variance where high-risk PHDs/PoCDs represent the
upper limit. As such, the risk evaluation of a PHD/PoCD with fewer information security concerns may
identify only a subset of vulnerabilities.

5 IEEE Standards Dictionary Online is available at https://dictionary.ieee.org. An IEEE account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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