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European foreword

The text of ISO/IEC 29151:2017 has been prepared by Technical Committee ISO/IEC JTC 1 "Information
technology” of the International Organization for Standardization (ISO) and has been taken over as
EN ISO/IEC 29151:2022 by Technical Committee CEN-CENELEC/ JTC 13 “Cybersecurity and Data
Protection” the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2022, and conflicting national standards shall
be withdrawn at the latest by October 2022.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN and CENELEC websites.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the
United Kingdom.

Endorsement notice

The text of ISO/IEC 29151:2017 has been approved by CEN-CENELEC as EN ISO/IEC 29151:2022
without any modification.



10

11

12

13

14

EVS-EN ISO/IEC 29151:2022

CONTENTS
ol ] o1 O PRSP RUTROPPTPPPR
NOFMALIVE TETEIENCES. .. ettt ettt sttt bbbttt bt b bbb b s et et e s et et neabe e enes
Definitions and abhreViated terMS ........coiiiiiiiei ettt e reneenes
K T B < 1011 T4 SO SO TSSO
3.2 ADDIEVIALEU TEITNS ...ttt bbbttt b ettt n e bbbt
OVEBIVIBW ...ttt ettt bbbt e h ke s bt a8t E a8 R bRt E b e Rt b e bRt b e ke st e bbb e b e et b e re et n e
4.1  Objective for the proteCtion OF PI ......c.ooiiiiiiicce e
4.2 Requirement for the protection OF P ...t
e B o] 11 {0 S USSP
4.4 SEIECHING CONIOIS ... vttt bbb bbb bbbttt et bt b
4.5  Developing organization Specific QUIdEIINES...........ccoviiiiiiiniiie e
4.6 Life CYCIE CONSIARTALIONS.......iiiiiiitiieiiite ettt bbbt bbb bbb
4.7 Structure of this SPECITICALION .......coveiiiiiie e
INFOrMAtion SECUTTEY PONICIES ...ttt bbbttt sbe s
5.1  Management directions for information SECUMLY ..........cccoeriiiiiiiiieiee e
Organization of INFOrMatioN SECUTLY........uiieiie et te e e e sreesreenreenes
6.1 INternal OrganiZatiON .........c.ooieiiie e e e e e reere s
6.2  Mobile devices and teleWOIrKING........eccuviiiiiii e
HUMEN FESOUICE SECUILY ..vvvivitiitiiterietestes ettt sttt sttt ettt b et s bt b st st e e se et et en et et eneabe e enes
7.1 Prior t0 @MPIOYMENT. ..ottt b bbbt b b bt st e b e ne e e n b nre
2 U] 1o =T T o] (o) 1< o PSSRSO
7.3 Termination and change of EMPIOYMENT ........ccvoiiiiii i
ASSEE MANAGEIMENT. ..ottt e e s b e r e e r e e s e s b e e sr e e s r e e nr e n e e e
8.1  ReSPONSIDITILY FOr @SSELS.....iuiitiitiietiitie bbbt
8.2  INfOrmation ClasSifiCAtION............oiiiiie ettt e e e
8.3 MEdia NANGIING. ...ttt bbbt bbbt
AACCESS CONEIOL ..ttt b bbbkt bbbt e ae e b e b et sb e eb e e bt ebe e e et et sae et
9.1  Business requirement 0f aCCESS CONLIOL..........ccviiiiiieiie i
0.2 USEI ACCESS MANAGEIMIENT. ... vvieiieeitiiesiieesitesiteesbeesebeesrbeessbe e b e e ssbeesrbeessbeesbbeeasbeessbeeasbeessbeesnbeeanteesnbeeans
0.3 USEr reSPONSIDIIITIES ....eveiee ettt e et et e s te s ae e e sreesreeneeenes
9.4  System and application aCCESS CONLIOL ..........iiiiiiieiiiece e sre e
L0101 (oo 1] 1) V2O PO OSSO TP UPTPUTRTON
10.1  CryptographiC CONTIOIS . .....ciiiieiieiete sttt bbbttt b e sb e bttt e e e b e e e
Physical and environMENTal SECUIILY .......cviiiiiiiiiieiirieer bbb
L1101 SBOUNE BIBAS....eeueeteeueeaseeateesueesteenteesteeseeaseeaseeseeeseeanseamseasseaaeesbeesteesteaseesheeasseebe et e enseanseeseeneeenaeeteeneeanees
I o T o] 007 o OO P PR RUR PO
OPEIALIONS SECUITLY ....vtvvetitieeteetet et ettt ettt b bbbkt s b s bt b st bbbkt e bbb et e st e n et n e
12.1 Operational procedures and reSPONSIDIIITIES.........covviiiiiiiic s
12.2  ProteCtion from MAIWAIE ..........cveriieiesi et e e e et sae st a e e eneesaenneneenes
I B - Tox (U [« OO O UURTTT
12,4 L0gging and MONITOTING .......eiueeiiteieiteste ettt sttt ettt s ee st e sbe b e s e e st e besbesbesbe e b e e e e b e neenae b e
12.5 Control of operational SOTIWAIE............coiiiiiie e e
12.6  Technical vulnerability Management .............cooiiiiiiiii e
12.7 Information systems audit CONSIAEIALIONS .........ccoiiiiriiiiieieie e
COMMUNICALIONS SECUITLY ...ttt sttt ettt ettt bbb bt e b et sb e sb e e be e bt e s e e b et sbe et e s meeneenenenbennens
13.1  Network SECUFitY MANAGEIMENT .......oiuiiiitiieitietieie ettt ettt sttt et et et e seesbesbesbe b e e e eneeneesae e e
13.2  INFOrMALION TrANSTEE .. ...ei ittt b et et ee b b e
System acquisition, development and MAINTENANCE .........cccevvieiriieeiererese e seesre s
14.1 Security requirements of information SYStEMS ........cccevviiiieiiieie e
14.2  Security in development and SUPPOIt PrOCESSES .....vevvervrrrrereeeerieriesresressesseseessessessessessessessessseseessessenes

Rec. ITU-T X.1058 (03/2017)

Page

© © O© O~N~NN OO0 D AP WOWWWDNDNDDNNMNNMNMNN PFPRPRPE P B

= e
o o

=
[EN N

i
N P

e N e o o
2R DWWWNN

e vl
o1 oo

Pl vl
o o1 O



EVS-EN ISO/IEC 29151:2022

Page

I T =1 o - L USSR 16

15 SUPPHEE FRIATIONSNIPS ...ttt ettt st et et e s e e et e besbeebesneenee e enneneesnens 17

15.1 Information security in supplier relationShiPS .........cocooiiiiieii e 17

15.2  Supplier service delivery Management...........cvoiieiereriiieeene et sttt e e e sae e e 18

16 Information security iNCIAENt MANAGEMENT .......cviieierece et e e bt esre s e e e e e neesresneas 18

16.1 Management of information security incidents and impProveEMENtS........cccevverereverieseseeieere e 18

17 Information security aspects of business continuity Mmanagement...........cccvvveveieereresesie s e 19

17.1  Information SECUMLY CONLINUILY ....ecveiieiiiiece ettt ne e nesae e e 19

17.2  REAUNANCIES ...ttt ettt ettt sttt et st b st e s bbbttt en et et s e abe e enes 19

18 COMIPIIANCE. ...t bbb bbbt h bbb bbb bbbt b bbb bbbt b e 20

18.1 Compliance with legal and contractual reqUIrEMENTS..........eoviiririiireieisees s 20

18.2  INOrMAtiON SECUTTLY FEVIBWS .....cuiuiitiiiiietiit ettt ettt bbbttt 21
Annex A — Extended control set for PIlI protection (This annex forms an integral part of this

Recommendation | International StANAArd.)........cc.eoereriieiiiieieere e 22

AL GENEIAL..c.ccii et b e b et e b e be e ahe e ahe e be e be e beeateehrenbaeabeenbeebeereaaeas 22

A2 General policies for the use and protection Of Pl .........cccooiiiiiiniiiiceee e 22

A3 CONSENE AN CROICE ...ttt bbb bbbttt nnesre e 22

A4 Purpose legitimacy and SPeCIifiCatiON .........cecuiiiiiieci e 24

AL Collection TIMITATION. ........ciiiiie bbbt bbb e e e e e 26

AB  Data MINIMIZATION ...c..eieiiiie ettt bbbttt e e et sb et e bt e be e e b sre et 26

A7 Use, retention and diSClOSUre IIMITAtION ........cveiuiiiiiiiiiieiee e 27

P Aot U] = Yo VA= U o 0[N 1|2 PSR 30

A9 Openness, transparenCy ant NOLICE ........ccoiviiiiiieiiere et ste et e e se et e e e e raesteeseeeeeannas 31

A.10 Pl principal participation an0 GCCESS......uviiuiiiiiiiiresteesteesteesteeeeseese e seesteeste s be b e s e sraesreesteeseeeeesnees 32

A o AN oot 11 7= o1 ] SRR 34

AL2  INFOIMALION SECUIILY ..vivieiieie ettt ettt et e s e s e e s te e teebeesaeastensbesteestaesteeteeneeanees 37

A.L3 PrivaCy COMPIIANCE ....cvveiieiece ettt e e e te et e e b e eat e eseeste e teenteeteeneeanees 37

BIDIIOGIAPNY ... et bbb e bbb R e b b e b bRt bbb et b 39

iv Rec. ITU-T X.1058 (03/2017)



EVS-EN ISO/IEC 29151:2022

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IECJTC 1, Information technology, SC 27, IT Security
techniques, in collaboration with ITU-T. The identical text is published as ITU-T Recommendation
X.1058.

© 150 2017 - All rights reserved v
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Introduction

The number of organizations processing personally identifiable information (PII) is increasing, as is the amount of PII
that these organizations deal with. At the same time, societal expectations for the protection of PII and the security of data
relating to individuals are also increasing. A number of countries are augmenting their laws to address the increased
number of high profile data breaches.

As the number of PII breaches increases, organizations collecting or processing P1I will increasingly need guidance on
how they should protect PIl in order to reduce the risk of privacy breaches occurring, and to reduce the impact of breaches
on the organization and on the individuals concerned. This Specification provides such guidance.

This Specification offers guidance for Pl controllers on a broad range of information security and PIl protection controls
that are commonly applied in many different organizations that deal with protection of PII. The remaining parts of the
family of ISO/IEC standards, listed here, provide guidance or requirements on other aspects of the overall process of
protecting PII:

— ISO/IEC 27001 specifies an information security management process and associated requirements, which could
be used as a basis for the protection of PII.

— ISO/IEC 27002 gives guidelines for organizational information security standards and information security
management practices including the selection, implementation and management of controls, taking into
consideration the organization's information security risk environment(s).

— ISO/IEC 27009 specifies the requirements for the use of ISO/IEC 27001 in any specific sector (field, application
area or market sector). It explains how to include requirements additional to those in ISO/IEC 27001, how to
refine any of the ISO/IEC 27001 requirements, and how to include controls or control sets in addition to Annex
A of ISO/IEC 27001.

— ISO/IEC 27018 offers guidance to organizations acting as Pl processors when offering processing capabilities
as cloud services.

— ISO/IEC 29134 provides guidelines for identifying, analysing, and assessing privacy risks, while ISO/IEC 27001
together with ISO/IEC 27005 provides a methodology for identifying, analysing, and assessing security risks.

Controls should be chosen based on the risks identified as a result of a risk analysis to develop a comprehensive, consistent
system of controls. Controls should be adapted to the context of the particular processing of PII.

This Specification contains two parts: 1) the main body consisting of clauses 1 to 18, and 2) a normative annex. This
structure reflects normal practice for the development of sector-specific extensions to ISO/IEC 27002.

The structure of the main body of this Specification, including the clause titles, reflects the main body of ISO/IEC 27002.
The introduction and clauses 1 to 4 provide background on the use of this Specification. Headings for clauses 5 to 18
mirror those of ISO/IEC 27002, reflecting the fact that this Specification builds on the guidance in ISO/IEC 27002, adding
new controls specific to the protection of PIl. Many of the controls in ISO/IEC 27002 need no amplification in the context
of PII controllers. However, in some cases, additional implementation guidance is needed, and this is given under the
appropriate heading (and clause number) from ISO/IEC 27002.

The normative annex contains an extended set of Pl protection-specific controls that supplement those given in ISO/IEC
27002. These new PII protection controls, with their associated guidance, are divided into 12 categories, corresponding
to the privacy policy and the 11 privacy principles of ISO/IEC 29100:

— consent and choice;

—  purpose, legitimacy and specification;
— collection limitation;

— data minimization;

— use, retention and disclosure limitation;
— accuracy and quality;

— openness, transparency and notice;

— individual participation and access;

— accountability;

— information security; and

—  privacy compliance.

Figure 1 describes the relationship between this Specification and the family of ISO/IEC standards.

Rec. ITU-T X.1058 (03/2017) vi
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Management system/framework

ISO/IEC 27001 : Information security management
ISO/IEC 29100 : Privacy framework

Risk management Controls
ISO/IEC 27005 : Information ISO/IEC 27002 : Code of practice
security risk management for information security controls
ISO/IEC 29134 : Privacy ITU-T X.1058 | ISO/IEC 29151 :
impact assessment Code of practice for personally
identifiable information protection

X.1058(17)_F01

Figure 1 — The relationship of this Specification and the family of ISO/IEC standards

This Specification includes guidelines based on ISO/IEC 27002, and adapts these as necessary to address the privacy
safeguarding requirements that arise from the processing of PII:

a) Indifferent processing domains such as:

public cloud services,

social networking applications,

internet-connected devices in the home,

search, analysis,

targeting of PII for advertising and similar purposes,
big data analytics programmes,

employment processing,

business management in sales and service (enterprise resource planning, customer relationship
management);

b) Indifferent locations such as:

on a personal processing platform provided to an individual (e.g., smart cards, smart phones and
their apps, smart meters, wearable devices),

within data transportation and collection networks (e.g., where mobile phone location data is
created operationally by network processing, which may be considered PI1 in some jurisdictions),

within an organization's own processing infrastructure,
on a third party's processing platform;

c) For the collection characteristic such as:

one-time data collection (e.g., on registering for a service),

ongoing data collection (e.g., frequent health parameter monitoring by sensors on or in an
individual's body, multiple data collections using contactless payment cards for payment, smart
meter data collection systems, and so on).

NOTE - Ongoing data collection can contain or yield behavioural, locational and other types of PII. In such cases, the use of
P11 protection controls that allow access and collection to be managed based on consent and that allow the PII principal to exercise
appropriate control over such access and collection, need to be considered.

Rec. ITU-T X.1058 (03/2017)
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Information technology — Security techniques — Code of practice for personally
identifiable information protection

1 Scope

This Recommendation | International Standard establishes control objectives, controls and guidelines for implementing
controls, to meet the requirements identified by a risk and impact assessment related to the protection of personally
identifiable information (PII).

In particular, this Recommendation | International Standard specifies guidelines based on ISO/IEC 27002, taking into
consideration the requirements for processing PIl that may be applicable within the context of an organization's
information security risk environment(s).

This Recommendation | International Standard is applicable to all types and sizes of organizations acting as Pl controllers
(as defined in ISO/IEC 29100), including public and private companies, government entities and not-for-profit
organizations that process PII.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

— ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for information
security controls.

— ISO/IEC 29100:2011, Information technology — Security techniques — Privacy framework.

3 Definitions and abbreviated terms

3.1 Definitions

For the purposes of this Recommendation | International Standard, the terms and definitions that are given in
ISO/IEC 27000:2016, ISO/IEC 29100 and the following apply.

The ISO Online browsing platform, IEC Electropedia and ITU Terms and definitions are terminological databases for
use in standardization.

311 chief privacy officer (CPO): Senior management individual who is accountable for the protection of personally
identifiable information (PII) in an organization.

3.1.2 de-identification process: Process of removing the association between a set of identifying data and the data
principal, using de-identification techniques.

3.2 Abbreviated terms

For the purposes of this Specification, the following abbreviations apply.
BCR Binding Corporate Rule
CCTV  Closed-Circuit Television
CPO Chief Privacy Officer
PBD Privacy By Design
PDA Personal Digital Assistant
PET Privacy Enhancing Technology

Rec. ITU-T X.1058 (03/2017) 1
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