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____________ 

 
MARITIME NAVIGATION AND RADIOCOMMUNICATION  

EQUIPMENT AND SYSTEMS –  
DATA INTERFACES –  

 
Part 2: Secure communication between ship and shore (SECOM) 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 

IEC 63173-2 has been prepared by IEC technical committee 80: Maritime navigation and 
radiocommunication equipment and systems. It is an International Standard. 

The text of this International Standard is based on the following documents: 

Draft Report on voting 

80/1030/FDIS 80/1039/RVD 

 
Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this International Standard is English. 
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 
described in greater detail at www.iec.ch/standardsdev/publications. 

A list of all parts in the IEC 63173 series, published under the general Maritime navigation and 
radiocommunication equipment and systems – Data interfaces, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 
specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

E-navigation has been defined as the means of providing electronic information in a harmonized 
way, and maritime services have been specified by the International Maritime Organization 
(IMO). The maritime services are operational services for actors both ashore and onboard. To 
make the maritime services interoperable between different actors and systems from different 
manufactures standards, specifications and guidelines in several layers are required, for 
example technical services and data/product formats. Technical services comprises a set of 
technical solutions and communications means to provide a maritime service. IMO's e-
navigation strategy implementation plan (SIP) requires that all maritime services are IHO S-100 
conformant as a baseline. Further, IEC is expected to implement the details as outlined in the 
SIP. 

Secure communication between ship and shore (SECOM) provides standards for secure data 
exchange with technical services. Further, it contains a technical service interface design that 
is in accordance with the service guidelines and templates defined by IALA and partly included 
in IHO S-100.  

SECOM specifies service interfaces (APIs) for data exchange, data protection measures to 
enable secure communication and interfaces for service discoverability. SECOM is applicable 
for IHO S-100 based products but also other data (payload) formats are supported, i.e. SECOM 
is generally independent of which data type is exchanged. 

The standardisation of a common service interface for data exchange will enable wider technical 
interoperability where the same service interface can be used for exchanging information 
regardless of its operational use. 

Accordingly, the purpose of SECOM is to: 

• facilitate standardized information exchange of, for example, IHO S-100 based products part 
of maritime services such as route plans, nautical chart updates and navigational warnings; 

• facilitate interoperability between maritime IT systems; 

• reduce the need to support many different (proprietary) service designs; 

• utilize the benefits of service oriented architecture in maritime communication, for example 
to enable ship systems to interact with port systems on the first call to a specific port.  
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MARITIME NAVIGATION AND RADIOCOMMUNICATION  
EQUIPMENT AND SYSTEMS –  

DATA INTERFACES –  
 

Part 2: Secure communication between ship and shore (SECOM) 
 
 
 

1 Scope 

The scope of SECOM includes interfaces (APIs) for data exchange (information services), 
information security measures to enable secure communication and interfaces for service 
discoverability. SECOM provides technical interoperability, where the same service interface is 
used for exchanging the information regardless of its operational use, up to the level of 
exchanging information securely online. Although designed for IHO S-100 based products, 
SECOM is technically payload agnostic and applicable also for other types of data.  

Communication between SECOM information services for data exchange relies on IP based 
web services. The "last mile" links between a SECOM information service and the end-user 
application is not defined in this document, thus the communication technology between the 
vendor API and a ship/shore system can be non-IP based as well as IP based. The informative 
Annex D describes one such implementation of this. This allows different solutions between the 
service and shore/ship’s system/applications. 

SECOM does not define physical layer or link layer for transport of data between SECOM 
information services, but requires that the transport supports IP communication. SECOM is 
applicable for both public (governmental) and private (business) services. SECOM is applicable 
for ship-shore and shore-ship communication, and can be used for ship-ship communication. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IHO S-100:2018, IHO Universal Hydrographic Data Model, ed. 4.0.0 

RFC 2315, PKCS #7: Cryptographic Message Syntax 

RFC 2459, Internet X.509 Public-key infrastructure and attribute certificate frameworks 

RFC 2818, HTTP Over TLS (2000) 

RFC 2986, PKCS #10: Certification Request Syntax Specification 

RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace 

RFC 5246, TLS version 1.2 (2008) 

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List 
(CRL) Profile 

RFC 6960, X.509 Internet Public Key Infrastructure, Online Certificate Status Protocol – OCSP 
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RFC 7231, Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content 

RFC 8446, TLS version 1.3 (2018) 

3 Terms, definitions and abbreviated terms 

For the purposes of this document the following terms, definitions and abbreviated terms apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1 Terms and definitions 

3.1.1  
access control 
access authorization and access restriction 

Note 1 to entry: Access control refers to all the steps that are taken to selectively authorize and restrict entry, 
contact, or use of assets. Access authorizations and restrictions are often established in accordance with business 
and security requirements. 

[SOURCE: ISO/IEC 27000:2018, 3.1, modified – The definition has been rephrased, and a note 
to entry added.] 

3.1.2  
actor  
role played by a user or any other system that interacts with the subject 

[SOURCE: Unified Modeling Language:2017, 18.2.1.1] 

3.1.3  
authentication 
process to confirm that a claimed characteristic of an entity is actually correct 

Note 1 to entry: To authenticate is to verify that a characteristic or attribute that appears to be true is in fact true. 

[SOURCE: ISO/IEC 27000:2018, 3.5, modified – The definition has been reformulated, and the 
note to entry added.] 

3.1.4  
authentication data 
information used to verify the claimed identity of an entity, such as an individual, defined role, 
corporation or institution 

[SOURCE: ISO 21188:2018, 3.4] 

3.1.5  
authorization 
granting of rights, which includes the granting of access based on access rights 

[SOURCE: ISO 7498‑2:1989, 3.3.10] 
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