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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO/IEC documents should be noted. This document was drafted in accordance with 
the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or 
www.iec.ch/members_experts/refdocs). 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the 
information contained in its standards. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details 
of any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent 
declarations received (see https://patents.iec.ch). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), 
see  www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards. 

ISO/IEC/IEEE 8802-11 was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE 802.11-
2020) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track procedure” 
defined in the Partner Standards Development Organization cooperation agreement between ISO and 
IEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 
6, Telecommunications and information exchange between systems. 

This third edition cancels and replaces the second edition (ISO/IEC/IEEE 8802-11:2018), which has been 
technically revised. It also incorporates the Amendments ISO/IEC/IEEE 8802-11:2018/Amd 1:2019, 
ISO/IEC/IEEE 8802-11:2018/Amd 2:2019, ISO/IEC/IEEE 8802-11:2018/Amd 3:2020, ISO/IEC/IEEE 
8802-11:2018/Amd 4:2020, ISO/IEC/IEEE 8802-11:2018/Amd 5:2020. 

A list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites. 
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Abstract: Technical corrections and clarifications to IEEE Std 802.11 for wireless local area
networks (WLANs) as well as enhancements to the existing medium access control (MAC) and
physical layer (PHY) functions are specified in this revision. Amendments 1 to 5 published in 2016
and 2018 have also been incorporated into this revision.

Keywords: 2.4 GHz, 256-QAM, 3650 MHz, 4.9 GHz, 5 GHz, 5.9 GHz, 60 GHz, advanced
encryption standard, AES, audio, beamforming, carrier sense multiple access/collision avoidance,
CCMP, channel switching, clustering, contention based access period, Counter mode with Cipher-
block chaining Message authentication code Protocol, confidentiality, CSMA/CA, DFS, direct link,
directional multi-gigabit, dynamic allocation of service period, dynamic extension of service period,
dynamic frequency selection, dynamic truncation of service period, E911, EDCA, emergency alert
system, emergency services, fast session transfer, forwarding, GCMP, generic advertisement
service, high throughput, IEEE 802.11™, international roaming, interworking, interworking with
external networks, LAN, local area network, MAC, management, measurement, medium access
control, media-independent handover, medium access controller, mesh, MIS, millimeter-wave,
MIMO, MIMO-OFDM, multi-band operation, multi-hop, multi-user MIMO, multiple input multiple
output, network advertisement, network discovery, network management, network selection,
noncontiguous frequency segments, OCB, path-selection, personal basic service set, PHY,
physical layer, power saving, QoS, quality of service, quality-of-service management frame, radio,
radio frequency, RF, radio resource, radio management, relay operation, spatial sharing, SSPN,
subscriber service provider, television white spaces, TPC, transmit power control, video, wireless
access in vehicular environments, wireless LAN, wireless local area network, WLAN, wireless
network management, zero-knowledge proof
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Important Notices and Disclaimers Concerning IEEE Standards 
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or
represent that the use of the material contained in its standards is free from patent infringement. IEEE
Standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents. 

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person who would
like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join the relevant
IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
& Interests area of the IEEE SA myProject system. An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. 

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANs) with all of the amendments that have been published to date. 

Incorporating published amendments

The original standard was published in 1997, revised in 1999 with MIB changes, and reaffirmed in 2003.

A revision was published in 2007, which incorporated into the 1999 edition the following amendments:

— IEEE Std 802.11a™-1999: High-speed Physical Layer in the 5 GHz Band (Amendment 1)
— IEEE Std 802.11b™-1999: Higher-Speed Physical Layer Extension in the 2.4 GHz Band

(Amendment 2)
— IEEE Std 802.11b-1999/Corrigendum 1-2001: Higher-speed Physical Layer (PHY) extension in the

2.4 GHz band (Corrigendum 1 to Amendment 2)
— IEEE Std 802.11d™-2001: Specification for operation in additional regulatory domains

(Amendment 3)
— IEEE Std 802.11g™-2003: Further Higher Data Rate Extension in the 2.4 GHz Band

(Amendment 4)
— IEEE Std 802.11h™-2003: Spectrum and Transmit Power Management Extensions in the 5 GHz

band in Europe (Amendment 5)
— IEEE Std 802.11i™-2004: Medium Access Control (MAC) Security Enhancements (Amendment 6)
— IEEE Std 802.11j™-2004: 4.9 GHz–5 GHz Operation in Japan (Amendment 7)
— IEEE Std 802.11e™-2005: Medium Access Control (MAC) Quality of Service Enhancements

(Amendment 8)

A revision was published in 2012, which incorporated into the 2007 revision the following amendments: 

— IEEE Std 802.11k™-2008: Radio Resource Measurement of Wireless LANs (Amendment 1)
— IEEE Std 802.11r™-2008: Fast Basic Service Set (BSS) Transition (Amendment 2)
— IEEE Std 802.11y™-2008: 3650–3700 MHz Operation in USA (Amendment 3)
— IEEE Std 802.11w™-2009: Protected Management Frames (Amendment 4)
— IEEE Std 802.11n™-2009: Enhancements for Higher Throughput (Amendment 5)
— IEEE Std 802.11p™-2010: Wireless Access in Vehicular Environments (Amendment 6)
— IEEE Std 802.11z™-2010: Extensions to Direct-Link Setup (DLS) (Amendment 7)
— IEEE Std 802.11v™-2011: Wireless Network Management (Amendment 8)
— IEEE Std 802.11u™-2011: Interworking with External Networks (Amendment 9)
— IEEE Std 802.11s™-2011: Mesh Networking (Amendment 10)

This introduction is not part of IEEE Std 802.11-2020, IEEE Standard for Information Technology—
Telecommunications and Information Exchange between Systems—Local and Metropolitan Area Networks—
Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications.
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A revision was published in 2016, which incorporated into the 2012 revision the following amendments: 

— IEEE Std 802.11ae™-2012: Prioritization of Management Frames (Amendment 1)
— IEEE Std 802.11aa™-2012: MAC Enhancements for Robust Audio Video Streaming

(Amendment 2) 
— IEEE Std 802.11ad™-2012: Enhancements for Very High Throughput in the 60 GHz Band

(Amendment 3)
— IEEE Std 802.11ac™-2013: Enhancements for Very High Throughput for Operation in Bands

below 6 GHz (Amendment 4)
— IEEE Std 802.11af™-2013: Television White Spaces (TVWS) Operation (Amendment 5)

This revision is based on IEEE Std 802.11-2016, into which the following amendments have been
incorporated:

— IEEE Std 802.11ai™-2016 (second printing): Fast Initial Link Setup (Amendment 1) 
— IEEE Std 802.11ah™-2016: Sub 1 GHz License Exempt Operation (Amendment 2) 
— IEEE Std 802.11aj™-2018: Enhancements for Very High Throughput to Support Chinese

Millimeter Wave Frequency Bands (60 GHz and 45 GHz) (Amendment 3) 
— IEEE Std 802.11ak™-2018: Enhancements for Transit Links Within Bridged Networks

(Amendment 4) 
— IEEE Std 802.11aq™-2018: Preassociation Discovery (Amendment 5)

Technical corrections, clarifications, and enhancements

In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. In
addition, this revision removes some features previously marked as obsolete and adds new indications of
other obsolete features.

Generally, features that are marked deprecated or obsolete are not maintained; there might be technical
errors in the material describing these features.
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Renumbering of clauses and annexes

The numbering of certain clauses and annexes has been modified since IEEE Std 802.11-2007.

The evolution of this numbering is shown in Figure 1.
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IEEE Standard for Information Technology— 
Telecommunications and Information Exchange between Systems
Local and Metropolitan Area Networks— 
Specific Requirements

Part 11: Wireless LAN Medium Access Control 
(MAC) and Physical Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to define one medium access control (MAC) and several physical layer (PHY)
specifications for wireless connectivity for fixed, portable, and moving stations (STAs) within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity for fixed, portable, and moving stations
within a local area. This standard also offers regulatory bodies a means of standardizing access to one or
more frequency bands for the purpose of local area communication.

1.3 Supplementary information on purpose

Specifically, in the context of IEEE 802.11™-compliant devices, this standard
— Describes the functions and services required by a device to operate within independent, personal,

and infrastructure networks as well as the aspects of device mobility (transition) within those
networks.

— Describes the functions and services that allow a device to communicate directly with another such
device outside of an independent or infrastructure network.

— Defines the MAC procedures to support the MAC service data unit (MSDU) delivery services.
— Defines several PHY signaling techniques and interface functions that are controlled by the MAC.
— Permits the operation of a device within a wireless local area network (WLAN) that coexists with

multiple overlapping IEEE 802.11 WLANs.
— Describes the requirements and procedures to provide data confidentiality of user information and

MAC management information being transferred over the wireless medium (WM) and
authentication of devices.

— Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that
may be used to satisfy regulatory requirements for operation in any band.
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— Defines the MAC procedures to support local area network (LAN) applications with quality-of-
service (QoS) requirements, including the transport of voice, audio, and video.

— Defines mechanisms and services for wireless network management of devices that include BSS
transition management, channel usage and coexistence, collocated interference reporting,
diagnostic, multicast diagnostic and event reporting, flexible multicast, efficient beacon
mechanisms, proxy ARP advertisement, location, timing measurement, directed multicast, extended
sleep modes, traffic filtering, and management notification.

— Defines functions and procedures aiding network discovery and selection by devices, information
transfer from external networks using QoS mapping, and a general mechanism for the provision of
emergency services.

— Defines the MAC procedures that are necessary for wireless multi-hop communication to support
wireless LAN mesh topologies.

— Defines medium access control mechanisms to support the prioritization of Management frames.
— Defines mechanisms to improve audio video (AV) streaming QoS while maintaining data and voice

performance.
— Defines the PHY signaling, MAC, and beamforming procedures required for operation with

directional antenna patterns.
— Defines the PHY and MAC enhancements to enable operation in the Chinese millimeter wave

frequency bands (60 GHz and 45 GHz).
— Defines the mechanisms for communications over the wireless medium used as a link in an

IEEE 802.1Q™ bridged network.
— Defines mechanisms to enable delivery of preassociation service discovery information to

IEEE 802.11 stations (STAs).

1.4 Word usage

In this document, the word shall is used to indicate a mandatory requirement. The word should is used to
indicate a recommendation. The word may is used to indicate a permissible action. The word can is used for
statements of possibility and capability.

The construction “between x and y”, “x to y” or “x-y” represents an inclusive range (i.e., the range includes
both values x and y).

The construction “up to y” represents an inclusive upper bound (i.e., the range includes the value y).

Any action specified as relating to a SAP primitive is to be interpreted as an action on an invocation or
instance of that primitive.

If <x> represents a scalar field, scalar subfield, scalar parameter or scalar MIB attribute:
— if “<x> is” is used in a context that relates to the testing or setting the value of “<x>” this usage is to

be interpreted as though written “the value of <x> is”
— “<x> indicate(s)” is to be interpreted as though written “the value of <x> indicate(s)”
— “indicated by <x>” is to be interpreted as though written “indicated by the value of <x>”
— “<x> that indicate” is to be interpreted as though written “<x> whose value indicates”

If <x> represents a frame, element, subelement, structured field, structured subfield, structured parameter or
structured MIB attribute:

— “<x> indicate(s)” is to be interpreted as though written “the contents of <x> indicate”
— “indicated by <x>” is to be interpreted as though written “indicated by the contents of <x>”
— “<x> that indicate” is to be interpreted as though written “<x> whose contents indicate”
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If <x> represents a SAP primitive:
— “<x> indicate(s)” is to be interpreted as though written “the (or an) invocation of <x> indicates”
— “indicated by <x”>” is to be interpreted as though written “indicated by the (or an) invocation of

<x>”

The construction of descriptions for uses of the SHA family of hash algorithms [HMAC-]SHA-
<1,256,384>[-n] is used to refer to hash algorithms/HMACs where square brackets indicate optional
information, and n is an integer indicating the length, in bits, of the output when truncating.

A construction of the form “the x element can be included in a, b and c frames” or “the x element can be
present in a, b and c frames” is not to be understood as being a complete list of frames in which the element
might be present.

Constructions of the form that a frame, MPDU or A-MPDU is transmitted with a certain TXVECTOR
parameter, or received with a certain RXVECTOR parameter, are to be understood as referring to the
TXVECTOR or RXVECTOR parameter, respectively, corresponding to the PSDU containing the frame,
MPDU or A-MPDU.  Similarly, constructions of the form that a PPDU is transmitted with a certain
TXVECTOR parameter, or received with a certain RXVECTOR parameter, are to be understood as
referring to the TXVECTOR or RXVECTOR parameter, respectively, corresponding to the PSDU
contained in the PPDU.

References in this standard to a “<name> frame”, where <name> corresponds to one of the Management
frame subtypes, are to be understood as being to a “<name> MMPDU, where the MMPDU is carried in the
frame body of one or more Management frames with the Subtype field value corresponding to <name>, plus
information from the MPDU headers (the Management frame subtype and the addresses)”.

References in this standard to a “<name> request”, where <name> corresponds to one of the Measurement
Types in Table 9-98 is equivalent to (according to context) a) “a Spectrum Measurement Request frame or
Radio Measurement Request frame carrying a Measurement Request element with the Measurement Type
field equal to <name>” or b) “a Measurement Request element with the measurement type field equal to
<name>”.

An ASCII or UTF-8 string is a sequence of ASCII or UTF-8 encoded code points, respectively, without a
terminating null.

References in this standard to “<adjective> STA” correspond to a specific instance of a STA implementation
that will statically support and execute the <adjective> feature or role for the lifetime of the instance. Such a
STA implementation may be capable of a different configuration where <adjective> is not supported (or
even a mutually exclusive state is supported instead), but the switch from support to nonsupport of
<adjective> is beyond the scope of this standard. The <adjective> support is to be understood as static for
the lifetime of the instance, unless explicitly discussed otherwise.

References in this standard to “FILS authentication frame” or “SAE authentication frame” are to be
understood as references to an Authentication frame that contains fields and elements for FILS or SAE
(respectively) operation per Table 9-41.

1.5 Terminology for mathematical, logical, and bit operations

Floor (x), also written as , is the largest integer smaller than or equal to x. For example, Floor (2.3) is 2
and Floor (–2.3) is –3. The two parameter form, Floor (x, y), is the largest multiple of y smaller than or
equal to x; this operator is not used in this standard if y is negative. For example, Floor (3.3, 2) is 2 and
Floor (–3.3, 2) is –4.

x
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Ceil (x), also written as  is the smallest integer larger than or equal to x. For example, Ceil (2.3) is 3 and
Ceil (–2.3) is –2. The two parameter form, Ceil (x, y), is the smallest multiple of y larger than or equal to
x; this operator is not used in this standard if y is negative. For example, Ceil (2.3, 2) is 4 and Ceil (–2.3, 2)
is –2.

Round (x) is the integer closest to x, rounding values with a fractional part of 0.5 away from zero. For
example, Round (2.3) is 2, Round (2.5) is 3, Round (–2.3) is –2 and Round (–2.5) is –3.

x mod y is the remainder when x is divided by y; this operator is not used in this standard if y is negative; the
result is positive even if x is negative. For example, 5 mod 3 is 2 and –5 mod 3 is 1.

The symbol  represents bitwise exclusive OR (XOR).

log2 (x) is the logarithm of x to the base 2. For example, log2 (32) is 5.

Re (z) is the real part of complex number z. Im (z) is the imaginary part of complex number z (not including
the factor i). For example, Re (1 – 2i) is 1 and Im (1 – 2i) is –2.

x && y is the short-circuiting Boolean AND.

x || y is the concatenation of x and y, except in code, where it sometimes is the short-circuiting Boolean OR
(as determined by the context).

!x is the Boolean NOT.

x >> y is x logically shifted right (i.e., zeros are inserted at the most significant end) by y; this operator is not
used in this standard if y is negative.

x << y is x shifted left (i.e., zeros are inserted at the least significant end) by y; this operator is not used in this
standard if y is negative.

x == y is Boolean equality.

x != y Boolean inequality.

x & y, where x and y are numbers, is the bitwise AND of x and y.

x | y, where x and y are numbers, is the bitwise OR of x and y.

0x introduces a hexadecimal number. For example, 0x12 is 18 decimal. 

L(S, F, N) is bits F to F+N–1 of the bit string S starting from the left, using the IEEE 802.11 bit conventions
from 9.2.2.

Truncate-N(S) is bits 0 to N–1 of the bit string S starting from the left, using the IEEE 802.11 bit conventions
from 9.2.2). Other bits are irretrievably deleted.

exp(x) is e to the power x, where e is the base of natural logarithms.

A[b:c] is the bit string consisting of bits b to c of A, where bit 0 of the output is the value of bit b. This
operator is not used in this standard with b larger than c.

x
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int(S) is the numeric value of bit string S, where bit 0 of S is the least significant bit, using the IEEE 802.11
bit conventions from 9.2.2.

NOTE—The int operator applied to a (portion of a) MAC address implies that octet 0 of the MAC address is the least
significant octet under this operator.1

bin[x, k] is the operator that casts decimal value x into k bits binary vector, where x is less than 2k.

1 NOTEs in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
the standard. Lettered footnotes to tables and figures, however, are normative.
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2. Normative references

The following referenced documents are indispensable for the application of this standard (i.e., they must be
understood and used; therefore, each referenced document is cited in the text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) at the time of
publication of this standard applies.

3GPP TS 24.302, Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3.2

ETSI EN 301 893, Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN (latest
Official Journal of the European Union published version).3

FIPS 180-4, Secure Hash Standard.4

FIPS 186-4, Digital Signature Standard.

FIPS 197, Advanced Encryption Standard (AES).

IANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.

IEEE Std 754™-2008, IEEE Standard for Binary Floating-Point Arithmetic.5,6

IEEE Std 802®, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architecture.

IEEE Std 802c™-2017, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture—Amendment 2: Local Medium Access Control (MAC) Address Usage.

IEEE Std 802.1AC™-2016, IEEE Standard for Local and Metropolitan Area Networks—Media Access
Control (MAC) Service Definition.

IEEE Std 802.1AS™, IEEE Standard for Local and Metropolitan Area Networks—Timing and
Synchronization for Time-Sensitive Applications in Bridged Local Area Networks.

IEEE Std 802.1Q™-2003, IEEE Standard for local and metropolitan area networks—Virtual Bridged Local
Area Networks.

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged
Networks.

IEEE Std 802.1X™-2010, IEEE Standard for Local and Metropolitan Area Networks—Port-Based Network
Access Control.

IEEE Std 802.3™-2018, IEEE Standard for Ethernet.

IEEE Std 802.21™-2017, IEEE Standard for Local and metropolitan area networks—Part 21: Media
Independent Services Framework. 

2 3GPP™ documents are available from the 3rd Generation Partnership Project Web site (http://www.3gpp.org).
3 ETSI documents are available from the European Telecommunications Standards Institute (http://www.etsi.org).
4 FIPS publications are available from the National Technical Information Service (NTIS) (http://csrc.nist.gov).
5 The IEEE standards or products referred to in this clause are trademarks owned by The Institute of Electrical and Electronics
Engineers, Inc.
6 IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
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IEEE Std 802.21.1™-2017, IEEE Standard for Local and metropolitan area networks—Part 21.1: Media
Independent Services. 

IETF RFC 791, Internet Protocol, Sept. 1981.7

IETF RFC 826, An Ethernet Address Resolution Protocol, Plummer, D. C., Nov. 1982.

IETF RFC 1035, Domain Names — Implementation and Specification, Mockapetris, P., Nov. 1987.

IETF RFC 1042, A Standard for the Transmission of IP Datagrams over IEEE 802® Networks, Postel, J.,
and J. Reynolds, Feb. 1988.

IETF RFC 1321, The MD5 Message-Digest Algorithm, Apr. 1992 (status: informational).

IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, Krawczyk, H., M. Bellare, and
R. Canetti, Feb. 1997 (status: informational).

IETF RFC 2131, Dynamic Host Configuration Protocol, Mar. 1997.

IETF RFC 2409, The Internet Key Exchange (IKE), Harkins, D., and D. Carrel, Nov. 1998 (status:
Standards Track).

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, Apr. 2002.

IETF RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6), July 2003.

IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, Schaad, J., and R. Housley,
Sept. 2002 (status: informational).

IETF RFC 3447, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specification
Version 2.1, Feb. 2003.

IETF RFC 3490, Internationalizing Domain Names in Applications (IDNA), Mar. 2003. 

IETF RFC 3610, Counter with CBC-MAC (CCM), Whiting, D., R. Housley, and N. Ferguson, Sept. 2003
(status: informational). 

IETF RFC 3748, Extensible Authentication Protocol (EAP), Aboba, B., L. Blunk, J. Vollbrecht, J. Carlson,
and H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, Jan. 2005.

IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for Wireless LANs,
Stanley, D., J. Walker, and B. Aboba, Mar. 2005 (status: informational).

IETF RFC 4119, A Presence-based GEOPRIV Location Object Format, Peterson, J., Dec. 2005.

IETF RFC 4282, The Network Access Identifier, Dec. 2005.

IETF RFC 4776, Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic
Addresses Configuration Information, Nov. 2006.

7 IEFT documents (i.e., RFCs) are available from the Internet Engineering Task Force (http://tools.ieft.org/).
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IETF RFC 4861, Neighbor Discovery for IP version 6 (IPv6), Narten, T., E. Nordmark, W. Simpson, and
H. Soliman, Sept. 2007.

IETF RFC 4862, IPv6 Stateless Address Autoconfiguration, Sept. 2007.

IETF RFC 5116, An Interface and Algorithms for Authenticated Encryption, Jan. 2008. 

IETF RFC 5216, The EAP-TLS Authentication Protocol, Simon, D., B. Aboba, and R. Hurst, Mar. 2008.

IETF RFC 5227, IPv4 Address Conflict Detection, Cheshire, S., July 2008.

IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile, May 2008. 

IETF RFC 5295, Specification for the Derivation of Root Keys from an Extended Master Session Key
(EMSK), Aug. 2008. 

IETF RFC 5297, Synthetic Initialization Vector (SIV) Authenticated Encryption Using the Advanced
Encryption Standard (AES), Harkins, D., Oct. 2008 (status: informational).

IETF RFC 5424, The Syslog Protocol, Gerhards, R., Mar. 2009.

IETF RFC 5480, Elliptic Curve Cryptography Subject Public Key Information, Mar. 2009.

IETF RFC 5869, HMAC-based Extract and Expand Key Derivation Function, Krawczyk, H., and
P. Eronen,  May 2010. 

IETF RFC 5985, HTTP-Enabled Location Delivery (HELD), M. Barnes (Ed.), Sept. 2010.

IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location
Configuration Information, Polk, J., M. Linsner, M. Thomson, and B. Aboba, July 2011.

IETF RFC 6335, Internet Assigned Numbers Authority (IANA) Procedures for the Management of the
Service Name and Transport Protocol Port Number Registry, Aug. 2011.

IETF RFC 6696, EAP Extensions for the EAP Re-authentication Protocol (ERP), July 2012. 

IETF RFC 6942, Diameter Support for the EAP Re-authentication Protocol (ERP), May 2013.

IETF RFC 8200, Internet Protocol, Version 6 (IPv6) Specification, Deering, S., and R. Hinden, 2017.

IETF RFC 8265, Preparation, Enforcement, and Comparison of Internationalized Strings Representing
Usernames and Passwords, Saint-Andre, P., and A. Melnikov, 2017.

ISO 639, Codes for the Representation of Names of Languages.8

ISO 3166-1, Codes for the representation of names of countries and their subdivisions — Part 1: Country
codes.

ISO 3166-2, Codes for the representation of names of countries and their subdivisions — Part 2: Country
subdivision code.

8 ISO publications are available from the ISO Central Secretariat (http://www.iso.ch/). 
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ISO 4217, Currency codes.9

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model.10

ISO/IEC 8802-2:1998, Information technology — Telecommunications and information exchange between
systems—Local and metropolitan area networks — Specific requirements — Part 2: Logical link control.

ISO/IEC 8824-1:1995, Information technology — Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2:1995, Information technology — Abstract Syntax Notation One (ASN.1): Information
object specification.

ISO/IEC 8824-3:1995, Information technology — Abstract Syntax Notation One (ASN.1): Constraint
specification.

ISO/IEC 8824-4:1995, Information technology — Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 11802-5:1997, Information technology — Telecommunications and information exchange
between systems—Local and metropolitan area networks — Technical reports and guidelines — Part 5:
Medium Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Networks (previously known as
IEEE Std 802.1H, 1997 Edition [B19]).11

ISO/IEC 14888-3:2006, Information technology — Security techniques — Digital signatures with appendix
— Part 3: Discrete logarithm based mechanisms.

ITU-T Recommendation Z.120 (2004), Programming Languages—Formal Description Techniques
(FDT)—Message Sequence Chart (MSC).12

NIST Special Publication 800-38B, Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication, Dworkin, M.13

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/
Counter Mode (GCM) and GMAC, Dworkin, M., Nov. 2007.

NIST Special Publication 800-56A R2, Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography, May 2013.

NIST Special Publication 800-57, Part 1 Rev 4, Recommendation for Key Management, Barker, E.,
Jan. 2016.

OASIS Standard EDXL-DE, “Emergency Data Exchange Language (EDXL) Distribution Element, v. 1.0.”
OASIS Emergency Management Technical Committee, May 2006.

OMA-TS-ULP-V2_0_1, UserPlane Location Protocol, Dec. 2012.14

9 See http://www.currency-iso.org/en/home/tables/table-a1.html
10 ISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.ch/). ISO/IEC publications are also available in
the United States from the American National Standards Institute (http://www.ansi.org/).
11 The numbers in brackets correspond to the numbers of the bibliography in Annex A.
12 ITU publications are available from the International Telecommunications Union (http://www.itu.int/).
13 NIST publications are available from the National Institute of Standards and Technology (http://csrc.nist.gov/).
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