EESTI STANDARD EVS-EN ISO 16484-5:2022

Building automation and control systems (BACS) - Part
5: Data communication protocol (1SO 16484-5:2022)

3



EVS-EN ISO 16484-5:2022

EESTI STANDARDI EESSONA NATIONAL FOREWORD

See Eesti standard EVS-EN ISO 16484-5:2022 | This Estonian standard EVS-EN I1SO 16484-5:2022
sisaldab Euroopa standardi EN ISO 16484-5:2022 | consists of the English text of the European
ingliskeelset teksti. standard EN 1SO 16484-5:2022.

Standard on joustunud sellekohase teate|This standard has been endorsed with a
avaldamisega EVS Teatajas. notification published in the official bulletin of the
Estonian Centre for Standardisation and
Accreditation.

Euroopa standardimisorganisatsioonid on teinud
Euroopa standardi rahvuslikele liikmetele |Date of Availability of the European standard is
kéttesaadavaks 05.10.2022. 05.10.2022.

Standard on kattesaadav Eesti Standardimis-ja | The standard is available from the Estonian Centre
Akrediteerimiskeskusest. for Standardisation and Accreditation.

Tagasisidet standardi sisu kohta on voimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi
vOi saates e-kirja meiliaadressile standardiosakond@evs.ee.

ICS 35.240.67,91.040.01

Standardite reprodutseerimise ja levitamise digus kuulub Eesti Standardimis- ja Akrediteerimiskeskusele

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse siisteemi v6i edastamine Ukskdik millises
vormis v8i millisel teel ilma Eesti Standardimis-ja Akrediteerimiskeskuse kirjaliku loata on keelatud.

Kui Teil on kiisimusi standardite autorikaitse kohta, votke palun Gihendust Eesti Standardimis-ja Akrediteerimiskeskusega:
Koduleht www.evs.ee; telefon 605 5050; e-post info@evs.ee

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation and Accreditation

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including
photocopying, without a written permission from the Estonian Centre for Standardisation and Accreditation.

If you have any questions about copyright, please contact Estonian Centre for Standardisation and Accreditation:
Homepage www.evs.ee; phone +372 605 5050; e-mail info@evs.ee



www.evs.ee
/C:UsersmartinDesktopinfo@evs.ee
http://www.evs.ee/

EUROPEAN STANDARD EN ISO 16484-5
NORME EUROPEENNE
EUROPAISCHE NORM October 2022

ICS 91.040.01; 35.240.67 Supersedes EN ISO 16484-5:2017, EN ISO 16484-
5:2017/A1:2020

English Version

Building automation and control systems (BACS) - Part 5:
Data communication protocol (ISO 16484-5:2022)

Systémes d'automatisation et de gestion technique du Systeme der Gebdudeautomation - Teil 5:
batiment - Partie 5: Protocole de communication de Datenkommunikationsprotokoll (ISO 16484-5:2022)
données (ISO 16484-5:2022)

This European Standard was approved by CEN on 4 September 2022.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tiirkiye and
United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2022 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN ISO 16484-5:2022 E
worldwide for CEN national Members.



EVS-EN ISO 16484-5:2022

European foreword

This document (EN ISO 16484-5:2022) has been prepared by Technical Committee ISO/TC 205
"Building environment design" in collaboration with Technical Committee CEN/TC 247 “Building
Automation, Controls and Building Management” the secretariat of which is held by SNV.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by April 2023, and conflicting national standards shall be
withdrawn at the latest by April 2023.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document supersedes EN ISO 16484-5:2017.

Any feedback and questions on this document should be directed to the users’ national standards
body/national committee. A complete listing of these bodies can be found on the CEN website.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tiirkiye and the
United Kingdom.

Endorsement notice

The text of ISO 16484-5:2022 has been approved by CEN as EN ISO 16484-5:2022 without any
modification.



EVS-EN ISO 16484-5:2022

CONTENTS Page
FOREWORD ....ouutetuseerusesesssesssssesssssesssssessssesssssesssssessssssssssesesssesssssassssseess sesesssesesssesssssesssssessssseessseeesssesesssesssssesesseessssesssssesssssesssseessssesesssesesasesssssessssassssnees ii
1 PURPOSE
2 SCOPE oeeeetsetesseesss e sessessssesssssesss e ss s s R 8 EE8 R8RSR R R R R R SRR RS R AR R R R AR E R R
3 DEFINITIONS eoeeeceueeeueeeesseeessseeessseessssessssesssssasessses s s s a8 8 L8 E 8 £ 8RR £ RS8R RS E AR £ RS AR R AR R AR AR R et E R bR
3.1 Terms Adopted from International Standards ...
3.2 Terms Defined fOr this STANAAI ... seeesees s sess s ss s ss e bR R bR R
3.3 Abbreviations and Acronyms Used in this Standard
4  BACnet PROTOCOL ARCHITECTURE ......occnmerrrermrrersesermseseraenens
4.1 The BACnet Collapsed Architecture........
4.2 BACnet Network Topology ......ccueeeeeens
4.3 NY=To10) 5 U
5  THE APPLICATION LAYER.....unnees
5.1 The Application Layer Model........cccoucunu...
5.2 Segmentation Of BACIIEE MESSAZES ...wucrrersmrerseresssesssssesssssesssssessssssssssssssssesssssesssssessssssssssesssssesssssesssssessssssssssesssssesssssasssssassssnas
5.3 TranSmiSSiON Of BACIIET APDUS .....coieueemeeesssesssesessesesssesssssessssssssssssssssssssssesssssesssssesssssssssesssssesssssassssesssssesssssesssssassssssssssssssssesess
5.4 Application Protocol State Machines
5.5 Application Protocol Time SEqUENCE DIAZGIAIMS .....cvweueerrereerseessmeesseessesssessssssssesssssssssssssssssssssassssssssesssssssssssssasssssssssssssssssassans
5.6 Application Layer SETVICE CONVENTIOMNS ...cuureereeueersrerssesssseesseesssesssessssessssssssassssesssessssssssassssesssessssessssssssassssssssassssssssassassssssssssassans
6 THE NETWORK LAYER
6.1 Network Layer ServiCe SPeCifiCation... o ererreesseeeseesseesssessssssesssssssesssssssssssssssssssssesssssssssssssass s ssssssssssssassssssssassssssssssssess
6.2 NEtWOTK LAYET PDU SEIUCEUI.vvuureeiiiniesnersesssessssssssesssssssssssssssssssssassssessssssssassssssssassssssssassssssssesssssssssssssassssssssessssssssassassssssssssasssnees
6.3 Messages for Multiple Recipients ............
6.4 Network Layer Protocol Messages..........cc.....
6.5 Network Layer Procedures.......neines
6.6 BACnet Routers......eneensienens
6.7 Point-To-Point Half-Routers
7  DATA LINK/PHYSICAL LAYERS: Ethernet (ISO 8802-3) LAN .....oreeeeessseesssesssessssesssssssssssssssssssssessssssssssssssssssesssssssssesssas
7.1 The Use of ISO 8802-2 Logical Link CONtrol (LLC) . errereressesssseessssessseessssessssessssssssssssssssssssssssssssssssssssssesssssssssasesss 76
7.2 Parameters Required by the LLC PrimitiVeS. ... iiieessissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess
7.3 Parameters Required by the MAC Primitives
7.4 PRYSICAL MEAIA ..uueerueeusreeseersseesseessseeseesssesssessssesssesssassssesssessssesssesisass e ess s sss s8££ RS AR R AR AR AR RS E AR AR R LRt R e
8 DATA LINK/PHYSICAL LAYERS: ARCNET (ATA 878.1) LAN .o ieeereereeeeseeesseeesssssssessssssssssssssssssssssssssssssssssessssssssssssssssssssssessssnas 77
8.1 The Use of ISO 8802-2 Logical Link Control (LLC)
8.2 Parameters Required by the LLC PrimitiVES....iieeiisissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess
8.3 Mapping the LLC Services to the ARCNET MAC LAYET ..ccnreriiirsiiieesmseessssesssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssesssanes 77
8.4 Parameters Required by the MAC Primitives
8.5 PRYSICAL MEAIA ..ueerureeusreeseersseesseessseesseesssesssessssesssesssassssesssessssssssessssasssessssasssssssassseeEs e e s E R e E AR AR SRR AR R AR Rt R e
9 DATA LINK/PHYSICAL LAYERS: MASTER-SLAVE/TOKEN-PASSING (MS/TP) LAN.....otmtneermeeerrmseessmeesssmsessesessssssssssesans 79
9.1 RY= T4 Te(=I o <T03 U Uor=1 [0 ) o HOuTH PO
9.2 Physical Layer.......co....
9.3 MS/TP Frame Format.......coveennieennnes
9.4 Overview of the MS/TP Network
9.5 MS /TP Medium ACCESS CONEIOL .uuvuueerreenerseesssssssssssesssssssssssssssssssssssssssssssssssasssssssssssssssssesssesssissasssssssssssssssssssessssssssasssssssssssssassssses
9.6 Cyclic Redundancy Check (CRC)..coeemreermermreeemeesseersseenns
9.7 Interfacing MS/TP LANs with Other BACnet LANs
9.8 Responding BACnet User Processing of Messages from MS/ TP ... eenerneessessiesssssssessssssssssssssssssssssssesens 112
9.9 Repeaters
9.10  COBS (Consistent Overhead Byte Stuffing) ENCOAING......ouuueeeeermeeemeessneessssesssssesssesssssessssssssssiissssssssssisssesesssesssssesssans 114
9.11 Documenting MS/TP Device DeSign CROICES ....ccreeeeeeseesssessssesssssssssssssssssssssessssssssssssssssssesssssssssesisasesssssesssssesssans

10 DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT (PTP)
10.1 OVETIVIEW w.vtieeerieessssesesssssssssssssssssssssssssasssssssssssssassssssssssssssssssssssssssesssssssssesesessssssessesebesssssssssesesaseesssnsessssaseesssasessssessesesasennssasssssstassnsssseen

T0.2  SEIVICE SPECIHICATION covureeseerreseeesseesseeesseessessseessesseesssesssesssse s s s s E RS8R R E RS R R R R et
10.3  Point-to-Point Frame Format..................
10.4  PTP Medium Access Control Protocol

11 DATA LINK/PHYSICAL LAYERS: LonTalk (ISO/IEC 14908.1) LAN....cceereerrmeesssssesssssesssesessssssssssssssssssssssssssssssssssssssesssans
11.1  The Use of ISO 8802-2 Logical Link CONTIol (LLC) . ereereeesseessseesssesssseesssseesssssssssssssssssssssessssssssssssssssssssssssssssssssssesess 147
11.2  Parameters Required by the LLC PrimitiVes ... eieerseeseessssssssesssssssssssssssssssssssssssssesssssssssssssssssesssssssssssssasssssssseses 147

© ISO 2022 - All rights reserved iii



EVS-EN ISO 16484-5:2022

11.3
11.4
11.5

Mapping the LLC Services to the LonTalk Application Layer
Parameters Required by the Application Layer Primitives.......
PRYSICAL MEAIA c.uuuvureruresseessessesssessssssssssssessssssssesssssssssssssssssesssssssssssssesssessssessssssssessssssssnssssssssassssssssessssasssssssassssssssnssssessssssssasssssssssnsanes

12 MODELING CONTROL DEVICES AS A COLLECTION OF OBJECTS ....iiiisssssissssssssssssssssssssssssssssssssssssssssssssssenss

iv

12.1

12.2

12.3

12.4

12.5

12.6

12.7

12.8

12.9

12.10
12.11
12.12
12.13
12.14
12.15
12.16
12.17
12.18
12.19
12.20
12.21
12.22
12.23
12.24
12.25
12.26
12.27
12.28
12.29
12.30
12.31
12.32
12.33
12.34
12.35
12.36
12.37
12.38
12.39
12.40
12.41
12.42
12.43
12.44
12.45
12.46
12.47
12.48
12.49
12.50
12.51
12.52
12.53
12.54
12.55
12.56

Object Characteristics and Requirements
ANALOZ INDPUL ODJECE TYPE wurrerrrrrrreermressesssesisssssssssssssssssssssssesssssssssssssesssssssssssssssssasssssssssssssssssasssssssssssssasssssssssssssssssassssssssesssssssssssssnssss
ANAIOZ OULPUL ODJECE TYPE cevureureeerrresseersseesseeesseesssesssessssesssessssesssessssessseesssassssssssassssessssssssesssessssessssssssasssstsssassssssssassssesssessssassssssssassss
Analog Value Object Type
AVETAZING ODJECE TYPE cevrreurrersreeseessresseesssesssessssessssesssassssesssessssssssessssesssessssasssessssasssstsssassssssssessssesssessssasssetsssassssesssassssesssasssssssssssssassss
BINary INPUL OBJECE TP uueierirrerriesriessesssesseessesssssssssssssssssssssessssssessssssssssssssssssssssssssssssssesssssssesssssssssssssssssssssssssesssessssssssasesssssssssssens
Binary Output Object Type...
Binary Value Object Type .....
Calendar Object Type ....c.....
Command Object Type.......
Device Object TYPe ..occoreeerieerreernneens
Event Enrollment Object Type.....
FILE ODJECE TP euieruresmeessissiesssiesssssssssssssessssssssessssssssassssssssassssssssassssssssessssessssesssassssssssessssssssesssssssssssssessssssssessssssssnessesssmssssasssssssssnsanes
GIOUD ODJECE TYPE crrvurrerreerrisineessiesnsssssssssessssssssesssssssssssssssssesssssssssssssesssesssssssssesssassssssssns sssssssssssessssssssassssssssssssssssnssssesssmssssasssssssssnsanes
Life Safety Point Object Type
Life Safety Zone Object Type
LiOOP ODJECE TY P eurrerueerseeesseesseessseesssessscsssesssessssessssesssassssesssessssssssassssesssesssssssssesssassssssssessssesssassssessssesssessssesssessssssssnssssasssnssssassssesssassanes
Multi-state Input Object Type
MUulti-state OULPUL ODJECE TYPEuurrrrermiersssissesissssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssesssssssssssssssssassssssssssssssssssssssssssssssans
MUlti-State Value ODJECE TYPE uorerrrereeriressiciiisesinsssssssssssssssssssssssssssssssssssessssssssassssssssssssssssssssssesssssssssssssssssasssssssssssssassssssssssssssssens
Notification Class Object TYPe...ccumeermeeessrennes

Program Object Type ...ccouwereeereens

Pulse Converter Object Type....
Schedule Object Type ....ccuueeneens
Trend Log Object Type.......
Access Door Object Type...
EVENE LOZ ODJECE TYPE covreeereeruserermseeesssessssseesssseessssesssssessssesssasessiseees eessssssssssesssssesssssesssssessssssesssesesssesssssesssssasssssassssssssssssesssesssssasesans
LOAd CONLIOL ODJECE TYPE crvvurreererriessersessmsssssssssssssssssssssssssssssssssssssss sssssssssssssssssssassssssssasssssssssssssssssasssssssssssssassssssssessssssssassssssssssssns
Structured View Object Type
Trend LOZ MUILIPIE ODJECE TYPE coeuueeureueerureesneesseesssesssessssessssssssesssessssassssesssessssessssssssessssssssassssssssassssesssassssessssssssassssssssessssssssassssess
ACCESS POINT ODJECE TY PO ceureeueerseeesreeseesssesssesssseessesssessssesssessssesssassssessssesssoesssssssessssssssassssesssassssesssessssasssstsssassssesssassssesssessssssssssssassss
Access Zone Object Type
Access User Object Type
ACCESS RIGNTS ODJECE TYPE coevureeerrersseerseserssesesssesesssesssssesssssesssssessssssssssesssssesssssess s sssssssssessse s s ss e sss bbbt s bR b s p e
Access Credential Object Type ............
Credential Data Input Object Type.....
CharacterString Value Object Type ...
DateTime Value Object Type ...
Large Analog Value Object Type.....
BitString Value Object Type..............
OCLEtSEIING VAIUE ODJECE TYPEcuuuieeureerueerueeesseessssesssssesssesssssesssssessssssssssssssssssssssesssssesssssesssssessssssbessessssdosssssessssssssssesssssessssassssnss
TIIME VALUE ODJECE TY P uureurrerrerseeeseeseeesseesssesssessssessssesssasssessssassseesssessssesssessssessssssssesssessssessssesssessssessssssssassssssssisssmssssassssesssassssssssnees
Integer Value Object Type
Positive INteZer VAlUe ODJECE TYPE ouueereereerureeseeesseesssessseesssesssessssessssssssassssssssassssssssessssassssssssesssssssssssssssssessssossssssssassssssssssssssssans
DAte VAlUE ODJECT TP urrererrreermiessessseesissssssssssessssssssssssssssssssssssssesssssssssssssssssassssessssssssssssssssssssssssssas s sssssssssssmssssesssssssssssssssssssssns
DateTime Pattern Value Object Type....
Time Pattern VAlUe ODJECE TYPE ierrerimiesssessessisssssssssssssssssssssssssssssssssssssssssssssassssssssessssssssassssssssssssssssssssssassssssssssssssssssssness
Date PatterN Value ODJECT TYPE .rrermersserssesisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssassssessssssssssssssssmssssssssns
Deleted Clause ......coemeeeeesseeseersneens

Global Group Object Type......
Notification Forwarder Object Type.
Alert Enrollment Object Type.....c.....
Channel Object Type ...cuomeeereens
Lighting Output Object Type .....cccnuwern.

Binary Lighting OUtPUL ODJECE TYPE .ueereeeerureesreesseersessseessseessssssssssssssssessssssssasssssssssssssassssssssesssssssssssssasssessssasssssssasssssssssssssassans
INELWOTK POTT ODJECE TYPE cuureureerreesseersseesseeessessssesssessssesssessssassssssssassssssssassssesssessssessssssssassssssssassssesssesssssssssssssassssesssessssssssassssssssssssnes

© IS0 2022 - All rights reserved



EVS-EN ISO 16484-5:2022

12.57  TIIMET ODJECE TYPE ceureeureeuseerrreseesssessseessseessesssesssessssessssesssassssesssessssasssessssessssssssessssesssassssessssssssassssssssassssesssessssesssessssesssssssasssessssasssseses
12.58 Elevator Group Object Type

12.59 Lift Object TYPE vreorerrmersreeesssrsnees

12.60  ESCAlatOr ODJECE TYPE.wuueermiesmersssesssssssssessssssssssssssssssssssssssessssssssassssssssessssssssassssssssassssessssssssassssssssnsssssssassssessssssssassssssssesssmssssssssesss
12.61  ACCUMUIALOT ODJECE TYPE coureererrreereessiessessisssssssssssssssssssssssessssssssassssssssessssssssssssssssssssssessssssssessssssssessssssssassssessssssssassssssssasssssssssssssnses
12.62 Staging Object Type.....ccommueennne.

12.63 Audit Reporter Object Type....

12.64 Audit Log Object Type ...cconeeen.

13 ALARM AND EVENT SERVICES......ciieitcuieetusetesssetessesssssesssssesssssessssesssssasssssasssssassssssssssssssssesssssesssssassssssssssasssssasssssasssssassssssssssssssssssssanas
131 Change Of VAlUE REPOTTING....ccueeueereeesssesssesesssesesssesssssesssssessssssssssssssssesssssesssssesssssessssssesssesssssesssssessssssssssesssssesssssasssssasssssssssssesss
13.2  Event Reporting ...

13.3  Event Algorithms

13.4  Fault Algorithms.....coneerereeen.

13.5 AcknowledgeAlarm Service

13.6  ConfirmedCOVNOUTICAtION SEIVICE ...ccuuieeeerreeeeersseessseesseessesssesssssssssssssesssssssssssssssssssssssssses st e s s s s ssses s ss s sssasssssssseses
13.7  UnconfirmedCOVNotification Service.

13.8  ConfirmedEVentNOTfICAtION SEIVICE ...owerurermserersesersesssseesssessssssssssssssesssssesssssessssssssssesss s ss s ssss s s e sessse s sssassssssssss
13.9  UnconfirmedEVeNntNOtifiCAtioN SEIVICE. ...ourrersrerseresseesssssssssssseessssesssssesssssessssssssssesssssesss s sssssess s sssssesssasasssssssess
13.10  GetAlarMSUMIMATY SEIVICE ...iiumerimremersesssessissssssssssssssssssssssssassssssssassssessssssssesssassssassssssssessssssssessssssssassssasssssssssssssssssssssssssssssssases
13.11  GetENrollmMeENtSUMMATY SETVICE ..o ueeureeesreeseessseessesssessssesssessssessssssssassssssssessssssssassssesssessssssssessssasssessssassssesssassssessssssssasssssssseses
13.12 GetEventIinformation Service

13.13  LifeSafetyOPEration SEIVICE ..o ireererseeereeseesssesssessssessssesssassssesssessssasssessssesssessssessssesssessssssssessssasssessssessssssssassssssssassssssssasssseses
13.14  SUDSCIIDECOV SEIVICE ...couueeruseerseeesseesssseesssesesssesssssesssssesssssesssssssssssessssesssssesssssesssssessssssssssssesssesssssesssssessssssssssesesssesssssassssssssssesesssesesas
13.15  SUDSCIIDECOV PIOPETITY SEIVICE. ciuuuiieuriciiersineemisssesssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssessssassssssssssssssssssssssssssssssseses
13.16  SubscribeCOVPIOPertyMUILIPIE SEIVICE ..corerreeeiniesnesssesisssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseses
13.17 ConfirmedCOVNotificationMultiple Service

13.18 UnconfirmedCOVNotificationMultiple Service

13.19  AUIELOGQUETY ..eereeueeeseeesseesseeesseesssesssessssessssssssasssieessass s sesssessssesssessssesssessssasssessssessssesssassssesssessssesssnssssessssssssessssesssessssessssssssasssessssassssesas
13.20 ConfirmedAuditNotification.......

13.21 UnconfirmedAuditNotification

14 FILE ACCESS SERVICES......oonenrmrernens
141 ALOMICREAAFIIE SEIVICE. ... ieuuieeueeesseeesssesseresssesesssesssssessbieses s eess s s es s bR RS R R RERRER SRR RS R R
14.2  ALOMNICWIILEFIIE SEIVICE w.couieeieeereeeeeesseetsseesseetesssecs e sssesss et sass s sssess s s RE AR RS EER R ARt

15 OBJECT ACCESS SERVICES ........c.....

15.1  AddListElement Service...............

15.2  RemovelistElement Service

15.3  CIEatEODJECE SEIVICE .omiuueemresrersresssssssisssssssssssssssssssssssssassssessssssssassssssssessssssssssssesssassssesssssssses s sssesssmssssessssessssssssassssssssesssmssssnsssneses
154 DElETEODJECT SEIVICE wuuureueerresrerssessssssssssesssssssssssssssssessssssssessssssssassssssssess seesssesssssssssssssessssssssessanssssessssssssessssessssssssassssssssasssmssssnsssneses
15.5 ReadProperty Service

15.6  Deleted ClausSe ....comeenmeemreeeseeeeens

15.7  ReadPropertyMultiple Service..

15.8  REAARANGE SEIVICE ..reeueeureeerreseerssessseeesseessesssessssssssessssesssassssesssessssassssssssesssessssassssesssasbssieanes oAt s s E s se R R bR Rt ae R Rt
15.9  WIItEPTOPEITY SEIVICE oouuevreerersseesissssiessessssssssssssssssssssssssssssssssssassssssssessssssssessssssssesssssssssessas s sssesssmesssasssssssssssssassssssssessssssssnsssnesss
15.10 WritePropertyMultiple Service.

15.11 WriteGroup ServiCe...mmerreesmsesnnns

16 REMOTE DEVICE MANAGEMENT SERVICES

16.1 DeviceCommunicationControl Service

16.2  ConfirmedPriVate TranS er SEIVICE. ..t tesessesesse e sse s s ssssssssse e s sss s s s s s s s s s ase e see s sn s s nsane e ses et essnsnsaneans

16.3  UnconfirmedPrivateTransfer Service.

16.4  ReinitializeDevice Service .......oueneen.

16.5 ConfirmedTextMessage Service....

16.6  UNconfirmedTeXtMESSAZE SEIVICE ....uurersrerseressesessessssesssssessssssssssssssssesssssesssssessssssssssesssssesssssessssssssssesesssesesssesssssssssssassssssesss

16.7  TiMESYNCNTONIZATION SEIVICE c.cuieuuieueersrersseeesseeseesssessssesssessssesssassssesssessssassssssssasssessssessssssssessssesssessssasssessssessssesssassssssssetinscisasssases

16.8  UTCTimeSynchronization Service

16.9 Who-Has and I-Have Services........

16.10 Who-Is and I-Am Services...............

16.11 WhO-AM-T NA YOU-ATE SEIVICES...crvrnrerreetrersreisstsesssssssssssisssssssssssssssssasssssssssssssssssssssssssassssssssssssssssssesssssassssssesssssssssssssssesasssnssans
17 VIRTUAL TERMINAL SERVICES .....cossretretrnetrsesssssssisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssasssassssssssssassssssssssassssssssssssasssansens

17.1  Virtual Terminal Model

17.2 VT-OPEIN SEIVICE wooureuierreeriereesserssessssssisssssssessssssesssessssssesssessssssasssesssessesssesssessssssssssssssessesssasssessssssssssessssssssssesssessssssesssesssssssssssssssssssssessses

© IS0 2022 - All rights reserved



EVS-EN ISO 16484-5:2022

17.3 VT-Close Service

17.4  VT-Data Service.....nnenennnes

17.5  Default Terminal CRAraCteriSTICS ..umieiissrsnssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssessssssssessssssssssssasesanes 796
18 ERROR, REJECT, and ABORT CODES ......eeereinnetssesssssssssssissssssssssssssssssssssssssssssssssssssassssssessssssassssesssssssssssssssssssassssssssssasessnsssnss 800

18.1  Error Class - DEVICE

18.2  ETTOY ClaSS = OBJECT ..cvuveusreseeieessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssessssssssessssssesssssssssasssessasssassssnsssssssessnsssesssssasstans

18.3 EXTOT ClasS - PROPERTY et seesesessesesss s ssssssssssssssssssssssssssssssssssssesessesssssesssssasssnssnssesssesesssssussassssssnsanssessssssssussansaneane

18.4  Error Class - RESOURCES

18.5  EITOI ClaSS - SECURITY wecereeretereierrsessessessessessssstessssssssssessssssssessssssssssssssssssssessesssssssesssssssssssasssssssssasssssssassssssnsnsssssssssssssssassassansanes
18.6  EITOY Class - SERVICES ...ttt ssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssesssssassssssessasssansssssssssssessnsssasssssasstans
18.7  Error Class - COMMUNICATION ...oouneieeerrsissssssssssssssssssssssssssssssssssssssssssssssessssssssssssassssssssessassssssssssssssssssssasssssssssasesanes 805

18.8  EXTOT ClASS = VT ...iiiiceuueeeuseesuseeessseessssessssssesssesesssesessses st s ss a8 ss 81588 RS E R RS RS RS R R RS R R 809
RS R0 B =) 1ot ol == T 0 ) o PSPPI 810

18.10  ADOIT REASOM cocurceriiieeesiciueeeseeseesssessssesssessssesssessssesssessssessssesssess s sss R R R8RSR E SRR AR E SRS R SRR AR £ AR R LRt R et 810

18.11 Confirmed Service COMIMON EITOTS ..oiuieueerureeseeesseessesssessssesssessssesssessssessssssssassssssssesssssssssssssesssassssessssssssasssssssssssssssssassssssssssess 811
19 BACnet PROCEDURES.......ooicemiinnrernresersenns

19.1  BaCKUP QNA RESTOTE . uuieeeiirrieeiuseessnsssssssssssssssssssssssssssssssssssesssssssssssssesssasssssssssssssass sesssssssssesssassssssssnssssssssassssessssssssassssssssassssssssnsssassss

NIV 000) ¢ o000 =0 o Uo B 50 0 (o) o it/ U U ) o e oo

19.3  Device Restart Procedure

19.4  Determining Maximum CONVEYADIE APDU .....ceeeeeeniesseesseessessssesssssssssssssssssesssssssssssssessssssssssssssssesssssssssssssssssssssssssssesss 823

19.5  ValUue SOUICE MECRANISIN c..ceeureuseeeseeiieeruseessessssessssesssessssesssessssesssassssesssessssesssesssass s sssassssesssessssesssessssas st sssassssssssas s sssesssssssnssssassss 825

19.6  Audit Logging

19.7  Unconfigured Device Discovery and Address ASSIZNIMENT . .......urereeesmeesmseesseesssesssssssssssssssesssssesssssssssssssssssssssesesss 838
20 ENCODING BACnet PROTOCOL DATA UNITS .....ieemeerssseesssessssesssssesssssessssssssssssssssesssssesssssesssssessssssssssesssssessssssssssssssssesssssesssssasssas 839

20.1  Encoding the Fixed Part 0f BACNEEt APDUS .....c..oerrerrersssessessssesssssssssssssssssssssesssssessssssssssssssssessssssssssssssssesssssesssssesssanes 840

20.2  Encoding the Variable Part 0f BACNEt APDUS ......coeresnieseessesssesssssssssssssssssssssesssssssssssssssssesssssssssssssssssssssssssssssssassans 851
21 FORMAL DESCRIPTION OF APPLICATION PROTOCOL DATA UNITS ..cooreerreermsesessssesesssssesssssssssssssssssssssssssssssssssesessannes 866

211 APDU D iNITIONS cueueureereeretrsesetsesessessessesssssstssssessessessessssessssssssssssssssessesssssssessssssssssessesesssetesssssssssssssssnessesessesssssssssssnsssesssssssssassussansanes 866
2% W/ 0003 0y 0 4 T=Yo BINY=Y 14 Tol=T0 53 oo Yo U Lot o' L300 868
21.3  Unconfirmed SErviCe PrOAUCTIONS ....cicireineetsesrsesssiessisssssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssasssanes 878
214 ETTOT PTOAUCLIONS ouetueeeeeeisctsssssessssssssssssssssssssssssssssssssssssssssssissssssssssssssesssssssssssasssesssssnssessssssasesnsssssssssansssnsssssasesnsssssssssssssessunss 881
21.5  ADPDIICATION TYPES wuverrreererrerssnessmisssessssssssssssessssssssssssssssssssssssssassssssssaessssssssssssassssssssessssssssessssssssnssssssssassssessssssssassmssssesssnsssssssssssssassanes 891
21.6  Base Types

22 CONFORMANCE AND INTEROPERABILITY ..oousisiesecesisisscssssseessssssssssssssssssssss s st ssssssssssssssss s sesssssassssssssssssss s s sassassassssssnssassassns 960
22.1 Conformance to BACnet
22.2  BACnet Interoperability

23 EXTENDING BACnet TO ACCOMMODATE VENDOR PROPRIETARY INFORMATION .....cconmmreemmmmmssesssssssssssssssssseess 963
23.1  Extending ENUMETration VaAlUES....eeeesneessssesssessssesssssessssssssssssssssissssesssssesssssesssssessssssssssesssssessssssssssssssssesssssesssssassssnss 963
23.2  Using the PrivateTransfer Services to Invoke Non-Standardized ServViCes......ersesresesssessssesssans 964

23.3  Adding Proprietary Properties to a StandardiZed ODJECL .......eerreemeernsiineeessiisseessseessessssssssesssssssssssessssssssssssssssseseans 964
23.4  Adding Proprietary ODbject TYPES t0 BACNE . .. ceeeeeerseesseeessesssesssessssesssssssssssstsssasissssssassssssssesssssssssssssssssssssssssssssssassans 965
23.5  Restrictions 0N EXtENAING BACNET......cueereereerseesseesseessessssesssessssessssssssassssssssesssssssssisssossset s sessssssssassssssssassssesssassssssssesssssssans 965
24 DELETED CLAUSE ...t sssssssssssssssssssesssssssssss s sss s sss s s s 966
25 REFERENCES ... ettt ssss s sss s sss s s s RS RR R R R R R R R R R R 967
ANNEX A - PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (NORMATIVE).....inminrnsesrssssssssssssssenes 971
ANNEX B - GUIDE TO SPECIFYING BACnet DEVICES (INFORMATIVE)....ccuereeermeeesssmseesssssssssssseesssssssssssssssssssesssssssesssssssesess 974

ANNEX C - Removed
ANNEX D - Removed

ANNEX E - EXAMPLES OF BACnet APPLICATION SERVICES (INFORMATIVE) ..coirernseerssssssssssssssssnsssssssssssssssssssssessss 977
E.1 Alarm and Event Services
E.2 FIlE ACCESS SEIVICES ...oureerureeesseersseeesssesesssesssssesssssesssssesssssessssssssssesssssesssssesssssesssssassssesesssesesssesssssessssssssssesssssesssssesssssassssesesssesesssesessseses sessssness
E.3 ODJECE ACCESS SEIVICES wvrurrrereeiessmessssesimssssssssessssssssessssssssassssssssessssssssassssess s sssessssssssessssssssassssesssesssssssssssssassssssssassssssssnssssesssmssssnsasssssensans
E.4 Remote Device Management SEIVICES ... ererersessssssssssesseessesssessssssesssessssssssssssssssssss s ssssbssssssssss s sessssssssssssssssssssssssonens 989
E.5 VIrtUal TEITNINAL SEIVICES ovuueeureuseerueeseeesseesssessseesssessssesssessssssssessssssssessssesssesssssssssssssassssssssassssesssessssassssssssassssssssessssesssassssassssssssassasesssasssnes 993
ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE) ...ccouureermeeeermssssesssssesessssssessssesssssssssssssssesssssssesssssssessssssssssssssssssssasessess 995
F.1 Example Encodings for Alarm and EVENT SEIVICES .....rmeeeesssessssessssessssssssssssssssssssssssssessssssssssssssssssssssesssssesssssesssanes 995
F.2 Example ENcodings fOr File ACCESS SEIVICES ....uuuimmimrermeesseessseesssessssesssssessssssssssssssssesssssessssssssssssssssssssssesssssesssasesssssssssssessss 1006
F.3 Example ENcodings fOr ODJECt ACCESS SEIVICES...mmrmmerseessseessssesssseessssessssssssssssssssesssssesssssassssssssssssssssesssssesssssesssssessssessss 1008
F.4 Example Encodings for Remote Device Management SEIVICES. ... rmiemeessesssessssssssssssssssssssssesssssssssssssesssssssssssssses 1018
F.5 Example Encodings for Virtual Terminal SEIVICES ......emrernmeeeessnesssessssssssssssssssssssssssssssssesssssssssssssssssessssssssssssasssssssseses 1024

vi © IS0 2022 - All rights reserved



EVS-EN ISO 16484-5:2022

ANNEX G - CALCULATION OF CRC (INFORMATIVE)
G.1 Calculation of the Header CRC.....cccouveenmeereeerneennees
G.2 Calculation Of the DAta CRC ....eeeeeeeseesssssesssesesssesssssesssssesssssesssssessssssesssesesssesssssessssssssssesssssesssssesssssessssesssssesssssassssssssssesssssesesssesess
G.3 Calculation of the ENCOAEd CREC-32K......iereeseessesessesesssessssessssessssssssssssssssssssssesssssesssssessssssssssssssssesssssesssssassssesssssesssssassssssses

ANNEX H - COMBINING BACnet NETWORKS WITH NON-BACnet NETWORKS (NORMATIVE)
H. 1 BACHET GATEWAYS c.uvureereereessersserssesssessesssessesssssssesssssssssssssssssssssssssesasessesssesssessssssssssssassssesssesssesasessesssssssssassssasssesssessssssesssesssesssssssssssssssssssssess
H.2 Requirements and Best Practices for BACnet Gateway Implementations. ... eeeeeseesseesssessssesssessessssesssssesns
H.3 Using BACnet with the DARPA Internet Protocols
H.4 Using BACNet With the IPX PrOtOCOL. ... eeeieressersesssesssssssssesssessssssssesssssssssssssssssesssssssssssssessssssssassssessssssssasssssssasssssssssssssassans
H.5 USing BACNEE With EIB/KNX.....iuieeeeeseeesssesssssesssesssssesssssesssssesssssessssssssssesesssesssssesssssessssesssssesssssesssssessssesssssesssssesssssassssssssssssesssesess
H.6 Using BACnet with the Former BACnet/WS Web Services Interface Defined by Annex N...
H.7 VIrtUl MAC AQATESSING.ouuveuueeesseessseeesseessssesssssesssesesssesssssesssssasssssssssssessssesssssesssssesssssessssssssssesssssesssssessssssssssesssssasssssessssssssssesesssesssssesess 1057

ANNEX I - COMMANDABLE PROPERTIES WITH MINIMUM ON AND OFF TIMES (INFORMATIVE) ....oonreermerermsnererns

ANNEX ] - BACNEt/IP (NORMATIVE) coouireerueeeermssseessssesesssssesesssssesesssssesesssssesssssssesssssssssssssssssssssssssssssssssssesssssssesssssssasessans
Jo1 GENETAL .ot
].2 BACnet Virtual Link Layer
].3 BACNEL/IP DIr€CtEA MESSAZES .uuveeureesseerssressssesssesssssesssssesssssessssssssssesssssesssssesssssessssssssssesssssesssssasssssessssesssssesssssesssssasssssassssssssssssssssesssans
J-4 BACNEL/IP BroadCast MESSAZES ...uuuuermrerseressesesssesssssesssssesssssesssssssssesssssesssssessssssssssssssssesssssassssssssssesssssesssssesssssesssssassssssssssssssssesssans
].5 Addition of Foreign B/IP Devices to an Existing B/IP Network.
].6 Routing Between B/IP and non-B/IP BACNEt NETWOTKS .....coiuceeeerrieseersesssesssssessssssessssssssessssssssssssssssssssssssssssssesssssssssssasssss
].7 Routing Between TWo B/IP BACNET NEEWOTKS ....cuieeeereeseeessessersseessssssssssssesssesssssssssssssessssssssesssssssssssssesssesssssssssssssassssssasssssssens
].8 Use of IP Multicast within BACnet/IP

ANNEX K - BACnet INTEROPERABILITY BUILDING BLOCKS (BIBBS) (NORMATIVE)....nresssssssesssssssssssssasannes 1077
K. 1 Data SRATING BIBBS ....couiuuueeeuueeesseesseessseiesssisiisssesssesssssesssssesssssssssssessssesssssesssssesesssessssssssssesesssesssssesssssessssesssssesssssasssssessssesesssesssasessssseness 1077
K.2 Alarm and Event Management BIBBS.........coremrerssssessssssssssssssssssssssssssesssssessssssssssssssssssssssessssssssssssssssssssasessssassssssees 1098
K.3 SCREAUIING BIBBS ....oeuieeuieuseeeseesseerseessessssessssessiacessessseesssassssssssessssssssassssesssasssssssssssssassssssssassssesssasssesssessssessssssssassssssssassssasssessssessssssssassses 1111
K4 TTENAING BIBBS .uueuuieueeeureesseeesseessessseesessssessssesssessssesssseesssessss s s sssassssesssessssessssssssassssssssessssesssassssesssessssessssssssassssssssassssasssessssessssssssassanes 1115
K.5 Device ManagemMeNt BIBBS.......oeereesneesseessiessiessiessessssesssessssassssesssassssesssessssessssssssassssssssassssssssassssessssssssassssssssassssssssassssesssssssnes 1118
K.6 NetWOork ManagemeEnt BIBBS.......oueieeessesseesssiessessssesssessssassssesssassssesssessssessssssssasssessssassssssssasssssssssssssassssssssassssssssassasesssssssnes 1125
K.7 GAtEWAY BIBBS ...ucuriereeciseeeeiseisesssessssssssssssssssesss st st sssssss s s ssse s s ssssase s s ssss et ssse e sssssssssessssssesssesasessssssnsssssssssssssnees 1128
K.8 AUAit REPOTTINZ BIBBS.....ouieuueeeuueeeuseesseessssessssssesssesesssesssssesssisesess eesssseesssesssssesesssesssssessssssssssesssssesssssesssssessssesssssesssssassssssesssesssssesssssesess 1129

ANNEX L - DESCRIPTIONS AND PROFILES OF STANDARDIZED BACnet DEVICES (NORMATIVE) ....coommrerrnerersnnns 1131
L.1 Operator Interface Profiles
L.2 Life Safety Operator INtErface PrOfIlES ... erseeseeeseesssesssssssssssesssssssesssssssssssssssssssssessssssssssssssssssssssassssssssasssssssssssssassans 1134
L.3 Access Control Operator INtErface ProOfiles ... sssssssssssssssessssssssssssss s ssssss s ssssssssssssassans 1136
L.4 Controller Profiles
L.5 Life Safety CONtIOller PrOfileS ... ieeeiesssssmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssss
L.6 ACCESS CONLIOl CONTIOLIET PrOfIlES ...cvuuieeuseeeueeesecesesessesesssessssesssssesssseessssiess s sesesssessssse s s ssss s s ss s ss s b sss s ssssees
L.7 Miscellaneous Profiles........cuenrernesernsenens
L.8 BACnet General (B-GENERAL) Profile.............
L.9 Lighting Operator Interface Profiles................
L.10 Lighting Control Station Profiles.......ccoueuunee
L.11 Lighting Controller Profiles........cccovurunee.
L.12 Elevator Operator Interface Profiles.....
L.13 E1€VAtOr CONEIOIIET PIOSILES ..couuieeeeeeeueeeeeeessseessesesssesessesssssesssssessssssssssssssssesesssesssssesssssesssssssssses e sssses e ess s st ss s ss s sssssesssesess

ANNEX M - GUIDE TO EVENT NOTIFICATION PRIORITY ASSIGNMENTS (INFORMATIVE] ....cooeicirermnerermmsesessssesesss 1159
M.1 Life Safety Message Group (0 - 31)
M.2 Property Safety MeSSage GIOUP (32 = 53] ocerrmeeseerreesseesssesssessessssssssessssssssesssssssssssssessssesssessssessssssssebsssssssassssssssasssssssssssssassans
M.3 Supervisory MeSSage GIrOUD (64 = 95) c.uueereeeseersseessesessesssssesssssessssssssssssssssesssssesssssesssssessssssssssessissesssssessssssssssesssssesssssasssssaees
M.4 Trouble Message Group (96 - 127) ..ceneeenmserssssersesessesssseeess
M.5 Miscellaneous Higher Priority Message Group (128 - 191)
M.6 Miscellaneous Lower Priority Message Group (192 - 255)

ANNEX N - FORMER BACnet/WS WEB SERVICES INTERFACE (INFORMATIVE) ...oveerrermeressesesssesessssssssssssssssiansssesass 1163
IN.L DAA MOAEL ... eeieeeeereesseersseesseessseessesssesssessssesssseessessssess s s esse s st s RS2 E SR E SRS ER AR £ SRR ER SRR AR AR LR E SR e R en 1163
INL2 PAtRS coeeveeeereeeeessssesessssesessssesesss s essss e ess s s s s8R R RS RER R R R R R AR R R R R 1164
IN.3 NOTINAIZEA POINES c.ovvevusierueeesseessseesseesssseesssseesssssesssesesssesssssesssssasssssessssseesssessssse s a8 es s R R RS RS R R RS E 0 1164

N4 REFEIEINICE NOAES ...vvueereerreeuerurersesssssssssssesssssssesssssssssssssssssssssssessssssessssssssssssssssessassssasssssssesanessnssessssssusssnsssssssessnssssssssanssnsssssssssssssnsaess 1165
IN.5 LOCAIIZALION cuuvvueereeriesesiessiessesssssssssssssssssssssssssssessssssssssssssssessssssssessssssesssssasesnssessssssasessnssssssssnessnssssssnesensssssssusesnsssnsanesansssnsssssssssnsssnsaness 1165
INLO SECUTTLY rvureeuresseersseesseeesseesssesssessssessseesssasssessssesssseessaesssesssees s saE s ER oL E SRR SRR LRSS E R 2R £ RS £ R SRR E R LR ER LR E R AR AR LR AR R AR R bR es 1165
YT o) LT 1166

© ISO 2022 - All rights reserved vii



EVS-EN ISO 16484-5:2022

N.8 Attributes.............
N.9 Standard Nodes.
IN.TO ETICOIIIES vvuvvvuseermseessseessseesssssesssesesssesssssesssssesssssessssesesssssesssesesssesesssesssssesssssesessssesssesesssesssssesesssesssssessssesssssesesssesssssessssesesssesesssesssssesssssasssas
IN.L1T SEIVICE DPLIOIS wuveereereruirseeiessiesessesssesssessessssssssssesssessssssesssessesssesssessssssssssssssessesssesssesssessssssssasessasssesssssssessesssesssessssssnsssssssessesssesssessssssssses 1173
N.12 Services
AL G 20 20 o) PP
N.14 EXTENAING BACNET/WS...oeeereereeereesseeesseesseesssessssesssessssesssessssasssessssassssssssesssessssassssesssesssssssssssssasssstsssassssssssassssesssessssassssssssassssssssasssseses
ANNEX O - BACnet OVER ZigBee AS A DATA LINK LAYER (NORMATIVE)
L0005 4 T =) OO
0.2 ZIZBEE OVETIVIEW......ooueeuiesserueesssssssessssesssesssssssssessssss s sssess s ss 828R e8RS R8RSR RS AR RS R R RS
0.3 DefiNitioNns .ceeeeeeeeiireeesiceeessseesssesesssesesssesesssesesanes
0.4 Unicast Addressing..........
0.5 Broadcast Addressing .......oeeenseeesseennees
0.6 BACnet/ZigBee Data Link Layer (BZLL)..
0.7 Maximum Payload Size...............
0.8 Vendor SPecCific COMMANAS ....ucreeesmessserssesissssssssssssssssssssssssssssssssssssssssssssssessssssssessssssssassssssssessssssssssssssssssssssassssess
ANNEX P - BACnet ENCODING OF STANDARD AUTHENTICATION FACTOR FORMATS (NORMATIVE)....covcmmmrerrnnn 1201
ANNEX Q - XML DATA FORMATS (NORMATIVE)...irnrernsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 1208
Q.1 Introduction
Q.2 XML DOCUIMENT SEIUCLUTE couvuvereeuresseuseiceusesssssessssssssessessessessessssssssssssssssssessessssssssssssssssasssstssesssssssessassssssssssssssssessssssssssssssssassasesssssnssesssssnsas 1211
Q.3 EXPIESSING DA cooueeueeueruereessiessissessesssesssessssiiesssisssesssessesssesssessesssesssessssssssssesssss sesssesssesssessssssessssssssssesssesssessesssesssesssssssssssssssssasssasssesssssssssns
Q.5 Expressing Values
Q.6 Binary ENcoding and ACCESS RULES......c.eereruisreesssesssseessseessssesssssssssesssssesssssessssssssssssssssesssssessssssssssssssssesssssesssssessssssssssssssssssssss 1218
Q.7 EXEEINISTDIIIEY covureurerseesseessiessesssesssssssssssssesssssssssssssessssessessssessssesssassssssssessssessssssssesssessssessseesssessssssssnssssesssnssssesssessssassssesssasssssssnssssesssmssssssssnnsas 1218
Q.8 BACNET URI SCREIME ...ttt sssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssasessssssssssassssssssassssassssnsssssasssasssenssssssssssasssssasasanssansses 1219
ANNEX R - MAPPING NETWORK LAYER ERRORS (NORMATIVE) ...overuerermseessssssessssssssssssssssssssssssesssssssessssssessssssessssasessssanns 1220
ANNEX S - REINOVE....ouueeereseeeersseseesssesessssesessssesessssesssssssssssssessesssseessssssestsssssestsssssesssssssesssssssesesssssesesssssesessssesessssssssssssessessssessssssssssssssessssssnans 1221

ANNEX T - COBS (CONSISTENT OVERHEAD BYTE STUFFING) FUNCTIONS (INFORMATIVE) ..c.ooirerrrmerermsesersssesessens 1222
T.1 Preparing a COBS-Encoded MS/TP Frame for TranSmiSSION. .. eeresseessesssesssssssssssssssssssssssssssssssassssssssesssssssssssssessss 1222
T.2 Decoding an Extended MS/TP Frame UpOn RECEPLION ....vuuumiiiremeeeseesssessseesssseesssssssssssssssesssssessssssssssssssssesssssesssssssssssesssans 1224
T.3 Example COBS-Encoded Frame - Who-Has SEIVICE ......cuuiiimmminmmessississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1226

ANNEX U - BACNEt/IPV6 (NORMATIVE) ...ooiriierssssssssssssssssssssssssisssssisssssssss s ssssssssssssssssssssssssssssssssssssassssssssasssssssssessssannes 1228
U.1 General
U.2 BACnet/IPv6 BACNEL VIrtUAl LINK LAY T ... ceeeeseeseresseerseessessssesseessseesssssssesssssssssssssesssssssssssssssssasssssssssssssssssessassssssssssassssssssases 1229
U.3 BACNETL/IPVO DITr€CtEA MESSAZES .euvreerrerseersersseesseesseesssesssessssessssesssassssesssessssssissssss st sesssssssssesssesssstsssessssasssassssessssssssassssssssassssssssasssases
U.4 BACnet/IPv6 Broadcast Messages
U.5 BACnet /IPV6 VMAC Table MaANAZEIMENT .....ccuuurerurrerseeesseesssseesssseessssesssssessssessiasessssssssssssssssesssssessssssssssssssssesssssesssssesssssesssssasssssassss 1238

ANNEX V - MIGRATION FROM SOAP SERVICES (INFORMATIVE) ... irerririsssssssssssssssssssssssssssssssssssssssssssssssssssssessssanes 1239
T8 B =) o4 1PN 1239
V.2 SEIVICE OPLIONS. couuiuieurirserseessesssesssessssssssssss s sessse s s ssssessse s s s s s s s s R8s R8RSR AR R AR R R 1241

ANNEX W - BACnet/WS RESTful WEB SERVICES INTERFACE (NORMATIVE) ..cuureerrsriissessssmesssssssssssssssssssssssssssesssssses 1242

RTAT A R D 1= 1 [ Yo [=Y T 1242

AT 872 2 1 o 3o PO 1242
W3 SECUTILY wueureurreereesserssessesssessessssseesssssse s s ssse s s s s bR REREEEE R AR E AR R AR R et 1243
AT YT 1o DO TP 1252
RVAYZRT] =1 o E= 0 e B0 U= T =Y oo oS 1252
W.6 Metadata

YA 788 2303 Ut o ) o 13T

W8 QUETY PaATaIMELET S .o cuuieeeieeeseesseessesssessssssssssssssssssssse s st ssse bbb s s R AR AR R AR e

W.9 Representation of Data

W.10 Representation Of METAGAta ... eeiesinsesssessssssssssssssssssssssssssssssssssssessssssssssssssssssssssesssssssssssssssssasssssssssssssssssassasssssssssisssanes 1261
W.11 REPIESENTATION Of LOZS . uireuueeeuseermseeesseesssseesssesesssesesssesssssesssssesssssssssssessssesssssesssssesssssesssssassssssssssesssssesssssessssesssssesssssesssssassssssesssesesssenes 1262
WL 12 FIlETING [EEIMS coovreeeeereeeseeesseeseesusessseessssessssssseesssesssessssesssasssssssseeesses s ess s R SR ER RS E RS AER LR AR RS R AR SRR AR 1266
W.13 LIMiting NUIMDET Of [EEIMNS c.uevueeerieueersreesseessseeseesssesssessssessssesssessssesssessssssssessssessssssssassssesssessssssssessssasssesssssssssssssassssssssassssssssassasasssassans 1268
W. 14 SElECHING CRILATEI coceuieereeerreeeerareesseeesseessessseesssessseesssesssessssssssseesses s sss e s s £s RS R RS R RS E RS R E SRR R R 1268
W.15 Controlling Content of Data REPIESENTATIONS .....wcweureeurermeressessssesssssesssesssssssssesssssessssssssssesssssessssssssssssssssesssssesssssesssssssssaess 1269
W.16 SPECIHTING RANZES ...evueeuueeeueesseeessseesssseesssssesssesesssesssssesssssessssssssssssesss e sssse s8££ R8RSR R RS R SRR RS REEeE 1272
W.17 LOCALZEA VAIUES ...ovveveeeeeseeesseeesseeesseesssseesssssesssesssssesesssesssssssss s sssesesss e ssss b8 8 s8R R8RSR RS R e 1274
W.18 Accessing INdividUal TAgS ANd BitsS ..o eueereesrmeesseerseesesssseessessssssssssssessssssssassssesssesssssssssssssasssssssssssssesssasssssssssssssassssssssasssssssss 1275
WV 1O SEIMANTICS ...urrureessreessresseerssenssseesseesssesssessssesssessssassssesssessssesssassssess e SR E R £ RS E SRR AR SRS £ R AR £ R LR EE AR SRR AEER AR LR R AR R e 1275

viii © IS0 2022 - All rights reserved



EVS-EN ISO 16484-5:2022

W.20 Links and Relationships.......eenn.
W.21 Foreign XML and Other Media Types
W.22 LOZICAl MOTAEING ...oovrevurrerseeesseersesesssesesssesesssesssssesssssessssssesssssessse s e s s e s s8R R8RSR RS R R RS R R
W.23 MAPPEA MOAEIINE c.ovvrevurrerseersseessesesssesesssesssssesssssesssssessssssesssssssssesssssesesssesssssessssssssssesesssesesssesesssessssesssssesssssasssssassssesssssesesssesssssasssssesssans
W.24 Commandability
W.25 Writability and VISTDIIILY oocceeenesseressissssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssasssssssssssssssssassssssssesssssssssssssessss
W.26 WOrking With OPTiONAl DAtA ...cuuceereeeeeseesseeesseeseessseesssesssessssesssesssssssssssssassssssssesssessssessssesssesssssssssssssassssssssassssssssassssssssesssssssssssssessss
W.27 Working with Optional Metadata
RV T 5 =T U o V=g D - - PP
R B T= 0 1 oo D T v PP
W.30 Deleting Data.......ccoueeeermeermrerernnes
W.31 Parentally Inherited Values........
W.32 Concurrency Control ......eeseeesneenns

W.33 Server Support for Data Definitions............
W.34 Server Support for Metadata...............
W.35 Client Implementation Guidelines....
W.36 SUDSCIIPLIONS wuvuuevureesersierisneeisessssesssessssssssssssesssassssssssssssssssssssssesssessssassssesssessssssssessssess s sssessssssssasssessssess s sssassssesssessssssssnssssssssmsssssssessss
W.37 ReAAING MUILIPIE RESOUICES....cuueeereeruereruseressesasssesssssessssseessssessssesssssesssssesssssessssssssssessssse et sss s ss s st s s as et ss s ss s sssssssssesssans
W.38 Writing Multiple Resources

W.39 MaAPPING Of BACNET SYSTEIMS ..ccvureeurisseerseesseessseeseesssessssesssessssesssassssesssessssesssessssasssessssassssesssesssssssssssssassssssssasssssssassssesssesssssssssssssassss
BT O 00 o) P
W.41 Examples

ANNEX X - EXTENDED DISCOVERY OF DEVICES, PROFILES, AND VIEWS (NORMATIVE) ...conmrrerrseressssssessesessnnns 1321
D O 0 o0 ) 1 LT 1321
D @& s 25U U 1322
X.3 Example of Definition of Objects, Properties, and DatatyPes. ... rrmeemsessesseessssssessssssssessssssssssssssssssssssesssssssssssssssss 1323
X4 VIBWS..couureereseeeessssesesssssesessssessesssseseesssseseess e essssseseesss e ees s 45442144 £8 821 E RS £ R824 E R84 E R8RSR R8RSR RS R R AR RS R AR RS R 1324

X5 PICS DIECIATAIONS ..vceureuseeeseesseeeseesseessseesssssssessssesssassssess aesssessssssssessssesssessssesssessssesssessssesssessssessssesssassssssssassssssssassssesssessssesssnssssasssmssssassasessss 1330
ANNEXY - ABSTRACT DATA MODEL (NORMATIVE)....iieuiiuurmeeeurmeeessesessesssssesssssessssssssssssssssesssssesssssessssssssssesssssasssssassssssssssssssssasssssasssas
Y.1 Model Components
47/ 4 =T PP
Y .3 BASE TYPES euruieurreueessesseessesssesssessssssssssessssssssssesssessessssssssssasssssssesssessebssesasesnsssssssssassssesssesssessnsssesssesusessesssssssessssssesssesssessnsssssssssussssasssesssessnssane
Y.4 Common Metadata.
Y.5 NAIMEA VALIUES ..oueeereeerreseersreesseesssesseesssessssssssessssesssassssesssessssessssssssesssessssessssssssasssetsssessssesssassssssssessssesssessssesssessssessssesssasssssssnssssassssssssassssessss
Y6 NAIMEA BiLS w.couieuueeueeseeesseesseesseesssesseesssessssssssessssesssassssesssesssssssssssssass s sss et s E s8R s £ R E RS ER SRR SRR LR SRR SRR R LR Rt
Y.7 Primitive Values
DS I0 2 0T =TSy Tt [ ) oV PP
Y.9 ENGINEETING UNILS..ctiieuieruriesirersiessesssesssssssesssesssesssssss s s sssess s s ss s s s s 8RR RS R e
Y.10 Length Restrictions.....
Y.11 Collections.....ccucueeeueeens
Y.12 Primitive Data .......
Y.13 Constructed Data.....ccoueeunee
Y.14 Data of Undefined Type ....
Y.15 Logical Modeling.........ccooec..
Y16 LINKS cooveeueeeuseeessesssseesssseesssseesssseesssesesssesssssesss et s s £ 88282888 E SR8 E 8RR R LR R
Y. 17 CRange INAiCATIONS cocuueeeureeseeeseesseeesseessseesseesssesssessssessseesssassssesssasssessssassssesssessssesssessssasssessssessssesssesssstsssessssesssesssssessessssessssesssasssmsssssssssassss
Y.18 Definitions, Types, Instances, and Inheritance
A S DT U B 2= AT ) PSP
Y.20 BACNEt-SPECITIC BASE TYPES.ruurirrrmermiesmessessmssssisssssssssessssssssssssssssssssssssssssssassssssssesssssssssssssssssasssssssssssssessssssssessssssssassssesssssssssssssssssessss
Y.21 BACnet-Specific Metadata
ANNEX Z - JSON DATA FORMATS (NORMATIVE] .couieuueermeeesseessssesssesesssesssssesssssessssssssssssssssesssssesssssesssssssssssssssesssssssssssssss ssssssesssssesssns
/8 B 0o Uo ¢ 076 15 Lot o) o 0000 OO
7.2 ]SON Document Structure ..
2.3 Expressing Data......cccouuenreenee
7.4 Expressing Metadata.....
1.5 Expressing Values...........
Z.6 EXEENSIDIIILY covvucrrersereseessnsessessses s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssees
ANNEX AA - TIME SERIES DATA EXCHANGE FILE FORMAT (NORMATIVE) ...vuueeeeessensssessssesssssesssssssssssssssessssssssssssesss
ALALT FALE FOTTNAL.ieuuieueeeeeesseeesseesseesssesseesssessssesssesssesssassssesss s s8R ER £ E £ RS E £ 8L E RS ER A £ RS AR R R SRR E AR AR R LR R Rt 1395
AA.2 REPIESENTATION Of DAL c.uuiuureesreeseesneesseesssesssessssesssesssessssesssessssesssassssesssessssesssessssasssesessesssesssesssstessessssassssssssessseesssasbssesssassssssssssasassss 1395

© ISO 2022 - All rights reserved ix



EVS-EN ISO 16484-5:2022

AA.3 File Generation
AA.4 EXample Files . eeeseeeseessessesssssesssessessessssenes
ANNEX AB - BACnet Secure Connect (NORMATIVE) ... ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 1398
AB.1 BACnet Secure CONNECt DAta LINK .o.oeceeieeessneisesisssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssassanes
AB.2 BACnet/SC Virtual Link Layer Messages...
AB.3 BACNET/SC NOUE OPETATION. ...ivuerureerreesiesssessseesssssssssssssssssssssessssssssassssssssessssssssassssssssesssssssssssssssssasssssssssssssassssssssessssssssassssessssssssssanes
AB.4 Node SwitCh and DireCt CONMECTIONS ...iimeiesssssssssssssssssssssssssssssss s sssssssssssssss s ssssssssssssssssssssssssssssssssssassssssssssssnes
AB.5 Hub Function and Hub Connector
AB.O BACNET/SC CONMECTIONS .uvtvureeuresseerssessseesssessssesssasssessssassssesssassssesssessssesssassssesssessssessssssssassssssssassssesssessssesssassssasssessssessssssssassssssssessssssssnes
AB.7 Application of WebS0CKEtS iN BACNEL/SC ..ererineessssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns
HISTORY OF REVISTONS ... itueteuueeessseessseessseessssesssssesssssssssesssssesssssessssssssssssesssesesssesssssesssssesssssessssesesssesssssesssssessssssssssesssssesssssessssasssssesssssasssasenes

NOTE

Approved addenda, errata, or interpretations for this standard can be downloaded free of charge from

the ASHRAE Web site at www.ashrae.org/technology.

X © IS0 2022 - All rights reserved



EVS-EN ISO 16484-5:2022

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee has
been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with IS0, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent
rights identified during the development of the document will be in the Introduction and/or on the ISO list
of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 205, Building environment design, in
collaboration with the European Committee for Standardization (CEN) Technical Committee CEN/TC 247,
Building automation, controls and building management, in accordance with the Agreement on technical
cooperation between ISO and CEN (Vienna Agreement) and with the American Society of Heating,
Refrigerating and Air-Conditioning Engineers, Inc. (ASHRAE).

This seventh edition cancels and replaces the sixth edition (ISO 16484-5:2017), which has been technically
revised. It also incorporates the Amendment ISO 16484-5:2017 /Amd 1:2020.

The main changes are as follows:
o See the detailed list of changes on pages 1432 to 1451.
Alist of all parts in the ISO 16484 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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FOREWORD

BACnet, the ASHRAE building automation and control networking protocol, has been designed specifically to meet the
communication needs of building automation and control systems for applications such as heating, ventilating, and air-
conditioning control, lighting control, access control, and fire detection systems. The BACnet protocol provides mechanisms by
which computerized equipment of arbitrary function may exchange information, regardless of the particular building service
it performs. As a result, the BACnet protocol may be used by head-end computers, general-purpose direct digital controllers,
and application specific or unitary controllers with equal effect.

The motivation for this Standard was the widespread desire of building owners and operators for "interoperability,” the ability
to integrate equipment from different vendors into a coherent automation and control system - and to do so competitively. To
accomplish this, the Standard Project Committee (SPC) solicited and received input from dozens of interested firms and
individuals; reviewed all relevant national and international data communications standards, whether de facto or the result
of committee activity; and spent countless hours in debate and discussion of the pros and cons of each element of the protocol.

What has emerged from the committee deliberations is a network protocol model with these principal characteristics:

(a) All network devices (except MS/TP slaves) are peers, but certain peers may have greater privileges and responsibilities
than others.

(b) Each network device is modeled as a collection of network-accessible, named entities called "objects.” Each object is
characterized by a set of attributes or "properties.” While this Standard prescribes the most widely applicable object types and
their properties, implementors are free to create additional object types if desired. Because the object model can be easily
extended, it provides a way for BACnet to evolve in a backward compatible manner as the technology and building needs
change.

(c) Communication is accomplished by reading and writing the properties of particular objects and by the mutually acceptable
execution of other protocol "services." While this Standard prescribes a comprehensive set of services, mechanisms are also
provided for implementors to create additional services if desired.

(d) Because of this Standard's adherence to the ISO concept of a "layered” communication architecture, the same messages
may be exchanged using various network access methods and physical media. This means that BACnet networks may be
configured to meet a range of speed and throughput requirements with commensurately varying cost. Multiple BACnet
networks can be interconnected within the same system forming an internetwork of arbitrarily large size. This flexibility also
provides a way for BACnet to embrace new networking technologies as they are developed.

BACnet was designed to gracefully improve and evolve as both computer technology and demands of building automation
systems change. Upon its original publication in 1995, a Standing Standards Project Committee was formed to deliberate
enhancements to the protocol under ASHRAE rules for "continuous maintenance.” Much has happened since the BACnet
standard was first promulgated. BACnet has been translated into Chinese, Japanese, and Korean, and embraced across the
globe. BACnet devices have been designed, built and deployed on all seven continents. Suggestions for enhancements and
improvements have been continually received, deliberated, and, ultimately, subjected to the same consensus process that
produced the original standard. This publication is the result of those deliberations and brings together all of the corrections,
refinements, and improvements that have been adopted.

Among the features that have been added to BACnet are: increased capabilities to interconnect systems across wide area
networks using Internet Protocols, new objects and services to support fire detection, other life safety applications, lighting,
physical access control, and elevator monitoring, capabilities to backup and restore devices, standard ways to collect trend
data, new tools to make specifying BACnet systems easier, a mechanism for making interoperable extensions to the standard
visible, and many others. The successful addition of these features demonstrates that the concept of a protocol deliberately
crafted to permit extension of its capabilities over time as technology and needs change is viable and sound.

The latest update to this standard includes many new capabilities and several clarifications. These new capabilities include
lighting and elevator device profiles that provide a standardized description for these types of devices along with audit
reporting and logging to capture auditable actions. BACnet Secure Connect, a BACnet datalink layer, was also added. This
datalink is fully compatible with all existing BACnet datalinks and provides an interoperable secure path for BACnet
communications.
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All communication protocols are, in the end, a collection of arbitrary solutions to the problems of information exchange and
all are subject to change as time and technology advance. BACnet is no exception. Still, it is the hope of those who have
contributed their time, energies, and talents to this work that BACnet will help to fulfill, in the area of building automation and
control, the promise of the information age for the public good!
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Building automation and control systems (BACS) —

Part 5:
Data communication protocol

1 PURPOSE

The purpose of this standard is to define data communication services and protocols for computer equipment used for
monitoring and control of HVAC&R and other building systems and to define, in addition, an abstract, object-oriented
representation of information communicated between such equipment, thereby facilitating the application and use of
digital control technology in buildings.

2 SCOPE

21 This protocol provides a comprehensive set of messages for conveying encoded binary, analog, and
alphanumeric data between devices including, but not limited to:

(a) hardware binary input and output values,
(b) hardware analog input and output values,
(c) software binary and analog values,

(d) text string values,

(e) schedule information,

(f) alarm and event information,

(g) files, and

(h) control logic.

2.2 This protocol models each building automation and control computer as a collection of data structures called
"objects,” the properties of which represent various aspects of the hardware, software, and operation of the
device. These objects provide a means of identifying and accessing information without requiring knowledge of
the details of the device's internal design or configuration.

3 DEFINITIONS

3.1 Terms Adopted from International Standards

The following terms used in this standard are defined by international standards or draft standards for open system
interconnection (OSI). The definitions are repeated here and a reference to the appropriate standard is provided. Clause
25 contains the titles of all national and international standards referenced in this clause and elsewhere in this standard.
Words or phrases in italics refer to terms defined elsewhere in this clause.

abstract syntax: the specification of application layer data or application-protocol-control-information by using
notation rules which are independent of the encoding technique used to represent them (ISO 8822).

application: a set of a USER's information processing requirements (ISO 8649).
application-entity: the aspects of an application-process pertinent to OSI (ISO 7498).

application-process: an element within a real open system which performs the information processing for a particular
application (ISO 7498).
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