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INTERNATIONAL ELECTROTECHNICAL COMMISSION

/‘ NUCLEAR POWER PLANTS -
d‘\ CONTROL ROOMS -
: COMPUTER BASED PROCEDURES

O FOREWORD

The Internation trotechnical Commission (IEC) is a worldwide organization for standardization comprising

all national elecfroteehnical committees (IEC National Committees). The object of IEC is to promote

international co-op i8p on all questions concerning standardization in the electrical and electronic fields. To

this end and in ad other activities, IEC publishes International Standards, Technical Specifications,

Technical Reports, i IE Available Specifications (PAS) and Guides (hereafter referred to as “IEC
t

Publication(s)”). Their tion is entrusted to technical committees; any IEC National Committee interested
in the subject dealt wi participate in this preparatory work. International, governmental and non-
governmental organizationsgfiaiging with the IEC also participate in this preparation. IEC collaborates closely
with the International Organ'g for Standardization (ISO) in accordance with conditions determined by

agreement between the two ordanizatigns.

consensus of opinion on the rele\antYsubjects since each technical committee has representation from all

The formal decisions or agreeme &EC on technical matters express, as nearly as possible, an international
interested IEC National Committees.

IEC Publications have the form of rec@endations for international use and are accepted by IEC National
Committees in that sense. While all reaSonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be@yesponsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, Te

transparently to the maximum extent possible {in
between any IEC Publication and the corresponding
the latter.

tional Committees undertake to apply IEC Publications
ir national and regional publications. Any divergence
ti n‘al or regional publication shall be clearly indicated in

IEC itself does not provide any attestation of conformi dependent certification bodies provide conformity
assessment services and, in some areas, access to | rks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of t publication.

No liability shall attach to IEC or its directors, employees, se@or agents including individual experts and
members of its technical committees and IEC National Commi ny personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirechgor for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upo IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication.@ f the referenced publications is
indispensable for the correct application of this publication. j

Attention is drawn to the possibility that some of the elements of this IEC ation may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such p ”ghts.

International Standard IEC 62646 has been prepared by subcommitt : Instrumentation
and control of nuclear facilities, of IEC technical committee 45: Nuclear i entation.

The text of this standard is based on the following documents: 6:

FDIS Report on voting

45A/886/FDIS 45A/888/RVD :

Full information on the voting for the approval of this standard can be found in the rep{rs}n
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* # recenfirmed,
. ithdrawn,
. re{ d by a revised edition, or

e am ed.
IMPORTANT —@ 'colour inside’ logo on the cover page of this publication indicates
that it contai olours which are considered to be useful for the correct

understanding @:ontents. Users should therefore print this document using a

colour printer.
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INTRODUCTION

a)/xchnical background, main issues and organisation of the Standard

b)

c)

d)

IEC standard focuses on computerisation of procedures used by the operating staff.
edures have always contributed to a large extent to NPP safety and availability and,
#the use of computer technology to provide enhanced guidance to the plant operators
is 'Qﬁb
decl

asing and becoming current practice. This standard also provides guidance for the
on on the extent the procedures should be computerised.

It is i ed that the Standard be used by nuclear power plant designers, utilities
operatin f, systems evaluators and by regulatory engineers.

Situation o urrent Standard in the structure of the IEC SC 45A standard series

IEC 62646 is third level IEC SC 45A document tackling the generic issue of
computerised p@

IEC 62646 is to b in association with IEC 60964 and with IEC 61839. IEC 60964 is
the appropriate C 45A document providing guidance on operator controls,
verification and vallda on/of design, application of visual display units in the control room,
whereas IEC 61839 est es functional analysis and assignment guidance for allocating

functions between opera or/nd systems.

For more details on the strdcture of the IEC SC 45A standard series, see the item d) of

this introduction
Recommendations and limitati ; SQardmg the application of the Standard

It is important to note that this St stablishes no additional functional requirements

for safety systems

This standard deals with technical req%ts and Human Factor Engineering related to
Computer Based Procedures (CBP). Ho +it does not provide detailed guidance on
ergonomic design of control centres as iti ted in the ISO 11064 series of standards,
nor on task allocation between human and s dealt with in IEC 61839 and on cyber
security, which is developed in IEC 62 645% also excludes the organisation for
maintenance of procedures.

Aspects for which requirements and recomme ns have been provided in this
Standard are:

— the establishment of a policy for computerlsahon o] dures, especially which types
of procedure should be computerised and to what exiept._The different families of CBP
(Computer Based Procedures) to be aimed at, with the somated features, are then
defined. Finally, the safety aspects of CBP are con5|dere

conjunction with paper based procedures, as well as |stance provided to

— the use of CBP inside and outside of the MCR (Mam ral Room), in possible
operator activities, including user coordination; %

— safety and non safety design requirements for the digital system ssing CBP, and
considerations about what to do in case of failure of this system;
a|é

— detailed requirements and recommendations related to the function res of CBP
from the basic ones to the most sophisticated ones, i.e. informati navigation,

guidance and plant control
— the CBP life cycle, from the set-up of the project to the CBP maintena@d the
operator training via design and implementation. ‘

To ensure that the standard will continue to be relevant in future years, the emphasis
been placed on issues of principle, rather than on specific technologies.

Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies documents (IAEA, ISO)

The top-level document of the IEC SC 45A standard series is |IEC 61513. It provides
general requirements for I&C systems and equipment that are used to perform functions
important to safety in NPPs. IEC 61513 structures the IEC SC 45A standard series.
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IEC 61513 refers directly to other IEC SC 45A standards for general topics related to
categorization of functions and classification of systems, qualification, separation of
ystems, defence against common cause failure, software aspects of computer-based
tems, hardware aspects of computer-based systems, and control room design. The
standards referenced directly at this second level should be considered together with
661513 as a consistent document set.

At{ ird level, IEC SC 45A standards not directly referenced by IEC 61513 are standards
rel to specific equipment, technical methods, or specific activities. Usually these
documaywhich make reference to second-level documents for general topics, can be
used o i

own.
A fourth é extending the IEC SC 45A standard series, corresponds to the Technical
Reports whiCh are not normative.

IEC 61513 h
IEC 61508 wit

opted a presentation format similar to the basic safety publication
verall safety life-cycle framework and a system life-cycle framework.
Regarding nucle fety, it provides the interpretation of the general requirements of
IEC 61508-1, IEC -2 and |IEC 61508-4, for the nuclear application sector, regarding
nuclear safety. In th ework |IEC 60880 and IEC 62138 correspond to IEC 61508-3 for
the nuclear applicatio r. IEC 61513 refers to ISO as well as to IAEA GS-R-3 and
IAEA GS-G-3.1 for topicgégtgd to quality assurance (QA).

The IEC SC 45A standard% jes consistently implements and details the principles and
basic safety aspects provid n the IAEA code on the safety of NPPs and in the IAEA
safety series, in particular the quirements NS-R-1, establishing safety requirements
related to the design of Nuclear@/er Plants, and the Safety Guide NS-G-1.3 dealing with
instrumentation and control systemgeimportant to safety in Nuclear Power Plants. The
terminology and definitions used 45A standards are consistent with those used by

the IAEA. o

NOTE It is assumed that for the design of I&CQ s in NPPs that implement conventional safety functions
(e.g. to address worker safety, asset protection, al hazards, process energy hazards) international or
national standards would be applied, that are based g requirements of a standard such as IEC 61508.

A
S
/%)
”~
%
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NUCLEAR POWER PLANTS -
CONTROL ROOMS -
COMPUTER BASED PROCEDURES

23

1 Scope
1.1 Objeco
This International S8tandard establishes requirements for the whole life cycle of operating

procedures that esigner wishes to computerise. It also provides guidance for making
decisions about whj pes of procedures are to be computerised and to what extent. Once
computerised, procedUrgs are designated as "Computer Based Procedures" (CBP).

Enhancing safety, easir§ ation and increasing NPP availability have always been greatly
valued aims which, during operation, rely to a large extent on the operating staff and on
operating procedures. Digital techmology is currently contributing by providing efficient help to
do this at the automation level kp

In addition, the use of computer te logy to provide formats of operating procedures to the
plant operators?, on-line and in re@me, is increasing and becoming current practice. This
can be done both for normal operati ituations and also as advisory formats for use in
abnormal situations. When proper emented and kept up-to-date, such operating
procedures can provide enhanced su for greater safety and operator effectiveness
compared to paper based procedures. preparation demands great care and close
interaction with operators and plant designer d, will also need close co-operation with I1&C

designers.

CBP have many common points with paper based edures. This standard focuses only on
what is specific to CBP.

1.2 CBP overview %

Procedures provide the operators with two types of high Ieva&ments:

e information, i.e. explanations or data displayed in order tc@a le the operator to control
the process, assess the plant situation, understand op i strategies and make
appropriate decisions,

e guidance, i.e. a set of ordered steps for prompting and helping t rator to operate the
process and the plant equipment.

Information and guidance are combined to minimise operators eer,a to optimise
efficiency of plant operation.

aims to benefit from operator experience and predefined guidelines.

These elements can be of a varying level of detail depending on the proced&%which

Computerisation of procedures can provide, according to the specified design policy: L

e enhanced process and plant equipment information,

e enhanced operator guidance,

1 Operators may be male or female, so that in this standard, “he” is a shortcut for “he / she” and “his” is a
shortcut for “his / her”.
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e optional automatic plant control.
However, introducing such procedures requires attention to the following issues:

e defining a clear policy on the scope of procedures, level of guidance and possible direct
ogess control for example, taking into account experience from plant operation and
n capabilities as well as organisational and technological issues,

e desighing a safe and reliable CBP system, and also providing an appropriate back-up
includi erating procedures covering the assumed failure of the CBP system,

o validati
capabiliti

combination of plant operation strategies, formats presentation and human
well as digital issues,

e maintaining operator in the loop, i.e. ensuring adequate priority of human action

versus compuiegi€ed actions and preventing the loss of knowledge.
1.3 Exclusions fr@his standard

In order to design CBF@' iently and properly, some important inputs should have already
been decided and are thefé?(outside the scope of this standard:
e functional analysis and assi ent

IEC 61839 specifies functio@analysis and assignment procedures and gives rules for
developing criteria for the as&ggnt of functions either to operators or to systems,

e human factors design guideline

ISO 11064 series of standards g@es guidance on human-centered design activities
throughout the life cycle of a compu /Besed interactive system.

In addition, IEC 60964 and IEC 60965, wh ovide requirements and recommendations for
the main control room and supplementa trol point arrangements, apply to the
implementation of CBP in new nuclear power pﬁ Complementary advice for implementing

CBP in case of main control room retrofitting is é6.2.3 of this standard.
This standard also excludes:
e computer security, which is necessary to protect ole life cycle of CBP, but is not

restricted to computerisation of procedures. Neverth this topic is to be considered
when computerising operating means. IEC 62645 deals w?cyber-security,

e requirements on the implementation for CBP function software and hardware of
computer systems for CBP has to be implemented in™i with its safety class in
compliance with IEC 61513,

o the organisation for maintenance of procedures. ;/
1.4 Organisation of this standard GQ:

Clause 2 lists the reference documents.

Clause 3 gives definitions relevant to this standard. \_L

Clause 4 lists the abbreviations used in this standard. @

policy for computerisation of procedures, based on the type of procedure to be implemgn
Three generic types (termed “families”) are proposed, for which general and specific guidance
is provided. Guidance related to the safety requirements of CBP systems is also provided.

Clause 5 provides an overview of CBP. It presents recommendations for the developmergg}a

Clause 6 gives requirements for use in different environments, inside and outside of the MCR
(Main Control Room) and possibly in conjunction with paper based procedures. It then
considers assistance to and coordination of operator activities.
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Clause 7 deals with the digital system which processes CBP. It first considers safety and non-
safety requirements, then gives requirements for handling failures of this system.

I 8 focuses on the detailed requirements and recommendations related to the functional
a\ﬁ of CBP, from the basic ones to the most sophisticated ones, i.e. information,

o O

navig m, guidance and plant control. Miscellaneous options that could ease CBP use are
also

Clause 9 iders the CBP life cycle, from the set-up of the project to the CBP maintenance
and the op training via design and implementation.

2 Normatlv rences

The following docu in whole or in part, are normatively referenced in this document and
are indispensable for pIication. For dated references, only the edition cited applies. For
undated references, latest edition of the referenced document (including any

amendments) applies. O
o

IEC 60671, Nuclear power

p
Surveillance testing {S\

Instrumentation and control systems important to safety —
IEC 60880, Nuclear power plants @trumentation and control systems important to safety —
Software aspects for computer-base sysfems performing category A functions

IEC 60964:2009, Nuclear power plants —ﬂﬁhtrol rooms — Design

IEC 60965:2009, Nuclear power plants — oé;gl Jooms — Supplementary control points for
reactor shutdown without access to the main coyff /| room

IEC 61513, Nuclear power plants — Instrumentatio@ control important to safety — General
requirements for systems

IEC 61772, Nuclear power plants — Control rooms — A%n of visual display units (VDUs)

IEC 61839, Nuclear power plants — Design of control /@s — Functional analysis and
assignment

IEC 62138, Nuclear power plants — Instrumentation and con @mportant for safety —
Software aspects for computer-based systems performing category C functions

IEC 62241:2004, Nuclear power plants — Main control room - functions and
presentation

ISO 11064 (all parts), Ergonomic design of control centres 6£

3 Terms and definitions @:

For the purposes of this document, the following terms and definitions apply. @

3.1

back-up system

alternative equipment for plant monitoring and control designed to be used in case of failure
of the normally used HMI system





