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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
INTEROPERABILITY IN THE LONG TERM -

Part 2: End to end quality codes for supervisory control
and data acquisition (SCADA)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62361-2 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting
57/1374/FDIS 57/1390/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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In this document, words printed in all CAPITALS or SMALL CAPITALS represent specific quality
bits or codes.

A list of all the parts in the IEC 62361 series, published under the general title Power systems
management and associated information exchange — Interoperability in the long term, can be
found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

The scope of IEC 62361-2 is to create a common list of SCADA quality codes for reference by
other standards to avoid embedding quality code lists in other standards.
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POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
INTEROPERABILITY IN THE LONG TERM -

Part 2: End to end quality codes for supervisory control
and data acquisition (SCADA)

1 Scope

This part of IEC 62361 documents the quality codes used by existing IEC standards related to
supervisory control and data acquisition (SCADA) in the field of power systems management.
Meter reading quality coding is not considered to be in the scope of this version of the
document. It determines and documents mapping between these standards. Eventual loss of
quality information that might occur in mapping is documented. A cohesive and common list of
quality codes with semantics is defined. The identified standards to be dealt with in this
document are: IEC 60870-5, IEC 60870-6 TASE.2, IEC 61850, IEC 61970, DAIS DA, OPC DA
and OPC UA.

Data covered by this part of IEC 62361 is measurements provided by the following links,
applications or interfaces:

e RTU, 61850 or OPC DA links to SCADA

e Validation added by state estimation

e TASE.2 (ICCP) or TASE.1 (ELCOM) links between control centers
e Servers, e.g. SCADA, that provide OPC or DAIS DA-data.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60870-5 (all parts), Telecontrol equipment and systems — Part 5: Transmission protocols

IEC 60870-6 (all parts), Telecontrol equipment and systems — Part 6: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations

IEC 61850 (all parts), Communication networks and systems for power utility automation

IEC 61850-3, Communication networks and systems for power utility automation — Part 3:
General requirements

IEC 61850-7-2:2010, Communication networks and systems for power utility automation —
Part 7-2: Basic information and communication structure — Abstract communication service
interface (ACSI)

IEC 61850-7-3, Communication networks and systems for power utility automation — Part 7-3:
Basic communication structure — Common data classes

IEC 61970 (all parts), Energy management system application program interface (EMS-API)
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IEC 61970-301, Energy management system application program interface (EMS-API) —
Part 301: Common information model (CIM) base

ISO 8601, Data elements and interchange formats — Information interchange -
Representation of dates and times

DAIS Data Access formal/05-06-01; www.omg.com
OPC Data Access version 2.03; www.opcfoundation.org.
OPC UA Part 8 -Data Access RC 1.01.10 Specification.doc

3 Terms and definitions

No special terms or definitions are required to understand this document.

4 Overview of applicable |IEC standards

IT-System IT-System

>

Control Center A ’8 \ ’g Control Center B
2 AT\
EMS DMS © © |
apps. apps. g g |

\ Communication Bus \ | |

SCADA Inter-CC Datalink IEC 60870-6 — Inter-CC Datalink

|

-

I S

IEC 61850
p——— =

Substation

EC 60870-5-101/104
IEC 60870-6-TASE.2
P
e

I I
Substation
RTU Automation
System

IEC 60870-5-103 IEC 61850

Protection, Control, Metering

IEC 61850

Switchgear, Transformers,
Intrumental Transformers

IEC 2213/13

Figure 1 — Overview of IEC power systems information exchange standards
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