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NATIONAL FOREWORD

Kaesolev Eesti standard EVS-ISO/IEC 13335-1:2009

“Infotehnolgogia. Turbemeetodid. Info- ja sideteh-
noloogieﬁ@ haldus. Osa 1: Info- ja sidetehnoloogia
du

turbe h mdisted ja mudelid” sisaldab rahvus-
vahelise standardi ISO/IEC 13335-1:2004 “Information
technology —#Security techniques — Management of

information a mmunications technology security —
Part 1: Concepts_and models for information and
communications ology security management”
identset ingliskeelse ti.

Ettepaneku  rahvusy ise  standardi  Umber-
triikimeetodil Ulevotuks as EVS/TK 4 "Infotehno-
loogia", standardi av ise korraldas Eesti

Standardikeskus.

Standard EVS-ISO 13335-1:2
Standardikeskuse 19.06.2009
joustub sellekohase teate avald
2009. aasta juulikuu numbris.

n kinnitatud Eesti
ifaga nr 110 ja
VS Teataja

Standard on kattesaadav Eesti Standard@msest.

This Estonian Standard EVS-ISO/IEC 13335-1:2009
consists of the identical English text of the Interna-
tional Standard ISO/IEC 13335-1:2004 “Information
technology — Security techniques — Management of
information and communications technology security —
Part 1: Concepts and models for information and
communications technology security management”.

Proposal to adopt the International Standard by reprint
method was presented EVS/TK 4 "Infotehcnology",
Estonian standard is published by the Estonian Centre
for Standardisation.

This standard is ratified with the order of Estonian
Centre for Standardisation dated 19.06.2009 No. 110
and is endorsed with the notification published in the
July 2009 edition of official bulletin of the Estonian
national standardisation organisation.

The standard is available from Estonian Centre for
Standardisation.
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Kasitlusala Scope
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Uldine ning rakendatav paljudele eri haldusstiilidele ja
organisatsioonikeskkondadele. Ta on Ules ehitatud nii,
et materjali on v8imalik kohandada organisatsiooni ja
ta konkreetse haldusstiili vajaduste rahuldamiseks.
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organized in a ma
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Forewga}k

ISO (the In fional Organization for Standardization) and IEC (the International Electrotechnical
Commission the specialized system for worldwide standardization. National bodies that are
members of ISO o participate in the development of International Standards through technical
committees estab by the representative organization to deal with particular fields of technical
activity. ISO and IEC téchnical committees collaborate in fields of mutual interest. Other
international organizatfons, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In ield of information technology, ISO and IEC have established a joint
technical committee, ISO TC 1.

International Standards are dr: @in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technic%pmmittee is to prepare International Standards. Draft
International Standards adopted by the jomnt technical committee are circulated to national bodies for
voting. Publication as an Intemational’%@dard requires approval by at least 75 % of the national
bodies casting a vote.

Attention is drawn to the possibility that soée of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held sible for identifying any or all such patent rights.

ISO/IEC 13335-1 was prepared by Joint Technica@ mittee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security techni&:..

This first edition of ISO/IEC 13335-1 cancels and replal O/IEC TR 13335-1:1996 and
ISO/IEC TR 13335-2:1997, which have been technically wévised.

Security techniques — Management of information and com jons technology security:

ISO/TEC 13335 consists of the following parts, under the ger’lf%e Information technology —

— Part 1: Concepts and models for information and communications’technology security

management ®

The following part is under preparation: Q
— Part 2: Techniques for information and communications technology Secu@risk management

ISO/IEC 13335-2, when published, will cancel and replace ISO/IEC TR 13335-3¥1998,and
ISO/IEC TR 13335-4:2000. ISO/IEC TR 13335-5:2001 is currently under revision.élie course of
the revision process it will be merged with ISO/IEC 18028-1. When it is published,

ISO/TEC 18028-1 will consequently cancel and replace ISO/IEC TR 13335-5:2001. @

§
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Ig%iuction

ISO/®3335-1, Information technology — Security techniques — Management of
information.and communications technology security — Part 1: Concepts and models for
informati d communications technology security management, is the first in a series that
deals with t}@anagement aspects of planning, implementation and operations, including
maintenance, @formation and communications technology (ICT) security.

Government andco ercial organizations rely heavily on the use of information to conduct
their business activitiegd Compromise of confidentiality, integrity, availability, non-repudiation,
accountability, authent@ and reliability of an organization’s assets can have an adverse impact.
Consequently, there is a efitigal need to protect information and to manage the security of ICT
systems within organizationg? This requirement to protect information is particularly important
in today’s environment becau ny organizations are internally and externally connected by
networks of ICT systems not rﬁSsarily controlled by their organizations. As well, legislation in
many countries requires that managefent take appropriate action to mitigate risk related to the
business and the use of ICT system8 Such legislation may cover not only privacy/data protection
but also healthcare and financial mar ;ong others.

Part 1 provides a high-level management c@v'ew. This material is suitable for managers and
those who have responsibility for ICT security,fer.an organization’s overall security program or
an organization’s ICT systems. Part 1 focuses #fSeattention on concepts and models for managing
the planning, implementation and operations of ecurity. This Part contains:

o definitions applicable to all parts of this Internatinl Standard (Clause 2);

. descriptions of the major security elements and
security management (Clause 3);

. corporate security objectives, strategies and policies ne for effective organizational
ICT security (Clause 4);

. organization for effective ICT security, models for accounfa@, explicit assignment and
acknowledgement of security responsibilities (Clause 5); /

. an overview of ICT security management functions (Clause 6).

@lationships that are involved in ICT

The information provided in ISO/IEC 13335-1 may not be directly applicable0 all
organizations. In particular, small organizations are not likely to have all th gurces available
to completely perform some of the functions described. In these situations, itas#ffiportant that the
basic concepts and functions are addressed in an appropriate manner for the organiZatign. Even
in some large organizations, some of the functions discussed in this part may not b L
accomplished exactly as described.

ISO/IEC 13335 is organized into two parts. 0

Part 1 (ISO/IEC 13335-1 Information technology — Security techniques — Management of information
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and comafiunieations technology security — Part 1: Concepts and models for information
and com ieations technology security management) provides an overview of the
fundamenta @epts and models used to describe the management of ICT security.

Part 2 (ISO/IEC
information and ¢
communications tec
management techniqu

-2 Information technology — Security techniques - Management of
nications technology security - Part 2: Techniques for information and
y security risk management, to be published) describes security risk
@opriate for use by those involved with management activities.

Note that Parts 3,4 and 5 a chnical Reports. As noted in the Foreword, ISO/IEC 13335 Part
1 supersedes ISO/IEC TR 13 art 1 and Part 2. ISO/IEC 13335 Part 2, when published, will
supersede ISO/IEC TR 13335 and Part 4.

Part 3 (ISO/IEC TR 13335-3 Inforn{ti( 'technology — Security techniques - Guidelines for the
management of Information Technold?@curity - Part 3: Techniques for the management of
Information Technology security) describes security risk management techniques appropriate for
use by those involved with management a&ties.

Part 4 (ISO/IEC TR 13335-4 Information tecﬁQ)g/ — Security techniques - Guidelines for the
management of Information Technology security 4: Selection of safeguards) provides
guidance for the selection of safeguards, and how an be supported by the use of baseline
models and controls. It also describes how this compt€ments the security techniques described in

Part 2, and how additional assessment methods can be 1@ Eor the selection of safeguards.

Part 5 (ISO/IEC TR 13335-5 Information technology — Sec
management of Information Technology security — Part 5:
security) provides guidance with respect to networks and co
for the management of IT security. This guidance supports the id

y techniques - Guidelines for the
afiagement guidance on network
aflusfoations to those responsible
‘l’ ification and analysis of the

Vi © ISO/IEC 2004 — All rights reserved
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Igﬁbrmation technology — Security techniques — Management
ofaiﬁqrmation and communications technology security —

7
Part 'qp

Conce@'and models for information and communications
technol security management

%
1 Scope

Q

ISO/IEC 13335 contains gyi e on the management of ICT security. Part 1 of ISO/IEC 13335
presents the concepts and médels fundamental to a basic understanding of ICT security, and
addresses the general manageﬁ%ﬁssues that are essential to the successful planning,
implementation and operation ofICT security.

It is not the intent of this International Standard to suggest a particular management approach to
ICT security. Instead ISO/IEC 1333@ains a general discussion of useful concepts and
models for the management of ICT securitye=I'his material is general and applicable to many
different styles of management and organi al environments. It is organized in a manner
that allows the tailoring of the material to me “needs of an organization and its specific

management style. ®

2 Definitions &%

2

For the purpose of this document and the other Parts of 13335,@ following terms and
definitions apply. The following terms are derived from all parts O/IEC 13335 and ISO/IEC

17799. Any deviation from the definitions found in these referenc }res from the specific
usage in ISO/IEC 13335 concerning the IT security environment. @

2.1 O,

accountability é
the property that ensures that the actions of an entity may be traced uniquely ge entity

[ISO/IEC 7498-2]
6}

asset
anything that has value to the organization 0
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