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NATIONAL FOREWORD

Kéesolev Eesti standard EVS-ISO/IEC 18028-3:2007
“Infotehnoloogia. Turbemeetodid.
Infotehnoloogiavérkude turve. Osa 3: Vérkudevahelise
side turve turvalliiside abil” sisaldab rahvusvahelise

standardi  ISO/IEC  18028-3:2005 “Information
technology — Security techniques — IT network
security — Part 3: Securing communications between
networks using security gateways” identset
ingliskeelset teksti.

Standardi avald;)'\se korraldas Eesti
Standardikeskus. 6 .

7
Standard EVS-ISO/IEC (028-3:2007 on kinnitatud
Eesti Standardikeskuse 0 .2007 kaskkirjaga ja
joustub sellekohase teate %amisel EVS Teataja
2008. aasta jaanuarikuu numb OQ

Standard on kéattesaadav Eesti Star@(%keskusest.

This Estonian Standard EVS-ISO/IEC 18028-3:2007
consists of the identical English text of the International
Standard  ISO/IEC  18028-3:2005  “Information
technology — Security techniques — IT network
security — Part 3: Securing communications between
networks using security gateways”.

Estonian standard is published by the Estonian Centre
for Standardisation.

This standard is ratified with the order of Estonian
Centre for Standardisation dated 07.12.2007 and is
endorsed with the notification published in the official
bulletin of the Estonian national standardisation
organisation.

The standard is available from Estonian Centre for
Standardisation.
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Kasitlusala 1\
ISO/IEC 18028 see osa annab U(levaate

konfigureerimiseks.

Samasuguseid meetodeid kasutavad ka person

ISO/IEC 18028 selle osa eeldatav

@mesugustest turvallsides kasutatavaist meetoditest ja
komponentidest ning turvallilside arhitektuuri e%]pidest. Ta annab ka juhiseid turvalliside valimiseks ja
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kasitlusalast vélja, sest nad ei kujuta endast turvaltiise! /'

lugejaskond on nilised ja haldustéétajad,
ststeemiadministraatorid, vérguadministraatorid ja infotu ersonal. Ta annab juhiseid, mis aitavad
kasutajal valida turvaliilsi jaoks 6iget tGUpi arhitektuuri, mis k(li@,paremini vastab kasutaja turvanduetele.
2

d tulemidrid, kuid nad jaavad ISO/IEC 18028

naiteks IT-juhid,

ICS 35.040 Margistikud ja informatsiooni kodeerimine

2

Standardite reprodutseerimis- ja levitamis6igus kuulub Eesti Standardikeskusele

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elekiroonsesse siisteemi voi edastamine Ukskoik millises vormis voi
millisel teel iima Eesti Standardikeskuse poolt antud kirjaliku loata on keelatud.

Kui Teil on kiisimusi standardite autorikaitse kohta, palun votke (ihendust Eesti Standardikeskusega:
Aru 10 Tallinn 10317 Eesti; www.evs.ee; Telefon: 605 5050; E-post: info@evs.ee

Right to reproduce and distribute belongs to the Estonian Centre for Standardisation

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying,
without permission in writing from Estonian Centre for Standardisation.

If you have any questions about standards copyright, please contact Estonian Centre for Standardisation:
Aru str 10 Tallinn 10317 Estonia; www.evs.ee; Phone: 605 5050; E-mail: info@evs.ee




EVS-ISO/IEC 18028-3:2007

Contents Page
[ 0T =3,To o R iv
011 o T U1 o2 { o) o P \'
1 Scope ,A ............................................................................................................................................... 1
2 Normatiér =] (=Y 0 o 1
3 Terms and‘&finitions ........................................................................................................................... 1
4 Abbreviated fBFRS .........cociiiiiiiei e eeeeesesmsssssmsssssssssmsmsssssssssssssressesessseeeennnes 4
5 Security require@ts ........................................................................................................................... 5
6 Techniques for se JALEWAYS ...ceeeeeeeeeeeeeececececncn e e e nm s s s s n s s nsnsnsnnnsnsn s s s rnnnnnnsrnnnnnnnn 5
6.1 Packet filtering .......ccfl . e e e e e e n e nnns 5
6.2 Stateful packet INSPECHIAM .......ccoeviiiiiiii e ———————— 6
6.3 Application proxy........... ? ................................................................................................................. 6
6.4 Network Address Transla (r{ 7 ) 6
6.5 Content analyzing and filterif@y-.......cccooooririi e 7
7 Security gateway components Q ...................................................................................................... 7
71 RS o TS << OSSPSR 7
7.2 RoOULErsS ... .eO ................................................................................................ 8
7.3 Application Level Gateway............../‘ ............................................................................................. 8
7.4 Security Appliances ......cccccocccccceeeeennn. QL ......................................................................................... 8
8 Security Gateway Architectures.............. /® ...................................................................................... 8
8.1 Structured approach .........cccocvvrrrerriiicccinen é ................................................................................. 9
8.1.1 Packet filter firewall archit@Cture ...l 9
8.1.2 Dual-homed gateway architecture.................... @ ........................................................................... 10
8.1.3 Screened host architecture ..........ccccccevreeceeccc .M @ ........................................................................ 1
8.1.4 Screened subnet architecture...............cccoeeeeernl T O ..................................................................... 12
8.2 157 Yo [=Te =T o o] (o =T o . . < 13
8.2.1 Single and multi-staged security gateway architectlﬁﬁ ............................................................... 14
9 Guidelines for selection and configuration ..................... o TSR 16
9.1 Selection of a security gateway architecture and approp @ components.......ccccceeeeeeveeeeeenenennns 17
9.2 Hardware and software platform..........cccccceerieccciceeenencccee Q’ .................................................... 17
9.3 CONFIGUIALION ....cveececeec et n e s e sae e n e nens é ................................................. 17
9.4 Security features and settings ..........ccccoverriiiiincccccsecrne e ﬁ ................................................ 18
9.5 e [0 018 TS €= o) o s PP 19
9.6 [ Yo e |15V PR @ ...................................... 19
9.7 Documentatlonz, ................................... 20
9.8 BT | SRR ,gp ................................ 20
9.9 Training and educCation ... W 20
9.10  MiSCEIIANEOUS .......coeeeieiieec et ee e e e e e ee et e et eeeteteesessasssSsmssSSsSRSSSSSSSSSSSSSSSSssssseeseeseeseeseesnenes 20
L= o] o =T ] 1 17/ 22

© ISO/IEC 2005 — All rights reserved iii



EVS-ISO/IEC 18028-3:2007

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respegtive organization to deal with particular fields of technical activity. ISO and IEC
technical committees orate in fields of mutual interest. Other international organizations, governmental
and non-governmental, igison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC h@ established a joint technical committee, ISO/IEC JTC 1.

International Standards are dr% in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint techni committee is to prepare International Standards. Draft International
Standards adopted by the joint techwi€al committee are circulated to national bodies for voting. Publication as
an International Standard requires ap al by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility thats® of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held respo ?@e,for identifying any or all such patent rights.

ISO/IEC 18028-3 was prepared by Joint Tﬁnical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

ISO/IEC 18028 consists of the following parts, uﬁ@qhe general title Information technology — Security
techniques — IT network security: L

— Part 2: Network security architecture /®

— Part 3: Securing communications between networks using%gcurity gateways

— Part 4: Securing remote access %
The following parts are under preparation: @/ﬁ
— Part 1: Network security management @/(

— Part 5: Securing communications across networks using Virtual Private Ne@ks
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Introduction

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation,
accountability, authenticity and reliability of information and services. Securing a network is also essential for
maintaining th racy of billing or usage information as appropriate. Security capabilities in products are
crucial to overa twork security (including applications and services). However, as more products are
combined to provi otal solutions, the interoperability, or the lack thereof, will define the success of the
solution. Security mUst ot only be a thread of concern for each product or service, but must be developed in
a manner that promo e interweaving of security capabilities in the overall end-to-end security solution.
Thus, the purpose of IEC 18028 is to provide detailed guidance on the security aspects of the
management, operation use of IT networks, and their inter-connections. Those individuals within an
organization that are respo e for IT security in general, and IT network security in particular, should be
able to adapt the material in /IEC 18028 to meet their specific requirements. Its main objectives are as

follows: @

— in ISO/IEC 18028-1, to defir%ﬂd, describe the concepts associated with, and provide management
guidance on, network security -Afacluding on how to identify and analyse the communications-related
factors to be taken into account @ establish network security requirements, with an introduction to the
possible control areas and the @ecific technical areas (dealt with in subsequent parts of
ISO/IEC 18028); 0

— in ISO/IEC 18028-2, to define a standard @urity architecture, which describes a consistent framework
to support the planning, design and implemeﬁati.on of network security;

— in ISO/IEC 18028-3, to define techniques for SQ@Q information flows between networks using security
gateways;

— in ISO/IEC 18028-4, to define techniques for secur#ﬂ? ote access;

— in ISO/IEC 18028-5, to define techniques for securing |@r-network connections that are established
using virtual private networks (VPN). /&

ISO/IEC 18028-1 is relevant to anyone involved in owning, operatin @using a network. This includes senior
managers and other non-technical managers or users, in addition to n@agers and administrators who have
specific responsibilities for Information Security (IS) and/or network seCugi#, network operation, or who are
responsible for an organization's overall security programme and security% development.

ISO/IEC 18028-2 is relevant to all personnel who are involved in the plannin ign and implementation of
the architectural aspects of network security (for example IT network manager ministrators, engineers,
and IT network security officers). @

ISO/IEC 18028-3 is relevant to all personnel who are involved in the detailed planning, design and
implementation of security gateways (for example IT network managers, administrators, engineers and
IT network security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example IT network managers, administrators, engineers, and
IT network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example IT network managers, administrators, engineers, and IT network
security officers).
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Information technology — Security techniques — IT network
security —

Part 3:
Securing gommunications between networks using security

gateways~)..
®

%

1 Scope OQ

This part of ISO/IEC 18028 pro an overview of different techniques of security gateways, of components
and of different types of secu ateway architectures. It also provides guidelines for selection and
configuration of security gateways. / .

e
Although Personal Firewalls make udé’of similar techniques, they are outside the scope of this part of
ISO/IEC 18028 because they do not serv@ security gateways.

The intended audiences for this part of IEC 18028 are technical and managerial personnel, e.g.
IT managers, system administrators, network c@nistrators and IT security personnel. It provides guidance in
helping the user choose the right type of archit ﬂe‘for a security gateway which best meets their security
requirements. /®
2 Normative references 0

The following referenced documents are indispensable %e application of this document. For dated
references, only the edition cited applies. For undated re @ces, the latest edition of the referenced
document (including any amendments) applies. A

S

ISO/IEC 18028-4:2005, Information technology — Security techn@s — IT network security — Part 4:

Securing remote access O,
3 Terms and definitions *A

For the purposes of this document, the following terms and definitions apply. L

3.1

alert

‘instant’ indication that an information system and network may be under attack, or in danger because of
accident, failure or people error

3.2

attacker

any person deliberately exploiting vulnerabilities in technical and non-technical security controls in order to
steal or compromise information systems and networks, or to compromise availability to legitimate users of
information system and network resources
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