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NATIONAL FOREWORD

Kéesolev Eesti standard EVS-ISO/IEC 18028-5:2007
“Infotehnoloogia. Turbemeetodid.
Infotehnoloogiavérkude turve. Osa 5: Vérkudevahelise
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“Information technology - Security techniques - IT
network security - Part 5: Securing communications
across networks using virtual private networks”
identset ingliskeelset teksti.

Standardi avald%se korraldas

Eesti
Standardikeskus.

7
Standard EVS-ISO/IEC (028-5:2007 on kinnitatud
Eesti Standardikeskuse 0 .2007 kaskkirjaga ja
joustub sellekohase teate %amisel EVS Teataja
2008. aasta jaanuarikuu numb OQ

Standard on kéattesaadav Eesti Star@(%keskusest.

This Estonian Standard EVS-ISO/IEC 18028-5:2007
consists of the identical English text of the International
Standard  ISO/IEC  18028-5:2006  “Information
technology - Security techniques - IT network security -
Part 5: Securing communications across networks
using virtual private networks”.

Estonian standard is published by the Estonian Centre
for Standardisation.

This standard is ratified with the order of Estonian
Centre for Standardisation dated 07.12.2007 and is
endorsed with the notification published in the official
bulletin of the Estonian national standardisation
organisation.

The standard is available from Estonian Centre for
Standardisation.
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Kasitlusala

ISO/IEC 18028 see osa annab detailseid juhis?turvaaspektide kohta VPN-Uhenduste kasutamisel vorkude
%eks vorkudega. Ta on rajatud vdrguhalduse juhistele,
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Ta on suunatud neile, kes vastutavad selliste teh% meetmete valimise ja teostamise eest, mis on
vajalikud vérguturbe tagamiseks VPN-iihenduste kasut&fsel, ja VPNi turbe sellele jargneva vérguseire eest.
ISO/IEC 18028 see osa annab llevaate virtuaalsetest Mrkudest, esitab VPNi turvaeesmargid ja teeb
kokkuvotte VPNI turvanduetest. Ta annab juhiseid turvaliste

turbe vorguseire kohta. Ta annab ka teavet tldpiliste VPN@ kasutatavate tehnoloogiate ja protokollide

kokkulhendamiseks voi kaugkasutajate (hen
mida annab ISO/IEC 18028-1.

kohta.

ide valimise ja rakendamise kohta ning VPNi
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respegtive organization to deal with particular fields of technical activity. ISO and IEC
technical committees orate in fields of mutual interest. Other international organizations, governmental
and non-governmental, igison with ISO and IEC, also take part in the work. In the field of information
technology, 1SO and IEC n@

established a joint technical committee, ISO/IEC JTC 1.
International Standards are dr% in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint techni committee is to prepare International Standards. Draft International
Standards adopted by the joint techwi€al committee are circulated to national bodies for voting. Publication as
an International Standard requires ap al by at least 75 % of the national bodies casting a vote.

Q

Attention is drawn to the possibility that s? of the elements of this document may be the subject of patent
rights. ISO and IEC should not be held res ibje for identifying any or all such patent rights.

e
ISO/IEC 18028-5 was prepared by Joint Teq}nical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

ISO/IEC 18028 consists of the following parts, uﬁ@qhe general title Information technology — Security
techniques — IT network security: L

— Part 1: Network security management

®
— Part 2: Network security architecture é

&

— Part 3: Securing communications between networks using sec@égateways
— Part 4: Securing remote access @
Ve
— Part 5: Securing communications across networks using virtual privat orks

Qe
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Introduction

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation, accountability,
authenticity and rgliability of information and services. Securing a network is also essential for maintaining the
accuracy of billifg or usage information as appropriate. Security capabilities in products are crucial to overall
network security luding applications and services). However, as more products are combined to provide
total solutions, the operability, or the lack thereof, will define the success of the solution. Security must not
only be a thread of COngern for each product or service, but must be developed in a manner that promotes the
interweaving of secu capabilities in the overall end-to-end security solution. Thus, the purpose of
ISO/IEC 18028 is to pro detailed guidance on the security aspects of the management, operation and use
of information system net s, and their inter-connections. Those individuals within an organization that are
responsible for information rity in general, and network security in particular, should be able to adapt the
material in ISO/IEC 18028 to their specific requirements. Its main objectives are as follows:

— in ISO/IEC 18028-1, to defino?nd describe the concepts associated with, and provide management
guidance on, network security cJuding on how to identify and analyze the communications related
factors to be taken into account ﬁstablish network security requirements, with an introduction to the
possible control areas and the spec#C technical areas (dealt with in subsequent parts of ISO/IEC 18028);

— in ISO/IEC 18028-2, to define a standar curity architecture, which describes a consistent framework to
support the planning, design and implerggdion of network security;

— in ISO/IEC 18028-3, to define techniques for @ring information flows between networks using security
gateways;

— in ISO/IEC 18028-4, to define techniques for securi%’remote access;

— in ISO/IEC 18028-5, to define techniques for securin ter-network connections that are established
using virtual private networks (VPNs). @

ISO/IEC 18028-1 is relevant to anyone involved in owning, opera@ or using a network. This includes senior
managers and other non-technical managers or users, in addition anagers and administrators who have
specific responsibilities for information security and/or network rity, network operation, or who are
responsible for an organization's overall security program and security ;@ey development.

ISO/IEC 18028-2 is relevant to all personnel who are involved in the pla , design and implementation of
the architectural aspects of network security (for example network mana . agdministrators, engineers, and
network security officers).

ISO/IEC 18028-3 is relevant to all personnel who are involved in the detai planning, design and
implementation of security gateways (for example network managers, administratoss) engineers and network
security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example network managers, administrators, engineers, and
network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example network managers, administrators, engineers, and network
security officers).

© ISO/IEC 2006 — All rights reserved \"
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Information technology — Security techniques — IT network
security —

Part 5:

Securing gommunications across networks using virtual private

networks /j/

()Y
%

1 Scope OQ

This part of ISO/IEC 18028 pr s detailed direction with respect to the security aspects of using Virtual
Private Network (VPN) connecti inter-connect networks, and also to connect remote users to networks.
It builds upon the network manage direction provided in ISO/IEC 18028-1.

It is aimed at those individuals respo@ole for the selection and implementation of the technical controls
necessary to provide network security @en using VPN connections, and for the subsequent network
monitoring of VPN security thereafter. :

This part of ISO/IEC 18028 provides an overvi{‘ f VPNs, presents VPN security objectives, and summarizes
VPN security requirements. It gives guidance the selection of secure VPNs, on the implementation of

secure VPNs, and on the network monitoring PN security. It also provides information on typical
technologies and protocols used by VPNs. E
2 Normative references %

2

The following referenced documents are indispensable for @ application of this document. For dated
references, only the edition cited applies. For undated refer s, the latest edition of the referenced
document (including any amendments) applies. /

ISO/IEC 7498 (all parts), Information technology — Open Systems ln%onection — Basic Reference Model
ISO/IEC 13335-1:2004, Information technology — Security techniques éﬁanagement of information and
communications technology security — Part 1: Concepts and models f ‘ormation and communications

technology security management

ISO/IEC 17799:2005, Information technology — Security techniques — Code‘Lor actice for information
security management (YY

ISO/IEC 18028-1:2006, Information technology — Security techniques — IT network security — Part 1:
Network security management

ISO/IEC 18028-2:2006, Information technology — Security techniques — IT network security — Part 2:
Network security architecture

ISO/IEC 18028-3:2005, Information technology — Security techniques — IT network security — Part 3:
Securing communications between networks using security gateways

© ISO/IEC 2006 — All rights reserved 1
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ISO/IEC 18028-4:2005, Information technology — Security techniques — IT network security — Part 4:
Securing remote access

3 Terms and definitions

3.1 Terms defined in other International Standards

For the purposes of this document, the terms and definitions given in ISO/IEC 7498 (all parts) and
ISO/IEC 18028-1 apply,§yas do the following terms defined in ISO/IEC 13335-1: accountability, asset,
authenticity, availabilit eline controls, confidentiality, data integrity, impact, integrity, security policy, non-
repudiation, reliability, ri /lsk analysis, risk management, safeguard, threat, and vulnerability.

3.2 Terms defined in thi rt of ISO/IEC 18028

For the purposes of this docume%we following terms and definitions apply.

3.21 G
- 2,

layer 2 switching
technology that uses internal switching hanisms to establish and control connections between devices
using layer 2 protocols
.
NOTE It is typically used to simulate a LAN en@ment to upper layer protocols.
3.2.2 Q®

layer 2 VPN
virtual private network used to provide a simulated L vironment over a network infrastructure

NOTE Sites linked by a layer 2 VPN can operate as thoug y are on the same LAN.

3.23 %
layer 3 switching

technology that uses internal switching mechanisms in combi n with standard routing mechanisms, or
which employs MPLS techniques, in order to establish and contr: Onections between networks

3.2.4 o

layer 3 VPN A

virtual private network used to provide a simulated WAN environment ove twork infrastructure

NOTE Sites linked by a layer 3 VPN can operate as though they are on a private%f

3.2.5 6
private }

restricted to members of an authorized group: in the context of VPNs, it refers to the@‘ic flowing in a VPN
connection

3.2.6 (p

private network
network that is subject to access controls which are intended to restrict use to members of an authorized
group

3.2.7
protocol encapsulation
enveloping one data flow inside another by transporting protocol data units wrapped inside another protocol

NOTE This is one method which can be used to establish tunnels in VPN technology.

2 © ISO/IEC 2006 — All rights reserved





