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Foreword

ISO (the Intemationd Organization for Standardizationand IEC (the Internation& Electrotechrcal
Commission form the specializel systan for worldwide standardization Nationd bodies tha are
membes of 1SO or IEC participae in the developmen of Internationh Standard through technical
committes establishedpy the respectie organizatio to ded with particula fields of technicé activity.
ISO ard IEC techfiigh committes collaboraé in fields of mutud interest Othea international
organizationsgover td and non-governmental in liaison with 1SO and IEC, also take patt in the

work.

InternationbStandard are @ed in accordane with the rules given in the ISO/IEC Directives Pat 3.

obgy, 1SO ard IEC haw edablishal a joint technich committee,
tandard adoptel by the joint technicd committee are circulaed to
as an Internationa Standad requires approvéa by at leag 75 % of

O

Attention is drawn to the possibilty tha/s( me of the elemens of this Internation& Standad may be the
subjec of pater rights 1SO and IEC sha be held responsil® for identifying any or all sud patent

rights. @

Internation& Standad ISOIEC 957 was re by Joint Technich Committee ISOIECJTC 1,
Information technology Subcommitte SC 32, D anagemerand interchange

In the field of information t
ISOIEC JTC 1. Dratft Internatio
nationd bodies for voting. Public
the nationa bodies castirg avote.

This seconl edition cance$ and replace the first eds Q (1SO 957:1999) which has been technicaly
revised.

Annexes A to E ard G form a normative pat of this Intergajionh Standard Annexes F, H ard | are for
information only. )
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I ntroduction

Remoate Database Access for SQL (RDA/SQL) International Standard is a member of a set of
International Standards produced to facilitate the interworking of computer systems. This International
Standard conforms to the model defined in ISO/IEC 10032, Information technology — Reference Model
of Data Management.

Remote Database Access for SQL can be used to provide remote data access to a database management
system conformi ISO/IEC 9075 (Database Language SQL).

The goal of Remo abase Access for SQL isto alow, with a minimum of technical agreement
outside this Internatiafl Standard, the interconnection of applications and database systems:

- from different m@f' turers,
— under different man%ents
— of different levels of ity,
— explaiting different technol

An application may itself be a datab%?lstem and therefore this International Standard can be used to
support multi-database system interw }ag

Remote Database Access for SQL (RDA/SQL) Xi
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Information technology — Remote database access for SQL
with security enhancement

1 Scope

This International Standard, Remote Database Access for SQL (RDA), defines a model for the remote
interaction of an SQL-client and one or more SQL-servers through communication media, and defines
the encoding of messages, the semantics of messages and associated facilities for mediating the
interaction between one SQL-client and one SQL-server.

This International Standard also defines a mapping of the RDA Protocol to the specific communication
infrastructures TCP/IP and Transport Layer Security (TLS).

This International Standard relies upon the facilities provided by ISO/IEC 9075 (SQL) and
ISO/IEC 9075-3 (SQL/CLI).

This International Standard also:
- identifies potential security vulnerabilities in remote database access using RDA,
- defines RDA facilities which protect against the potential vulnerabilities.
Normative annexes provide:

- a Conformance Proforma,

an optional language independent Application Programming Interface defined in the notational
conventions of ISO/IEC 9075-3 (SQL/CLI) for invoking RDA Operations,

- an optional mapping of ISO/IEC 9075-3 (SQL/CLI) functions to RDA Operations,

- definitions of optional SQL-servers, the RDA Location Server and the RDA Support Server, to
facilitate interoperation and data distribution in a heterogencous environment,

- aset of security profiles that identify which RDA facilities and other security facilities are required
for different levels of protection against potential vulnerabilities.

Informative annexes provide:

— an analysis of security service requirements,

- an ASN.1 specification for the RDA Protocol,

— an ASN.1 specification for the encoding of multiple rows.
This International Standard does not constrain:

- conforming RDA-client environments to be implemented using any particular processor
decomposition,

- conforming RDA-server environments to be implemented using any particular processor
decomposition.

This International Standard refers to but does not define:

- protocols and security mechanisms for communication confidentiality, integrity and authentication
of communicating peers,

— digital signature and authentication mechanisms supported by protocol elements of RDA.

Scope 1
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This International Standard does not define:

— agorithms for query decomposition or for the combining of resultsin a distributed database
environment,

— mechanisms for recovery in the event that transaction co-ordination fails,
— mechanisms for storage integrity and confidentiaity using cryptography,
— mechanismsyo counter Denia of Service attacks.

2 Remote Database Accessfor SQL (RDA/SQL)
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2.1 International Standards

2 Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of
this International Standard. At the time of publication, the editions indicated were valid. All standards
are subject to revision, and parties to agreements based on this International Standard are encouraged to
investigate the possibility of applying the most recent editions of the standards indicated below. Members
of IEC and 1SO r@qtain registers of currently valid International Standards.

2.1 Inter naﬁ&’pal Standards

I SO/IEC 8824-1:1995 @mmation technology — Abstract Syntax Notation One (ASN.1): Specification
o{Dasic notation

ISO/IEC 8825-1:1995 Infp tion technology — ASN.1 encoding rules: Specification of Basic
Enco Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encodi les (DER)

ISO/IEC 8825-2:1996 Informatio nology — ASN.1 encoding rules. Specification of Packed
Encoding Ru }QER)

ISO/IEC 7498-2:1989 Information pro&&si ng systems — Open Systems I nterconnection — Basic
Reference Model —@rt 2: Security Architecture

ISO/IEC 9075:1992  Information technolo@ Database Languages SQL

ISO/IEC 9075-3:1995 Information technology @Ztabase Languages QL — Part 3: Call Level
Interface "

ISO/IEC 9075-4:1996 Information technology — Da@ie Languages QL — Part 4: Persistent Sored
Modules

ISO/IEC 9594-8:1995 | ITU-T Recommendation X.509
Information technology — Open a/st%nterconnection —The
Directory: Authentication Framework.

ISO/IEC 10032:1995  Information technology — Reference Mod Data Management

ISO/IEC 10646-1:1993 Information technology — Universal Multipl et Coded Character Set (UCS) -
Part 1. Architecture and Basic Multilingual P

2.2 Internet Engineering Task Force @

RFC 791 Internet Protocol 6\
RFC 793 Transmission Control Protocol L
RFC 819 The Domain Naming Convention for Internet User Applicatisﬁg
RFC 1122 Requirements for Internet Hosts — Communication Layers

RFC 1123 Requirements for Internet Hosts — Application and Support
RFC 2246 The TLS Protocol

Internet Engineering Task Force standards may be obtained in electronic form from the InterNIC
Directory and Database Services at http://wvww.internic.net and ftp://ftp.internic.net.

Normative References 3
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2.3 Ingtitute of Electrical and Electronics Engineers

2.3 Institute of Electrical and Electronics Engineers

|IEEE 754-1985 Sandard for Binary Floating-Point Arithmetic

Ingtitute of Electrical and Electronic Engineers (IEEE) standards may be obtained from IEEE Customer
Service, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA or ordered electronicaly from

http: //Amww.i eee.(B.\
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