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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of ual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IE ‘5;0 take part in the work.

International Standards aredkafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information tecIQ gy, I1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards a d by the joint technical committee are circulated to national bodies for voting.
Publication as an International St rd requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility th me of the elements of this part of ISO/IEC 9798 may be the subject of
patent rights. ISO and IEC shall not be esponsible for identifying any or all such patent rights.

International Standard ISO/IEC 9798-4 was ﬁgared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security téshniques.

This second edition cancels and replaces the firsiedition (ISO/IEC 9798-4:1995), which has been technically
revised. Note, however, that implementations whic mply with ISO/IEC 9798-4 (1st edition) will be compliant
with ISO/IEC 9798-4 (2nd edition).

ISO/IEC 9798 consists of the following parts, under the g | title Information technology — Security techniques
— Entity authentication: e

— Part 1: General 0
— Part 2: Mechanisms using symmetric encipherment algo%s

Q.

— Part 3: Mechanisms using digital signature techniques

— Part 4: Mechanisms using a cryptographic check function 6

— Part 5: Mechanisms using zero knowledge techniques 08
Further parts may follow. }
Annex A of this part of ISO/IEC 9798 is for information only. &L

§
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Information technology — Security techniques — Entity
authentication — Part 4: Mechanisms using a cryptographic check
function

2.

1 Scope )

This part of ISO/IEC 9798 sp€d)fies entity authentication mechanisms using a cryptographic check function. Two
mechanisms are concerned wi e authentication of a single entity (unilateral authentication), while the remaining
are mechanisms for mutual auth@cation of two entities.

The mechanisms specified in this of ISO/IEC 9798 use time variant parameters such as time stamps,
sequence numbers, or random numb éo prevent valid authentication information from being accepted at a later
time or more than once. /

*

If a time stamp or sequence number is use@e pass is needed for unilateral authentication, while two passes are
needed to achieve mutual authentication. &hallenge and response method employing random numbers is
used, two passes are needed for unilateral entication, while three passes are required to achieve mutual

authentication.
<
Examples of cryptographic check functions are given%O/lEC 9797.

*

Q)
2 Normative references é

The following normative documents contain provisions which,
this part of ISO/IEC 9798. For dated references, subsequen endments to, or revisions of, any of these
publications do not apply. However, parties to agreements based is part of ISO/IEC 9798 are encouraged to
investigate the possibility of applying the most recent editions of t ﬁormative documents indicated below. For
undated references, the latest edition of the normative document re @d to applies. Members of ISO and IEC
maintain registers of currently valid International Standards. @

ISO/IEC 9797 (all parts), Information technology — Security techniques — I\@gaiye Authentication Codes (MACS).

h reference in this text, constitute provisions of

ISO/IEC 9798-1:1997, Information technology — Security techniques — Entity ﬁntication — Part 1: General.

<

For the purposes of this part of ISO/IEC 9798, the definitions and notation described in ISO/IEC 9798-1 apply.

3 Definitions and notation

4 Requirements

In the authentication mechanisms specified in this part of ISO/IEC 9798 an entity to be authenticated corroborates
its identity by demonstrating its knowledge of a secret authentication key. This is achieved by the entity using its
secret key with a cryptographic check function applied to specific data to obtain a cryptographic check value. The
cryptographic check value can be checked by anyone sharing the entity’s secret authentication key, who can re-
calculate the cryptographic check value and compare it with the value received.

© ISO/IEC 1999 — Al rights reserved 1



