
 

 

 

EESTI STANDARD EVS-EN 13321-2:2012

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Open Data Communication in Building Automation, 
Controls and Building Management - Home and Building 
Electronic Systems - Part 2: KNXnet/IP Communication 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This document is a preview generated by EVS



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Tagasisidet standardi sisu kohta on võimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi või 
saates e-kirja meiliaadressile standardiosakond@evs.ee. 
 
ICS 35.240.99, 97.120 
 
 

EESTI STANDARDI EESSÕNA   NATIONAL FOREWORD 

See Eesti standard EVS-EN 13321-2:2012 sisaldab 
Euroopa standardi EN 13321-2:2012 ingliskeelset 
teksti. 

This Estonian standard EVS-EN 13321-2:2012 
consists of the English text of the European standard 
EN 13321-2:2012. 

 
Standard on jõustunud sellekohase teate 
avaldamisega EVS Teatajas. 
 
 
Euroopa standardimisorganisatsioonid on teinud 
Euroopa standardi rahvuslikele liikmetele 
kättesaadavaks 12.12.2012. 
 

 
This standard has been endorsed with a notification 
published in the official bulletin of the Estonian Centre 
for Standardisation. 
 
Date of Availability of the European standard is 
12.12.2012. 

Standard on kättesaadav Eesti Standardikeskusest. The standard is available from the Estonian Centre for 
Standardisation. 

Standardite reprodutseerimise ja levitamise õigus kuulub Eesti Standardikeskusele 
Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse süsteemi või edastamine ükskõik millises vormis või 
millisel teel ilma Eesti Standardikeskuse kirjaliku loata on keelatud. 
Kui Teil on küsimusi standardite autorikaitse kohta, võtke  palun ühendust Eesti Standardikeskusega: 
Aru 10, 10317 Tallinn, Eesti; www.evs.ee; telefon 605 5050; e-post info@evs.ee 

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation 
No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying, 
without a written permission from the Estonian Centre for Standardisation. 
If you have any questions about copyright, please contact Estonian Centre for Standardisation: 
Aru 10, 10317 Tallinn, Estonia; www.evs.ee; phone 605 5050; e-mail info@evs.ee 

This document is a preview generated by EVS



 

 

 
EUROPEAN STANDARD 

NORME EUROPÉENNE 

EUROPÄISCHE NORM 

 
 EN 13321-2 
  

 
 December 2012 

ICS 35.240.99; 97.120 Supersedes EN 13321-2:2006

English Version 

 Open Data Communication in Building Automation, Controls and 
Building Management - Home and Building Electronic Systems -

Part 2: KNXnet/IP Communication 

 

Réseau ouvert de communication de données pour 
l'automatisation, la régulation et la gestion technique du 
bâtiment - Systèmes électroniques pour la maison et le 

bâtiment - Partie 2: Communication KNXnet/IP 

 Offene Datenkommunikation für die Gebäudeautomation 
und Gebäudemanagement - Elektrische Systemtechnik für 

Heim und Gebäude - Teil 2: KNXnet/IP-Kommunikation 

This European Standard was approved by CEN on 30 September 2012.  
 
CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European 
Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references concerning such national 
standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN member. 
 
This European Standard exists in three official versions (English, French, German). A version in any other language made by translation 
under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management Centre has the same 
status as the official versions. 
 
CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, 
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United 
Kingdom. 
 
 
 

 
EUROPEAN COMMITTEE FOR STANDARDIZATION  
C O M I T É  E U R O P É E N  D E  N O R M A LI S A T I O N 
EUR OP ÄIS C HES  KOM ITEE FÜR  NOR M UNG 
 

 

Management Centre:  Avenue Marnix 17,  B-1000 Brussels 

© 2012 CEN All rights of exploitation in any form and by any means reserved 
worldwide for CEN national Members. 

Ref. No. EN 13321-2:2012: E

This document is a preview generated by EVS



EN 13321-2:2012 (E) 

2 

Contents Page 

Foreword ..............................................................................................................................................................4

Introduction .........................................................................................................................................................5

1 Scope ......................................................................................................................................................7

2 Normative references ............................................................................................................................8

3 Terms and definitions ...........................................................................................................................8

4 Symbols and abbreviations ............................................................................................................... 10

5 Requirements ...................................................................................................................................... 11
5.1 Clause 1: Overview ............................................................................................................................. 11
5.1.1 KNXnet/IP Document Clauses ........................................................................................................... 11
5.1.2 Mandatory and optional implementation of IP protocols ............................................................... 13
5.1.3 Security considerations ..................................................................................................................... 15
5.2 Clause 2: Core ..................................................................................................................................... 17
5.2.1 Scope ................................................................................................................................................... 17
5.2.2 KNXnet/IP frames ................................................................................................................................ 17
5.2.3 Host protocol independence ............................................................................................................. 19
5.2.4 Discovery and self description .......................................................................................................... 20
5.2.5 Communication Channels ................................................................................................................. 21
5.2.6 General implementation guidelines .................................................................................................. 24
5.2.7 Data Packet structures ....................................................................................................................... 28
5.2.8 IP Networks ......................................................................................................................................... 42
5.2.9 Certification ......................................................................................................................................... 47
5.3 Clause 3: Device Management Specification ................................................................................... 48
5.3.1 Scope ................................................................................................................................................... 48
5.3.2 KNXnet/IP Device Management ......................................................................................................... 48
5.3.3 Implementation rules and guidelines ............................................................................................... 60
5.3.4 Data packet structures ....................................................................................................................... 62
5.3.5 Certification ......................................................................................................................................... 65
5.4 Clause 4: Tunnelling ........................................................................................................................... 66
5.4.1 Scope ................................................................................................................................................... 66
5.4.2 Tunnelling of KNX telegrams ............................................................................................................. 66
5.4.3 Configuration and Management ........................................................................................................ 70
5.4.4 Frame structures................................................................................................................................. 70
5.4.5 Certification ......................................................................................................................................... 72
5.5 Clause 5: Routing ............................................................................................................................... 73
5.5.1 Scope ................................................................................................................................................... 73
5.5.2 KNXnet/IP Routing of KNX telegrams ............................................................................................... 73
5.5.3 Implementation rules and guidelines ............................................................................................... 80
5.5.4 Configuration and Management ........................................................................................................ 83
5.5.5 Data packet structures ....................................................................................................................... 83
5.5.6 Certification ......................................................................................................................................... 85
5.6 Clause 6: Remote Diagnosis and Configuration ............................................................................. 86
5.6.1 Scope ................................................................................................................................................... 86
5.6.2 Remote Diagnosis of KNXnet/IP devices ......................................................................................... 87
5.6.3 Configuration and Management ........................................................................................................ 87
5.6.4 Data packet structures ....................................................................................................................... 88
5.6.5 Certification ......................................................................................................................................... 93

Annex A (normative)  List of codes ................................................................................................................. 94

Annex B (informative)  Binary examples of KNXnet/IP IP frames .............................................................. 103

Annex C (normative)  KNXnet/IP Parameter Object ..................................................................................... 122

EVS-EN 13321-2:2012

This document is a preview generated by EVS



EN 13321-2:2012 (E) 

3 

Annex D (normative)  Common External Messaging Interface (cEMI) ....................................................... 125

Annex E (normative)  Coupler Resources ..................................................................................................... 158

Bibliography .................................................................................................................................................... 170
 

EVS-EN 13321-2:2012

This document is a preview generated by EVS



EN 13321-2:2012 (E) 

4 

Foreword 

This document (EN 13321-2:2012) has been prepared by Technical Committee CEN/TC 247 “Building 
Automation, Controls and Building Management”, the secretariat of which is held by SNV. 

This European Standard shall be given the status of a national standard, either by publication of an identical 
text or by endorsement, at the latest by June 2013, and conflicting national standards shall be withdrawn at 
the latest by June 2013. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights. 

This document supersedes EN 13321-2:2006. 

Whereas ENV 13321-2:2000 described the transmission of EIB packets over Ethernet including the frame 
encoding, this document describes the transmission of HBES packets using the Internet Protocol. Details of 
the HBES packet frames are covered in part 1 of EN 13321, removing the need to explicitly describe the 
HBES frames in this document. 

This document is Part 2 of the EN 13321 series of European Standards under the general title Open data 
communication in building automation, controls and building management — Home and building electronic 
systems, which consists of the following parts: 

 Part 1: Product and system requirements; 

 Part 2: KNXnet/IP communication. 

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the following 
countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech 
Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, 
Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, 
Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom. 
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Introduction 

This European Standard is intended for the design of new buildings and the retrofit of existing buildings in 
terms of acceptable indoor environment, practical energy conservation and efficiency. 

This standard defines the integration of KNX protocol implementations within the Internet Protocol (IP) named 
KNXnet/IP.It defines a standard protocol, which is implemented within KNX devices, Engineering Tool 
Software (ETS) and other implementations to support KNX data exchange over IP networks. In fact, 
KNXnet/IP provides a general framework, which accommodates several specialised “Service Protocols” in a 
modular and extendible fashion.  

The KNXnet/IP standard consists of the following clauses: 

 Clause 1, Overview 

 Clause 2, Core Specification 

 Clause 3, Device Management 

 Clause 4, Tunnelling 

 Clause 5, Routing 

 Clause 6, Remote Diagnosis and Configuration 

Additional clauses may be added to the KNXnet/IP standard in the future at which time Clause 1 “Overview” 
as well as Annex A will need to be updated. 

KNXnet/IP supports different software implementations on top of the protocol. More specifically, these 
software implementations can be Building Management, Facility Management, Energy Management, or simply 
Data Base and SCADA (Supervision, Control and Data Acquisition) packages.  

Most of these packages need to be configured for the specific user application. In order to simplify this 
process and cut costs for engineering, KNXnet/IP provides simple engineering interfaces, namely a 
description “language” for the underlying KNX system. This may be done off-line, e.g. generated as an ETS 
export file, or on-line by a mechanism that self-describes the underlying KNX system (reading data from the 
system itself). 

In conjunction with the EIB/KNX-to-BACnet mapping described in EN ISO 16484-5, EIB/KNX installations can 
very easily be integrated into BACnet system environments. 

KNXnet/IP supports: 

 on-the-fly change-over between Operational modes (configuration, operation); 

 event driven mechanisms; 

 connections with a delay time greater than tEIB_transfer_timeout  (e.g. network connection via satellite). 

Clause 1, Overview 

Clause 1 “Overview” provides a general overview of KNXnet/IP and covers security considerations. 

Clause 2, Core specification 

EVS-EN 13321-2:2012

This document is a preview generated by EVS



EN 13321-2:2012 (E) 

6 

Clause 2 “Core Specification” defines a standard protocol which is implemented within KNXnet/IP devices and 
Engineering Tool Software to support KNX data exchange over IP networks. 

This specific implementation of the protocol over the Internet Protocol (IP) is called KNXnet/IP. 

This standard addresses: 

 definition of data packets sent over the IP host protocol network for KNXnet/IP communication; 

 discovery and self-description of KNXnet/IP servers; 

 configuration and establishment of a communication channel between a KNXnet/IP client and a 
KNXnet/IP server. 

Clause 3, Device Management 

Clause 3 “Device Management” defines services for remote configuration and remote management of 
KNXnet/IP servers. 

Clause 4, Tunnelling 

Clause 4 “Tunnelling” defines services for point-to-point exchange of KNX telegrams over an IP network 
between a KNXnet/IP device acting as a server and a KNXnet/IP Client. This point-to-point exchange may be 
established by a super ordinate system for building automation or management functions or by an 
Engineering Tool Software. It supports all ETS functions for download, test, and analysis of KNX devices on 
KNX networks connected via KNXnet/IP servers. This includes changes of single KNX device object 
properties. 

Tunnelling assumes that a data transmission round-trip between a KNXnet/IP Tunnelling client and KNXnet/IP 
servers takes less than tKNX_transfer_timeouts. 

Clause 5, Routing 

Clause 5 “Routing” defines services for a point-to-multipoint exchange of KNX telegrams over an IP network 
between KNXnet/IP routers and/or KNX/IP devices. 

Clause 6, Remote Diagnosis and Configuration 

Clause 6 “Remote Diagnosis and Configuration” defines services for a point-to-point exchange of KNX 
telegrams over an IP network between KNXnet/IP routers and/or KNX/IP devices. The services provide 
means for diagnosing communication settings and for changing these remotely.  
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1 Scope 

This European Standard defines the integration of KNX protocol implementations on top of Internet Protocol 
(IP) networks, called KNXnet/IP. It describes a standard protocol for KNX devices connected to an IP network, 
called KNXnet/IP devices. The IP network acts as a fast (compared to KNX transmission speed) backbone in 
KNX installations. 

Widespread deployment of data networks using the Internet Protocol (IP) presents an opportunity to expand 
building control communication beyond the local KNX control bus, providing: 

 remote configuration; 

 remote operation (including control and annunciation); 

 fast interface from LAN to KNX and vice versa; 

 WAN connection between KNX systems (where an installed KNX system is at least one line). 

A KNXnet/IP system contains at least these elements: 

 one EIB line with up to 64 (255) EIB devices; 
OR 
one KNX segment (KNX-TP1, KNX-TP0, KNX-RF, KNX-PL110, KNX-PL132); 

 a KNX-to-IP network connection device (called KNXnet/IP server); 

and typically additional 

 software for remote functions residing on e.g. a workstation (may be data base application, BACnet 
Building Management System, browser, etc.). 

Figure 1 shows a typical scenario where a KNXnet/IP client (e.g. running ETS) accesses multiple KNX 
installed systems or KNX subnetworks via an IP network. The KNXnet/IP client may access one or more 
KNXnet/IP servers at a time. For subnetwork, routing server-to-server communication is possible. 
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Figure 1 — Device types and configuration examples 

2 Normative references 

Not applicable. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 
subnet 
portion of a network that shares a common address component known as the "subnet address" 

Note 1 to entry: Different network protocols specify the subnet address in different ways. 

3.2 
Engineering Tool Software 
ETS 
software used to configure KNX devices 

3.3 
Host Protocol Address Information 
HPAI 
structure holding the IP host protocol address information used to address a KNXnet/IP endpoint on another 
KNXnet/IP device 

3.4 
communication channel 
logical connection between a KNXnet/IP client and a KNXnet/IP server (or, in case of routing, between two or 
more KNXnet/IP servers)  

Note 1 to entry: A communication channel consists of one or more connections on the definition of the host protocol 
used for KNXnet/IP. 
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