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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respgctive organization to deal with particular fields of technical activity. ISO and
IEC technical commit collaborate in fields of mutual interest. Other international organizations,
governmental and non—%m‘mental, in liaison with 1ISO and IEC, also take part in the work. In the field of
S

information technology, | d IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are dr% in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint techni committee is to prepare International Standards. Draft International

Standards adopted by the joint techwi€a] committee are circulated to national bodies for voting. Publication as
an International Standard requires ap al by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility thats® of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held respo ?@e,for identifying any or all such patent rights.

ISO/IEC 19784-1 was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 37, Biometrics.

ISO/IEC 19784 consists of the following parts, ur@me general title Information technology — Biometric
application programming interface: ®L

— Part 1: BioAPI specification /®
— Part 2: Biometric archive function provider interface é
This is the first ISO/IEC standard on BioAPI. Previous version‘§ @re published by ANSI and the BioAPI

Consortium. As the last official non-ISO release was designated Ve@\ 1.1, this ISO/IEC 19784-1 version is
designated Version 2.0. This is to distinguish the versions of BioAPI prc@;is in the marketplace.

%
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Introduction

This part of ISO/IEC 19784, the BioAPI specification, provides a high-level generic biometric authentication
model suited to most forms of biometric technology. No explicit support for multimodal biometrics is currently
provided.

An architecturad)\ del is described which enables components of a biometric system to be provided by
different vendors? /j»to interwork through fully-defined Application Programming Interfaces (APIs).

components (provide different vendors, and potentially running concurrently) using the BioAPI| API
specification. The BioA mework provides this support by invoking (through a Service Provider Interface,
SPI) one or more biometri rvice provider (BSP) components (provided by different vendors, and potentially
running concurrently) which e dynamically loaded and invoked as required by an application component.

A key feature of the %ecture is the BioAPI Framework, which supports calls by one or more application

At the lowest level there is har or software that performs biometric functions such as capture, matching,
or archiving. These parts of the are¢hltecture are called BioAPI Units, and can be integral to a BSP or can be
supplied as part of a separate BioA (f!/unction Provider (BFP) component.

Interactions (through the BioAPI Framéx‘ork) can occur between BSPs from different vendors provided data
structures used to record information f the BioAPI Units they access conform to other International
Standards, and in particular to ISO/IEC 1979445].

The final component of the BioAPI architecture @e recognition that a BSP can provide its biometric services
either: .

%
a) by the use of BioAPI Units that are integral %t is, directly managed by) the BSP, or

b) by invoking, through the BioAPI Function Proyji Interface (FPI), one or more BFP components
(provided by different vendors) that manage Bio @nits that are integral to the BFP.

NOTE: A BioAPI Unit may consist of software only, or a cor?@ion of software and hardware (e.g., a biometric
sensor, archive, or algorithm). /&

For each type of BioAPI Unit supported by a BSP (or BFP) there ma one or more BioAPI Units of that type
which can be dynamically inserted and removed from the system. Ins nd removal generates events that
can be signalled (through the BSP and the BioAPI Framework) to an appticagion.

The BioAPI specification covers the basic biometric functions of Enrollnw,— Verification, and Identification
(see Annex C), and includes a database interface to allow an application to n@ge the storage of biometric
records through an archive BioAPl Unit managed by a BSP or BFP. This pro LZﬂf’or optimum performance
(e.g., when performing the biometric Identification function within a large pop ) of the archiving and
biometric search processes. &

The interface to the application provides primitives that allow it to manage the capture of biometric samples
from a biometric sensor by accessing the corresponding BioAPI Unit, and the use of those biometric samples
for Enrollment (storage in an application-controlled or BSP-controlled BIR database), and subsequent
Verification or Identification against those stored records.

This part of ISO/IEC 19784 also specifies the content of a biometric component registry (information about the
biometric components that have been installed on the biometric system). It also provides a component registry
interface for the management and inspection of that registry.

This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the data
structures and function calls that form the BioAPI interfaces.

© ISO/IEC 2006 — All rights reserved Vi
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Clause 6 describes the BioAPI architectural model and its components, and the interfaces that are specified
between these components.

Clause 7 defines the data structures used in the BioAPI.

Clause 8 defines the function calls initiated by an application and supported by a conforming BioAPI
Framework that are either handled internally by the BioAPI Framework (for example enumeration of installed
BioAPI components) or mapped to a function provided by a BSP.

Clause 9 defines the function calls supported by a conforming BSP (and invoked by the BioAPI Framework in
response to a call from?{ometric application).

Clause 10 specifies the @bf the biometric component registry and the component registry interface.
Clause 11 defines the handlinOpevents and error returns.

Annex A is normative, and spec details of conformance requirements and proformas that can be used by
the vendor of a BioAPI Biometric ication, Framework, or BSP component to identify those functions and
biometric record formats that must b ported.

NOTE: A future International Stan (ISO/IEC 24709) will address conformance testing for this BioAPI
specification. [7] O/(

Annex B is normative, and specifies the BioAngpmetric information record (BIR) as a CBEFF Patron Format
in accordance with ISO/IEC 19785-1. It provid description of the biometric record specified in this part of
ISO/IEC 19784, together with the platform-indepe&nt bit-pattern representation of such a record for storage
and transfer. 0

e
Annex C is informative, and provides a general tutorial @umber of aspects of the BioAPI specification.

*

Annex D is informative, and provides example code @illustrate calling sequences and to provide
implementation guidance.

s
s
YA
%
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INTERNATIONAL STANDARD ISO/IEC 19784-1:2006(E)

Information technology — Biometric application programming
interface —

Part 1:
BioAPI specification

1 Scope O’

This part of ISO/IEC 19

defines the Application Programming Interface (APl) and Service Provider
Interface (SPI) for standard“ aces within a biometric system that support the provision of that biometric
system using components fro ultiple vendors. It provides interworking between such components through
adherence to this part of ISO/IE 784 and to other International Standards.

The BioAPI specification is applica@ﬁ) a broad range of biometric technology types. It is also applicable to a
wide variety of biometrically enab applications, from personal devices, through network security
applications, to large complex identification systems.

This part of ISO/IEC 19784 supports an hitecture in which a BioAPI Framework supports multiple
simultaneous biometric applications (provide different vendors), using multiple dynamically installed and
loaded (or unloaded) biometric service provid@ BSP) components and BioAPI Units (provided by other
different vendors), possibly using one of an alteg@@ative set of BioAPI Function Provider (BFP) components
(provided by other vendors) or by direct manageme@f BioAPI Units.

NOTE: Where BioAPI Units are provided by a differen dor fom a BSP, a standardised BioAPI Function Provider
Interface (FPI) may be needed. This is outside the scope@s part of ISO/IEC 19784, but is specified by later parts
for the different categories of FPI. @

This part of ISO/IEC 19784 is not required (and should n lly not be referenced) when a complete
biometric system is being procured from a single vendor, partic if the addition or interchange of biometric
hardware, services, or applications is not a feature of that biom@ ystem. (Such systems are sometimes
referred to as "embedded systems".) Standardisation of such s s@és is not in the scope of this part of
ISO/IEC 19784. O’

It is not in the scope of this part of ISO/IEC 19784 to define security req@ments for biometric applications
and biometric service providers.

NOTE: ISO 19092 provides guidelines on security aspects of biometric systems. [@:
The performance of biometric systems (particularly in relation to searches of a Iargsﬁpulation to provide the
biometric identification capability) is not in the scope of this part of ISO/IEC 19784. Trade-offs between

interoperability and performance are not in the scope of this part of ISO/IEC 19784.

This part of ISO/IEC 19784 specifies a version of the BioAPI specification that is defined to have a version
number described as Major 2, Minor 0, or version 2.0.

NOTE: Earlier versions of the BioAPI specification were not International Standards.
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2 Conformance

2.1 Annex A specifies the conformance requirements for BioAPl components claiming conformance to this
part of ISO/IEC 19784.

2.2 This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the
interfaces that it defines. A BioAPI component can conform to this part of ISO/IEC 19784 by the provision or
use of that interface with languages other than the C programming language, provided that the component on
the other side of such an interface can use the interface through the detailed C programming language
specification given in this part of ISO/IEC 19784. (See also clause 7.1.)

3 Normative refer%‘gs

The following referenced do@h’ents are indispensable for the application of this document. For dated
references, only the edition c@ applies. For undated references, the latest edition of the referenced

document (including any amendm&E applies.

ISO/IEC 9834-8, Information technol Open Systems Interconnection — Procedures for the operation of
OSI Registration Authorities: Generati d registration of Universally Unique Identifiers (UUIDs) and their
use as ASN.1 Object Identifier compone

ISO/IEC 9899:1999, Programming LanguageS/(LS;C

ISO/IEC 10646:2003, Information technology — L@(ersal Multiple-Octet Coded Character Set (UCS)

ISO/IEC 19785-1, Information technology — Com@ﬁiometric Exchange Formats Framework — Part 1:
Data element specification @

ISO/IEC 19785-2, Information technology — Common % y tric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration A rity

4 Terms and definitions %

For the purposes of this document, the following terms and definitions @

NOTE: Function names and data element names are not included here, but Q fined within the body of this part of
ISO/IEC 19784. @

(04
4.1
adaptation 6

template adaptation .A
use of a BIR produced from a newly captured and verified biometric sample to autom@ update or refresh
a reference template f

NOTE: This procedure is used to minimize the effects of template aging.

4.2

attach session

temporary association between an application, a single BSP, and a set of BioAPI Units that are managed
either directly or indirectly by that BSP
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