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O FOREWORD

1) The International glecjrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national elec ical committees (IEC National Committees). The object of IEC is to promote
international co-ope on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publi Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their pr@f%on is entrusted to technical committees; any IEC National Committee interested

in the subject dealt with participate in this preparatory work. International, governmental and non-

governmental organizations ligiSing with the IEC also participate in this preparation. IEC collaborates closely
with the International Organizgtion fgr Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreement@EC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees. Q

3) IEC Publications have the form of recoimendations for international use and are accepted by IEC National
Committees in that sense. While all reason efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot b responsible for the way in which they are used or for any
misinterpretation by any end user. /‘

4) In order to promote international uniformity, IE@ ional Committees undertake to apply IEC Publications
transparently to the maximum extent possible eir national and regional publications. Any divergence
between any IEC Publication and the correspondin &l or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conform@ ependent certification bodies provide conformity
assessment services and, in some areas, access to |[EC s of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this putstication.
7) No liability shall attach to IEC or its directors, employees, se agents including individual experts and
members of its technical committees and IEC National Committee@ny personal injury, property damage or
other damage of any nature whatsoever, whether direct or indireet for costs (including legal fees) and

expenses arising out of the publication, use of, or reliance upon{ thi§ IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. :% the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC @ ion may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such pa i

hts.
International Standard IEC 62541-10 has been prepared by subcomm;@GE: Devices and
integration in enterprise systems, of IEC technical committee 6 Indystrial-process
measurement, control and automation. 6

This second edition cancels and replaces the first edition published in ZOAhi edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the é&ous
edition: kS\
a) Based on NIST review, security considerations have been included as 4.2.2;

b) Fixed the definition of the Program Diagnostic Type into a data type (5.2.8) and added
missing data type for the Program Diagnostic Variable in the ProgramType in Table 5.

c) Corrected the BrowseName of the audit events for Program Transitions in Table 7.
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The text of this standard is based on the following documents:
) FDIS Report on voting
65E/383/FDIS 65E/409/RVD

*
Full ir@ation on the voting for the approval of this standard can be found in the report on
voting icated in the above table.

This public;was been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all p f the IEC 62541 series, published under the general titte OPC Unified
Architecture, canéound on the IEC website.

The committee has degided that the contents of this publication will remain unchanged until

the stability date indic on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific p ion. At this date, the publication will be

+ reconfirmed, / .
* withdrawn, {9
!

* replaced by a revised editio

+ amended. @

that it contains colours which are sidered to be useful for the correct
understanding of its contents. Users ‘therefore print this document using a

colour printer. (Q

IMPORTANT - The 'colour inside’ logo @he cover page of this publication indicates
sh

%
<%
®
.
%
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1 Scope

series and the information model associated with Programs. This includes the
description of odeClasses, standard Properties, Methods and Events and associated
behaviour and in ion for Programs.

This part of %(;5541 is part of the overall OPC Unified Architecture (OPC UA) standard

The complete addres ce model including all NodeClasses and Attributes is specified in
IEC 62541-3. The ser such as those used to invoke the Methods used to manage

Programs are specified in@ 62541-4.

*
2 Normative references {S\

The following documents, in whole part, are normatively referenced in this document and
are indispensable for its applicatio or dated references, only the edition cited applies. For
undated references, the Ilatest editi of the referenced document (including any
amendments) applies. o

IEC TR 62541-1, OPC Unified Architecture@ rt 1: Overview and Concepts
*

IEC 62541-3:2015, OPC Unified Architecture —@9: Address Space Model

IEC 62541-4:2015, OPC Unified Architecture — Pa rvices

IEC 62541-5:2015, OPC Unified Architecture — Part 5: ation Model

IEC 62541-7, OPC Unified Architecture — Part 7: Profiles O

3 Terms, definitions and conventions /‘
3.1 Terms and definitions ;/
For the purposes of this document, the terms and definitions giv C TR 62541-1,

IEC 62541-3, as well as the following apply.

3.11 6:
function
programmatic task performed by a server or device, usually accomplished by co@r code

execution :

Finite State Machine @
sequence of states and valid state transitions along with the causes and effects of those State
transitions that define the actions of a Program in terms of discrete stages

3.1.2

3.1.3
ProgramType
type definition of a Program and is a subtype of the FiniteStateMachineType





