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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established hai(?e right to be represented on that committee. International organizations, governmental and
non-governmenfalgin liaison with ISO, also take part in the work. ISO collaborates closely with the
International Ele@chnical Commission (IEC) on all matters of electrotechnical standardization.

International Standa&?ar,e drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of techn ommittees is to prepare International Standards. Draft International Standards
adopted by the technical mittees are circulated to the member bodies for voting. Publication as an
International Standard requi pproval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibiff§) that some of the elements of this document may be the subject of patent
rights. ISO shall not be held respow?)g for identifying any or all such patent rights.

ISO 22857 was prepared by Technicab&ynmittee ISO/TC 215, Health informatics.
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Introduction

In the health context, information about individuals needs to be collected, stored and processed for many
purposes, the main being

— direct delivery of c%.g. patient records;

— administrative proce@e.g. booking appointments;
— clinical research; O,
— statistics. %

The data required depends on the p? e. In the context of identification of individuals, data may be needed

— to allow an individual to be readily a@ niquely identified e.g. a combination of name, address, age, sex,
identification number; 2(

— to confirm that two data sets belong to @same individual without any need to identify the individual
himself e.g. for record linkage and/or Iongitud'@l statistics;

— for statistical purposes but with the end desire p@\‘/ely to prevent identification of any individual.

*

In all of these circumstances data about individuals are% and will increasingly in the future, be transmitted
across national borders or be deliberately made accessib countries other than where they are collected or
stored. Data may be collected in one country and store another, be manipulated in a third, and be

accessible from many countries or even globally. The key req ent is that

— all this processing should be carried out in a fashion that ist%stent with the purposes and consents of
the original data collection and, in particular, O

— all disclosures of personal health data should be to appropriate @i\(iduals or organisations within the
boundaries of these purposes and consents. @/(

International health-related applications may require personal health data to @wsmitted from one nation to
another across national borders. That is very evident in telemedicine or\whep data are electronically
dispatched for example in an email or as a data file to be added to an internati database. It also occurs,
but less obviously, when a database in one country is viewed from another for exawe over the Internet. That
application may appear passive but the very act of viewing involves disclosure of th ata and is deemed
‘processing’. Moreover it requires a download that may be automatically placed in a cgg nd held there until
'emptied' - this also is processing and involves a particular security hazard.

There is a wide range of organisations that might be involved in receipt of personal healthg;[a from another
country for example

— healthcare establishments such as hospitals;
— pharmaceutical companies involved in research;
— contractors remotely maintaining health care systems in other countries;

— organisations holding educational data bases containing, for example, radiological images with diagnoses
and case notes;

Vi © ISO 2004 — All rights reserved
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— companies holding banks of medical records for patients from different countries;
— organisations involved in international health-related e-commerce such as e-pharmacy.

In all applications involving personal health data there can be a potential threat to the privacy of an individual.
That threat and its extent will depend on

— the level to which data are protected from unauthorised access in storage or transmission;
— the number)ﬁ\persons who have authorised access;
— the nature o(oﬁ personal health data;
7
— the level of diffiﬁgt in identifying an individual if access to the data is obtained;
— the difficulty in obtai@éunauthorised access.
Wherever health data are ted, stored, processed or published (including electronically on the Internet)
the potential threat to privacy s to be assessed and appropriate protective measures taken. Some form of
risk analysis will normally be ne @ary to ascertain the required level of security measures.
In addition to the standards bodies ,lEC, CEN and CENELEC, there are four major trans-national bodies
that have produced internationally au&gritative documents relating to security and data protection in the
context of trans-border flows
— the Organisation for Economic Co-op% and Development (OECD);
)
— the Council of Europe; QL
*

— the United Nations (UN);

%
%
— the European Union (EU).

>

— OECD “Guidelines on the Protection of Privacy and Trans-@/dsr flows of Personal Data” [1];

The primary documents from these bodies are

— OECD “Guidelines for the Security of information Systems” [2@(

— Council of Europe “Convention for the Protection of individuals v@?egard to Automatic Processing of
Personal Data” No. 108 [3]; 6

— “Council of Europe Recommendation R(97)5 on the Protection of Med Dagia” [4];
— UN General Assembly “Guidelines for the Regulation of Computerised Persoé—@ata Files” [5];

— EU Data Protection Directive on the protection of individuals with regard to tf€ processing of personal
data and free movement of that data [6].

Annex A provides a brief summary of the key aspects of these documents.

The means and extent of the protection afforded to personal health data varies from nation to nation [7]. In
some countries there is nation-wide privacy legislation, in others legislative provisions may be at a state level
or equivalent. In a number of countries no legislation may exist although various codes of practice or
equivalent will probably be in place and/or ‘medical’ laws may exist which lay down a duty on medical
practitioners to safeguard confidentiality.

© ISO 2004 — Al rights reserved vii
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Although privacy legislation in different parts of the world may mention personal health data, frequently there
is no legislation specific to health except perhaps in relation to government agencies and/or medical research.

Annex B comprises a brief outline of the key national standards or other documented requirements and of the
legislative position concerning data protection in a range of countries.

Personal health data can be extremely sensitive in nature and thus there is extensive guidance and standards
available both nationally and internationally on various administrative and technical 'security measures' for the
protection of personal health data (see Annexes C and D).

This International Stand seeks to draw on, and harmonise, data protection requirements relating to the
transfer of personal He data across international boundaries as given in authoritative international
documents. It also seek *take into account a range of national requirements so as to avoid, as far as
practicable, conflict betweeqfhe requirements of this International Standard and national specifications.

ics, however, solely to transfer of personal health data across national
specify national data protection requirements. The creation of a set of
le to all countries, whether they be transmitting or receiving personal
health data to/from other countries, jtably means adopting the most stringent of requirements. This means
that organisations in some countries Id need to apply extra or more severe data protection requirements
when transmitting to, or receiving pers@ health data from, other countries than might be necessary for
handling such data within their own bou jgs. Although that might be the case, that does not mean that
those extra or more severe requirements muSt be applied to solely national applications.

This International Standard
borders. It explicitly does not s
requirements aimed at being acc

Articles 25 and 26 of the EU Data Protectiolf Djrective lay down the conditions under which transfer of
personal data from an EU Member State to a n U Member State is permitted. CEN Standards [11] [12]
provide guidance on meeting such conditions and high level security policy which importers of personal
health data from EU Member States should imple This International Standard seeks to be consistent
with both these CEN standards. L

%
%
2O
O@
A
%
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Health informatics — Guidelines on data protection to facilitate
trans-border flows of personal health information

1 Scope 6/‘

This International Sta
personal health data
standards, legislation o
health data. However it m
boundaries and provide ass
protection principles. The Inter
international transfers and the
those principles.

rd provides guidance on data protection requirements to facilitate the transfer of
ss national borders. It does not require the harmonisation of existing national
ulations. It is normative only in respect of international exchange of personal
e informative with respect to the protection of health information within national
ce to national bodies involved in the development and implementation of data
jonal Standard covers both the data protection principles that should apply to
@rity policy which an organisation should adopt to ensure compliance with

Where a multilateral treaty between Jumber of countries has been agreed e.g. the EU Data Protection
Directive, the terms of that treaty will ta recedence.

This International Standard aims to facilitafe ipternational health-related applications involving the transfer of
personal health data. It seeks to provide ths'é ns by which data subjects, such as patients, may be assured
that health data relating to them will be adequﬁ%protected when sent to, and processed in, another country.

This International Standard does not provide defiffffwe legal advice but comprises guidance. When applying
the guidance to a particular application legal advice @Eopriate to that application should be sought.

National privacy and data protection requirements Vary substantially and can change relatively quickly.
Whereas this International Standard in general encomp the more stringent of international and national
requirements it nevertheless comprises a minimum. Son@sountries may have some more stringent and
particular requirements and this should be checked. @

Ve

2 Normative references (9/

Qe

This International Standard does not contain normative references. O’

2

3 Terms and definitions 6\

For the purposes of this document, the following terms and definitions apply. Th# k to be consistent with
similar terms in other international documents. (st

NOTE Throughout the text, the word “he” should be understood to mean “he or she” and the word “his” to mean “his
or her”.

31

the application

the international application to which this International Standard is being applied unless obviously to the
contrary

3.2

Commission
European Commission unless obviously otherwise
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