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INTERNATIONAL ELECTROTECHNICAL COMMISSION

{9 OPC UNIFIED ARCHITECTURE -

O/ Part 6: Mappings
O FOREWORD
Q

1) The International glecjrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national elec ical committees (IEC National Committees). The object of IEC is to promote
international co-ope on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publi Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their pr@f%on is entrusted to technical committees; any IEC National Committee interested

in the subject dealt with participate in this preparatory work. International, governmental and non-
governmental organizations ligiSipg with the IEC also participate in this preparation. IEC collaborates closely
with the International Organizgtion fgr Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreement@EC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevaht subjects since each technical committee has representation from all

interested IEC National Committees. Q

3) IEC Publications have the form of recomimendations for international use and are accepted by IEC National
Committees in that sense. While all reaso efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot b responsible for the way in which they are used or for any
misinterpretation by any end user. j

transparently to the maximum extent possible eir national and regional publications. Any divergence
between any IEC Publication and the corresponding )ﬁl or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conform@%ependent certification bodies provide conformity

4) In order to promote international uniformity, IE@fional Committees undertake to apply IEC Publications

assessment services and, in some areas, access to |[EC s of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this putstication.

7) No liability shall attach to IEC or its directors, employees, se
members of its technical committees and IEC National Committee
other damage of any nature whatsoever, whether direct or indireet for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon{ thi§ IEC Publication or any other IEC
Publications. @

8) Attention is drawn to the Normative references cited in this publication. % the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC @ ion may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such pa

agents including individual experts and
ny personal injury, property damage or

hts.
International Standard |IEC 62541-6 has been prepared by subcommlé E: Devices and
integration in enterprise systems, of IEC technical committee 6 Industrial-process
measurement, control and automation. 6

This second edition cancels and replaces the first edition published in ZOAhi edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the A&ous
edition:

a) Some applications need to operation in environments with no access to cryptography
libraries. To support this a new HTTPS transport has been defined in 7.3;

b) The padding byte is not long enough to handle asymmetric key sizes larger than 2048 bits.
Added an additional padding byte to 6.7.2 to handle this case.

c) Fixed errors in SOAP action URIs defined in 7.2.2;
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d) Needed a standard way to serialize nodes in an address space. Added the UANodeSet
schema defined in Annex F;

xt of this standard is based on the following documents:

6 . Ccbv Report on voting

0 65E/377/CDV 65E/405/RVC

Full infor on the voting for the approval of this standard can be found in the report on
voting indic jin the above table.

This puincatio@ been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts IEC 62541 series, published under the general titte OPC Unified
Architecture, can be fg on the IEC website.

The committee has demd?‘] the contents of this publication will remain unchanged until
the stability date indicat the IEC web site under "http://webstore.iec.ch” in the data
related to the specific public )At this date, the publication will be

* reconfirmed,

+ withdrawn, @

+ replaced by a revised edition, or

+ amended. /O
CJ/

IMPORTANT - The 'colour inside' logo on@ cover page of this publication indicates
that it contains colours which are co red to be useful for the correct
understanding of its contents. Users shoul refore print this document using a
colour printer.

<%
®
.
%
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)\ Part 6: Mappings
:/
1 Scope

the security m described in IEC TR 62541-2, the abstract service definitions, described in
IEC 62541-4, t ta structures defined in IEC 62541-5 and the physical network protocols
that can be used todMmplement the OPC UA specification.

This part of %.2541 specifies the OPC Unified Architecture (OPC UA) mapping between

2 Normative refe @s

The following documents,@ole or in part, are normatively referenced in this document and
are indispensable for its apglication. For dated references, only the edition cited applies. For
undated references, the | edition of the referenced document (including any
amendments) applies.

IEC TR 62541-1, OPC Unified Arch@ture — Part 1: Overview and Concepts
IEC TR 62541-2, OPC Unified Archite@.Pert 2: Security Model

IEC 62541-3, OPC Unified Architecture — PQﬁc‘fdress Space Model

IEC 62541-4, OPC Unified Architecture — Part {@vices

IEC 62541-5, OPC Unified Architecture — Part 5: In tion Model

IEC 62541-7, OPC Unified Architecture — Part 7: Profi

http://www.w3.org/TR/xmlschema-1/

XML Schema Part 1: XML Schema Part 1: Structures 9;

XML Schema Part 2: XML Schema Part 2: Datatypes Q
http://www.w3.0rg/TR/xmlschema-2/ /

SOAP Part 1: SOAP Version 1.2 Part 1: Messaging Framework O/
http://www.w3.0org/TR/soap12-part1/

SOAP Part 2: SOAP Version 1.2 Part 2: Adjuncts : z

http://www.w3.org/TR/soap12-part2/ @
XML Encryption: XML Encryption Syntax and Processing !
http://www.w3.0rg/TR/xmlenc-core/
XML Signature: XML-Signature Syntax and Processing 0

http://www.w3.org/TR/xmldsig-core/

WS Security: SOAP Message Security 1.1

http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf



http://www.w3.org/TR/xmlschema-1/
http://www.w3.org/TR/xmlschema-2/
http://www.w3.org/TR/soap12-part1/
http://www.w3.org/TR/soap12-part2/
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/TR/xmldsig-core/
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
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WS Addressing: Web Services Addressing (WS-Addressing)
http://www.w3.org/Submission/ws-addressing/

W%ust: WS Trust 1.3
://gocs.oasis-open.orq/ws-sx/ws-trust/v1 .3/ws-trust.html

WS S@ Conversation: WS Secure Conversation 1.3
/d

http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.3/ws-secureconversation.html

WS Securi

http://docss is-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-
os.html U

icy: WS Security Policy 1.2

SSL/TLS: RFC 52 he TLS Protocol Version 1.2
http://tools.ietf.org/ /rfc5246.txt

X509: X.509 Public Key icate Infrastructure
http://www.itu.int/rec/T- X.509-200003-1/e
*
WS-I Basic Profile 1.1: WS-I B@Drofile Version 1.1
http://www.ws-i.org/Profiles/BasicProfile-1.1.html

WS-| Basic Security Profile 1.1: WS@asic Security Profile Version 1.1

http://www.ws-i.org/Profiles/Basic, ityProfile-1.1.html
HTTP: RFC 2616 — Hypertext Transfer Pro | —HTTP/1.1
http://www.ietf.org/rfc/rfc2616.txt L o

Base64: RFC 3548 — The Base16, Base32, ano(&m Data Encodings
http://www.ietf.org/rfc/rfc3548.txt

X690: ITU-T X.690 — Basic (BER), Canonical (CER) and _JRistinguished (DER) Encoding Rules
http://www.itu.int/ITU-T/studygroups/com17/langu 690-0207.pdf

IEEE-754: Standard for Binary Floating-Point Arithmetic O

Q.

HMAC: HMAC — Keyed-Hashing for Message Authentication ;

http://grouper.ieee.org/groups/754/

http://www.ietf.org/rfc/rfc2104.txt

PKCS #1: PKCS #1 — RSA Cryptography Specifications Version 2.0 @
http://www.ietf.org/rfc/rfc2437.txt O

FIPS 180-2: Secure Hash Standard (SHA) 6:

http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

FIPS 197: Advanced Encyption Standard (AES) @
http://www.csrc.nist.gov/publications/fips/fips197/fips-197.pdf !
UTF8: UTF-8, a transformation format of ISO 10646
http://tools.ietf.org/html/rfc3629

RFC 3280: RFC 3280 — X.509 Public Key Infrastructure Certificate and CRL Profile
http://www.ietf.org/rfc/rfc3280.txt

RFC 4514: RFC 4514 — LDAP: String Representation of Distinguished Names


http://www.w3.org/Submission/ws-addressing/
http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.3/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://tools.ietf.org/html/rfc5246.txt
http://www.itu.int/rec/T-REC-X.509-200003-I/e
http://www.ws-i.org/Profiles/BasicProfile-1.1.html
http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html
http://www.ietf.org/rfc/rfc2616.txt
http://www.ietf.org/rfc/rfc3548.txt
http://www.itu.int/ITU-T/studygroups/com17/languages/X.690-0207.pdf
http://grouper.ieee.org/groups/754/
http://www.ietf.org/rfc/rfc2104.txt
http://www.ietf.org/rfc/rfc2437.txt
http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf
http://www.csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://tools.ietf.org/html/rfc3629
http://www.ietf.org/rfc/rfc3280.txt
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http://www.ietf.org/rfc/rfc4514.txt

NTP: RFC 1305 — Network Time Protocol (Version 3)
J/Iwww.ietf.org/rfc/rfc1305.txt

Kerb WS Security Kerberos Token Profile 1.1

httpel/docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf

3 Terms, @nitions, abbreviations and symbols

3.1 Terms a%initions

For the purposes is document the terms and definitions given in IEC TR 62541-1,
IEC TR 62541-2 and 62541-3 as well as the following apply.

3.1.1 EO
DataEncoding I\/
a way to serialize OPC UA e?ges and data structures

3.1.2 0

Mapping
specifies how to implement an OPC feature with a specific technology

Note 1 to entry: For example, the OPC UA Bin );coding is a Mapping that specifies how to serialize OPC UA
data structures as sequences of bytes.

3.1.3 C .
Security Protocol /
ensures the integrity and privacy of UA Mess@ that are exchanged between OPC UA

applications @

3.1.4
Stack Profile \9
a combination of DataEncodings, SecurityProtocol and r@ortProtoco/ Mappings

Note 1 to entry: OPC UA applications implement one or more StackPro@ d can only communicate with OPC
UA applications that support a StackProfile that they support. @

3.1.5
Transport Protocol

a way to exchange serialized OPC UA Messages between OPC UA {&ations

3.2 Abbreviations and symbols O’
API Application Programming Interface

ASN.1 Abstract Syntax Notation #1 (used in X690) : z .
BP WS-I Basic Profile Version
BSP WS-I Basic Security Profile :

CsVv Comma Separated Value (File Format)

HTTP Hypertext Transfer Protocol @
HTTPS Secure Hypertext Transfer Protocol

IPSec Internet Protocol Security

RST Request Security Token

OID Object Identifier (used with ASN.1)

RSTR Request Security Token Response


http://www.ietf.org/rfc/rfc4514.txt
http://www.ietf.org/rfc/rfc1305.txt
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf



