EESTI STANDARD __ EVS-EN 14908-4:2014

Open Data Communication in Building Automation,
Controls and Building Management - Control Network
Protocol - Part 4: IP Communication

EESTI STANDARDIKESKUSEW&

ESTONIAN CENTRE FOR STANDARDISATION




EESTI STANDARDI EESSONA

NATIONAL FOREWORD

See Eesti standard EVS-EN 14908-4:2014 sisaldab
Euroopa standardi EN 14908-4:2014 inglisekeelset
teksti.

Standard on  jBustunud  sellekohase

avaldamisega EVS Teatajas.

teate

Euroopa standardimisorganisatsioonid on teinud
Euroopa standardi rahvuslikele liikmetele
kattesaadavaks 30.04.2014.

Standard on kattesaadav Eesti Standardikeskusest.

This Estonian standard EVS-EN 14908-4:2014
consists of the English text of the European standard
EN 14908-4:2014.

This standard has been endorsed with a notification
published in the official bulletin of the Estonian Centre
for Standardisation.

Date of Availability of the European standard is
30.04.2014.

The standard is available from the Estonian Centre for
Standardisation.

Tagasisidet standardi sisu kohta on vdimalik edastada, kasutades EVS-i veebilehel asuvat tagasiside vormi voi
saates e-kirja meiliaadressile standardiosakond@evs.ee.

ICS 35.240.99, 91.140.01, 97.120

Standardite reprodutseerimise ja levitamise digus kuulub Eesti Standardikeskusele

Andmete paljundamine, taastekitamine, kopeerimine, salvestamine elektroonsesse siisteemi vdi edastamine Uksk8ik millises vormis voi

millisel teel ilma Eesti Standardikeskuse kirjaliku loata on keelatud.

Kui Teil on kisimusi standardite autorikaitse kohta, votke palun Ghendust Eesti Standardikeskusega:
Aru 10, 10317 Tallinn, Eesti; www.evs.eeg; telefon 605 5050; e-post info@evs.ee

The right to reproduce and distribute standards belongs to the Estonian Centre for Standardisation

No part of this publication may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying,
without a written permission from the Estonian Centre for Standardisation.

If you have any questions about copyright, please contact Estonian Centre for Standardisation:
Aru 10, 10317 Tallinn, Estonia; www.evs.ee; phone 605 5050; e-mail info@evs.ee



http://www.evs.ee

EUROPEAN STANDARD EN 149084
NORME EUROPEENNE
EUROPAISCHE NORM April 2014

ICS 35.240.99; 91.140.01; 97.120 Supersedes EN 14908-4:2006

English Version

Open Data Communication in Building Automation, Controls and
Building Management - Control Network Protocol - Part 4: IP
Communication

Réseau ouvert de communication de données pour Offene Datenkommunikation fir die Gebaudeautomation
I'automatisation, la régulation et la gestion technique du und Gebaudemanagement - Gebaude-Netzwerk-Protokoll -
batiment - Protocole de contrdle du réseau - Partie 4: Teil 4: Kommunikation mittels Internet Protokoll (IP)

Communication par IP

This European Standard was approved by CEN on 12 April 2013.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European
Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references concerning such national
standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management Centre has the same
status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United
Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2014 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 14908-4:2014 E
worldwide for CEN national Members.



EVS-EN 14908-4:2014

Contents

FOIP@WONd ... iieeeeieeeeeeeeeeeeeneneneemnmemnmnmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsRSRRERRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR RS 4
T o T T o) 5
1 T o o - 6
2 NOIrMAtive FEfErENCES .........coiiiiii s s e s s s e e e s ame e s e nnns 6
3 Terms, definitions and abbreviations ... s rsnsns s e s e eeenes 7
31 Terms and defiNitionNS ..... ..o e 7
3.2 ADDreVviations ... 8
4 Lo LT =Y 4 =T 0 8
5 CNP/IP device SpecCifiCation..........cccccceiiiiiiiiccciscrier s snr e re s ss s sssms s s s es s s s s sssn s e e e s s s s s snmnne e e eesanssannnenes 9
51 IP Related device SPeCIfiCatioNS .......cccciviicciiceiiini e s sss s s e e e e s s s s smn e e e nesn s nmmnnes 9
5.2 CNP related device SPeCIfiCatioNS .......cccceiiiicciiseiiiniirr e ssserr e sss e s e e s smn s e e e e e snssnnnmnnes 9
L0 g B - Ted =T B {0 4 4 - 9
5.2.2 AddressSing SCREMES .......cccciiiiiiriiiiiiii s s s s s s s 9
6 L o 3 = T 3= 10
6.1 £ oYY o3 e 1T o OSSN 10
6.2 IP transSport MEeChaNISMS .........coeviiiiiiiiiiir i s e s s s s s e s e s e s ererererererersrerenenensnsnnnsnnnnnnnnnns 12
3070 B € 7Y 4T - | RS 12
6.2.2 Informative CONSIderations ...........cccciiiiiiiiiiniiii e 13
7 L0 VL | o Lo = 13
71 Configuration of @ CNP/IP deViCe.........ccoiiiiiiiiir it s e 13
7.2 Configuration PArameters ... r e m e e e e n e nnne e e e nnannnan 14
4% %0 B € 7Y T - | RS 14
7.2.2 Channel definition PArameters ...........cccccciriiiiiiccsserrrr s r s ssmr e e e s ssnn e e e e es s s s snmnne e e nenan 14
7.2.3  Send List arameters.........cccoiceiiiiiiisiiinirs s s n e nn e anes 15
7.2.4 DeViCe PAramMeters ......cccccciiiiiiiiirisssssssssssssssssssss s s s s s s s s s s s s s s s s s s s s s s s s s s s a s a s s s n s s n s n s s s s e s e e e s nan 15
7.3 Configuration teChNIQUES.......ccouiiii it r e e e s s s sme e e e ee s s s mnme e e e e nnnnnnnn 15
0% Fht SR € 7Y 4T - | RS 15
4 3 " =14 TUE= 12T 41T 11 ] - 14T ) o T SR 16
4% TR T =10 10 B I 1 Vo N0 o 0o RS 16
7.3.4 CoNfigUration SEIVEIS.........cccccceiiiiiii it rr e s s s s s s ssm e e e e ee s s s mnt e e e ne e e e e s samnne s e nesans s snnnnnennssan 16
8 CINP/IP MESSAQES ...uutiiriiiiiiissnnrrrrriiisssssssnreersssssssssssssseesssssssssnsnssesssassssssnsssssssssssssssnnssnssssasssasnnsssnssssnsasan 17
8.1 Definition of CNP/IP messages and modes of operation............cccccmriiricccsmeiciinnicsssssessenesssssssssnens 17
8.2 CommON MESSAGE NEAUE .....coiiiiiiiceeirrr e n e e e e s s s s m s e e s e e e e s smnme e e nennnnnnnn 17
8.3 L= g =] A=Y= o 11 0T 1= 1T o 19
L= HRe B © 1Y - O 19
<0 0 RS- T 140 7=1 01 A=) e = 1 Ve =P 20
LR TR B = oW 1= =TT o P 21
8.4 (D F: 1 2= I o = Led 1= A= e g T- 3V [ 22
L3R g B € 7Y 4T - | S 22
<0 3 N © 10 o3 el =Y gl o = e =Y SR 23
8.4.3 Duplicate packet deteCtion ... —————— 24
8.4.4 Stale packet deteCtion ..........ccccciiiiiiiiccccecrrr e nnn e e e nnn e e e nenan 24
8.5 Configuration server interactions .........cccccieccccieiiiiinc s 25



EVS-EN 14908-4:2014

8.5.1 General device iNteraction ............cccciiiiiiiiiiicri e 25
8.5.2 General protocol iNteraCtioN........ccccciicccccciiii i e sn e e e e e n e e e s 27
< ST N o= Tod [ (=Y ST =Y 011 41 = 1o o TSR 27
8.5.4 Device RegisStration.........ccccciiiiiiiiiiiiiirrrnssssssssssssssss s s s s s s s 28
8.5.5 Channel Membership......cccoi i sserr e s e s e s s s snne e e e se e s s mnn e e e nesan s snmnnnennenan 30
LS T 1 T N = RS 31
< TSI A 03 1 F- 1410 7= I 2-e T U1 4V SR 32
8.6 Miscellaneous Status MESSAQES ......ccccvviiiiiiiimrrrrriiisissssmerre s rrsssssssme s e s e sesssssssssssessssssssssmsnensessenssssnnnnes 34
LR B €T T - | RS 34
8.6.2 CNP/IP DeVice Status........cccciceiiiiiiiiiiiirr s s s n s s s s s e s s mn s s amn e s e nnes 34
8.6.3 DevVvice ConfigUration ...........cccccciiiiiiiiccccecrrr s ssserr e e sssme e e e e s s s smnne e e e e sas s s amnn e e e eesan s nnnnnennenan 36
8.6.4 DeVvice SeNd LiSt ......cceiiiiiiiiiii i nnes 36
8.6.5 Channel Membership List ........ccccciiiiiiiiiisciiiiiis s cssene e s sssssre s s s s ssssss e s s e s s s smnn e s e e e sess s smmnnesnnesas 37
8.6.6 Channel routing iNformMation........ccccoi e e s 37
8.7 Vendor SPeCIfiC MeSSAQES......cccicrrririiiiiiiserrrrrrissssssssrre s s s sssssssssss e e e e ssssssssmsseesessasssssnssensssssssssnnnnsnnsss 37
8.8 Authentication of CNP Packets ... s 38
9 L 102 (=T A o g F= 1 39
9.1 = T2 (= BN 1N/ o 1= 39
9.2 CommMON CNP/IP HEAET .......ooiiieiiiieiir s e s s s san e s e e e mn e e e s mnn s 40
9.3 LS T=Y e |44 L= 1 A o= e 1] PSRN 42
9.4 L0 Ve T T o= o (=] £ 43
9.5 CNP/IP Device Registration/configuration packets..........ccccccriiiicciieininin s s e ss s 44
9.6 Channel Membership PacCKet ...........ccocciiiiiiiicccieerirri i ssscssssrr s s s ss s ssssse s e s s s s s s ssssms e e s ss s s s ssmnme s e s e snsnnnnnn 48
9.7 Channel RoOUtiNG PACKEt........coiiiiiiiiceiiriri s ssserr e s s sss s s s s e s s smn e e s e s s s s snms e e e s ee s s s snmnne s e neennnsnnan 49
9.8 LYo [ =EoS - Ve (- 52
9.9 X e (a0 3T 1= o T e Ve (- 54
9.10  Send List PACKEL ........ceiiiiiii it s nn e anan 55
9.11 Node Status/Health/Statistics Response MeSSage .......cccccvviicicsemrinriinsssssseeeer s ss s sssseesessssssssssssens 55
Annex A (normative) Specifications for the CNP standard...........cccooiriimminniiininnccinn e 59
Annex B (informative) Specifications fOr CNP...........cceiiiiiiiirrrr s s s e e e s s snmnnes 61
T o1 oo = o] 1/ 62



EVS-EN 14908-4:2014

Foreword

This document (EN 14908-4:2014) has been prepared by Technical Committee CEN/TC 247 “Building
Automation, Controls and Building Management”, the secretariat of which is held by SNV.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2014 and conflicting national standards shall be
withdrawn at the latest by October 2014.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent
rights.

This document supersedes EN 14908-4:2006.

This European Standard is part of a series of standards for open data transmission in building
automation, control and in building management systems. The content of this European Standard covers

the data communications used for management, automation/control and field functions.

EN 14908-4 is part of a series of European Standards under the general title Control Network Protocol
(CNP), which comprises the following parts:

Part 1: Protocol stack

Part 2: Twisted pair communication

Part 3: Power line channel specification

Part 4: IP-Communication

Part 5: Implementation

Part 6: Application elements

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands,

Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the
United Kingdom.
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Introduction

This European Standard has been prepared to provide mechanisms through which various vendors of
building automation, control, and building management systems may exchange information in a
standardised way. It defines communication capabilities.

This European Standard will be used by all involved in design, manufacture, engineering, installation and
commissioning activities.
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1 Scope

This European Standard specifies the transporting of the Control Network Protocol (CNP) packets for
commercial Building Automation, Controls and Building Management over Internet Protocol (IP) networks
using a tunnelling mechanism wherein the CNP packets are encapsulated within IP packets. It applies to
both CNP nodes and CNP routers.

The purpose of this European Standard is to ensure interoperability between various CNP devices that
wish to use IP networks to communicate using the CNP protocol.

The main body of this European Standard is independent of the CNP protocol being transported over the
IP network. The reader is directed to Annex A and Annex B for the normative and informative,
respectively, aspects of this specification that are specific to EN 14908-1.

Figure 1 shows a possible configuration of such CNP devices and networks connected to an IP network.

Embedded
CNP

Workstation

running

CNP Stack Device

CNP/IP to CNP/IP CNP/IP to CNP/IP
Router Router
IP Channel /\ IP Channel
INTERNET

CNP/IP Router [CNP/IP Router CNP/IP Router

CNP
Nodes

CNP CNP CNP
Channel Channel Channel

Figure 1 — Typical CNP/IP application

Figure 1 depicts two types of CNP devices: CNP nodes and CNP routers. It should be noted that the
routers shown can route packets between typical CNP channels (such as twisted pair or power line) and
an IP channel or it can route CNP packets between two IP channels. In this European Standard the IP
channel will be defined in such a way to allow it to be used like any other CNP channel.

In the above diagram, the IP network can be considered to be one or more IP channels. This European
Standard covers only how CNP packets are transported over IP channels. It does not cover how CNP

packets are routed between standard CNP channels and IP channels. This specification is not intended to
cover the lower layers (physical, MAC and link layers) of either standard CNP or IP channels.

2 Normative references

Not applicable.





