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Foreword

ISO (the International Organization for Standardization) and IEC (the International Elec-
trotechnical Commission) form the specialized system for worldwide standardization. National
bodies that are members of ISO or IEC participate in the development of International Standards
through technical committees established by the respective organization to deal with particular
fields of technicgl activity. ISO and IEC technical committees collaborate in fields of mutual
interest. Oth%ernational organizations, governmental and non-governmental, in liaison with
ISO and IEC, dlgétake part in the work. In the field of information technology, ISO and TEC
have established a@int technical committee, ISO/IEC JTC 1.

International Standar(@re drafted in accordance with the rules given in the ISO/IEC Directives,

Part 2. OQ

The main task of the joint €gdhnical committee is to prepare International Standards. Draft
International Standards adop@ by the joint technical committee are circulated to national
bodies for voting. Publication a International Standard requires approval by at least 75 %
of the national bodies casting a Voty'

Attention is drawn to the possibility some of the elements of this document may be the
subject of patent rights. ISO and IEC ﬁ@l not be held responsible for identfying any or all
such patent rights. Ve

e

ISO/TEC 10116 was prepared by Joint Technic%)mmittee ISO/TEC JTC 1, Information tech-
nology, Subcomittee SC 27, IT Security techniq a

This third edition cancels and replaces the second edjfop (ISO/IEC 10116:1997) which has been
revised. Implementations that comply with ISO/TEC (@3:1997 will also comply with this third

edition. O@
a

The main technical changes between the second edition and hird edition are as follows:

Qe

a) CBC mode has been extended to permit interleaving; and O

o)

b) anew mode (Counter mode) has been introduced. \.L

&
0
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Introduction

ISO/IEC 10116 specifies modes of operation for an n-bit block cipher. These modes provide
methods for encrypting and decrypting data where the bit length of the data may exceed the
size n of the block cipher.

This third ed1 of ISO/IEC 10116 specifies five modes of operation:
a) Electronic %book ECB);

b) Cipher Block C%ﬂg (CBC);

c) Cipher Feedback (Cg‘?@,
d) Output Feedback (OF%d

e) Counter (CTR).

vi © ISO/IEC 2006 — All rights reserved
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Information technology —
Security techniques —
Modes of operation for an n-bit block cipher

A
%

1 Scope 0%

This International Stand@n}] establishes five modes of operation for applications of an n-bit block
cipher (e.g. protection of a transmission, data storage). The defined modes only provide
protection of data confidentiafiyy. Protection of data integrity and requirements for padding the
data are not within the scope@ his International Standard. Also most modes do not protect
the confidentiality of message lé} information.

*

This International Standard speciﬁ{&the modes of operation and gives recommendations for
choosing values of parameters (as app@iate).

The modes of operation specified in this fgfnational Standard have been assigned object iden-
tifiers in accordance with ISO/IEC 9834. Th@ t of assigned object identifiers is given in Annex
A. In applications in which object identiﬁers%e’ used, the object identifiers specified in An-
nex A are to be used in preference to any other\Q¥)ject identifiers that may exist for the mode
concerned.

NOTE Annex B (informative) contains comments%e properties of each mode. Block ciphers
are specified in ISO/IEC 18033-3. O

@,;9
2 Normative references 6
The following referenced documents are indispensable for the applicz@n of this document. For
dated references, only the edition cited applies. For undated referenc ﬁhe latest edition of the

referenced document (including any amendments) applies. @

ISO/IEC 18033-3, Information technology — Security techniques — Encryption%thms — Part 3:
Block ciphers.
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