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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right$o be represented on that committee. International organizations, governmental and
non-governmental, in #Maigon with ISO, also take part in the work. ISO collaborates closely with the
International ElectrotechfiigtJ«Commission (IEC) on all matters of electrotechnical standardization.

International Standards aregr’ﬁld in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical co ees is to prepare International Standards. Draft International Standards
adopted by the technical comm s are circulated to the member bodies for voting. Publication as an

International Standard requires app é)y at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility tha

Qne of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible fo

o@/e}ﬂifying any or all such patent rights.
ISO 17090-3 was prepared by Technical Com#fiitee ISO/TC 215, Health informatics.

This first edition cancels and replaces the Tech&l Specification (ISO/TS 17090-3:2002), which has been
revised and brought to the status of International Stgé’ard.

ISO 17090 consists of the following parts, under @ general title Health informatics — Public key
infrastructure: L .

®
— Part 1: Overview of digital certificate services é
— Part 2: Certificate profile

— Part 3: Policy management of certification authority %
Ve

%
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based processes
to automated electronic processes. New models of healthcare delivery are emphasizing the need for patient
information to be shared among a growing number of specialist healthcare providers and across traditional
organizational tyqdaries.

Healthcare infor concerning individual citizens is commonly interchanged by means of electronic mail,
remote database (?ss, electronic data interchange and other applications. The Internet provides a highly
cost-effective and accggsible means of interchanging information, but it is also an insecure vehicle that
demands additional m res be taken to maintain the privacy and confidentiality of information. Threats to
the security of health infi tion through unauthorized access (either inadvertent or deliberate) are increasing.
It is essential to have av. e to the healthcare system reliable information security services that minimize

How does the healthcare indust ovide appropriate protection for the data conveyed across the Internet in a
practical, cost-effective way? Publi€ ¥ey infrastructure (PKI) and digital certificate technology seek to address
this challenge. /)/

*

Z

The proper deployment of digital cemcates requires a blend of technology, policy and administrative
processes that enable the exchange of s@yitive data in an unsecured environment by the use of “public key
cryptography” to protect information in transii,and “certificates” to confirm the identity of a person or entity. In
healthcare environments, this technology u thentication, encipherment and digital signatures to facilitate
confidential access to, and movement of, indi\@al health records to meet both clinical and administrative
needs. The services offered by the deploymenﬂdigital certificates (including encipherment, information
integrity and digital signatures) are able to address y of these security issues. This is especially the case if
digital certificates are used in conjunction with an dited information security standard. Many individual
organizations around the world have started to use digi ertificates for this purpose.

Interoperability of digital certificate technology and s ing policies, procedures and practices is of
fundamental importance if information is to be exchanged b en organizations and between jurisdictions in
support of healthcare applications (for example between a ho§gital and a community physician working with
the same patient). A

Achieving interoperability between different digital certificate imple
framework of trust, under which parties responsible for protecting an i
the policies and practices and, by extension, the validity of digital ¢
authorities.

tions requires the establishment of a
{dual’s information rights may rely on
1ﬁgtes issued by other established

A

Many countries are deploying digital certificates to support secure commwtions within their national
boundaries. Inconsistencies will arise in policies and procedures between th ification authorities (CAs)
and the registration authorities (RAs) of different countries if standards develo activity is restricted to
within national boundaries.

Digital certificate technology is still evolving in certain aspects that are not specific to healthcare. Important
standardization efforts and, in some cases, supporting legislation are ongoing. On the other hand, healthcare
providers in many countries are already using or planning to use digital certificates. ISO 17090 seeks to
address the need for guidance of these rapid international developments.

ISO 17090 describes the common technical, operational and policy requirements that need to be addressed to
enable digital certificates to be used in protecting the exchange of healthcare information within a single
domain, between domains and across jurisdictional boundaries. Its purpose is to create a platform for global
interoperability. It specifically supports digital certificate-enabled communication across borders, but could
also provide guidance for the national or regional deployment of digital certificates in healthcare. The Internet
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is increasingly used as the vehicle of choice to support the movement of healthcare data between healthcare
organizations and is the only realistic choice for cross-border communication in this sector.

ISO 17090 should be approached as a whole, with the three parts all making a contribution to defining how
digital certificates can be used to provide security services in the health industry, including authentication,
confidentiality, data integrity and the technical capacity to support the quality of digital signature.

ISO 17090-1 defines the basic concepts underlying the use of digital certificates in healthcare and provides a
scheme of interoperability requirements to establish digital certificate-enabled secure communication of health
information.

ISO 17090-2 provides %hcare-specific profiles of digital certificates based on the international standard
X.509 and the profile of t /Specified in IETF/RFC 3280 for different types of certificates.

This part of ISO 17909 deals yrith management issues involved in implementing and using digital certificates
in healthcare. It defines a stru and minimum requirements for certificate policies (CPs) and a structure for
associated certification practice ments. This part of ISO 17090 is based on the recommendations of the

border communication. It also defin e minimum levels of security required, concentrating on the aspects
unique to healthcare. @

Comments on the content of this docun‘@ as well as comments, suggestions and information on the
application of these standards, may be fo (%1 to the ISO/TC 215 secretariat at adickerson@himss.org or
t

informational IETF/RFC 3647, an gentifies the principles needed in a healthcare security policy for cross

WG4 convenor, Ross Fraser, and WG4 secre at wdconsec@medis.or.jp.
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Health informatics — Public key infrastructure —

Part 3:
Policy management of certification authority

1 Scope O/
O

This part of 1ISO 17090 {ivies guidelines for certificate management issues involved in deploying digital
certificates in healthcare. It ifies a structure and minimum requirements for certificate policies, as well as
a structure for associated cem@tion practice statements.

This part of ISO 17090 also identjjiés the principles needed in a healthcare security policy for cross-border
communication and defines the um levels of security required, concentrating on aspects unique to
*

healthcare. {S’

S

2 Normative references 0

references, only the edition cited applies. For ted references, the latest edition of the referenced

The following referenced documents are indi@:;sable for the application of this document. For dated
document (including any amendments) applies. @

ISO 17090-1:2008, Health informatics — Public key%astructure — Part 1: Overview of digital certificate

services 0

ISO 17090-2:2008, Health informatics — Public key mfrastruo@ Part 2: Certificate profile

ISO/IEC 27002, Information technology — Security techmquesaéCode of practice for information security
management @

IETF/RFC 3647, Internet X.509 Public Key Infrastructure Cert:ﬁa%?olicy and Certification Practices

Framework 6

IETF/RFC 4211, Internet X.509 Public Key Infrastructure Certificate Requeaéﬂa&%ge Format (CRMF)

L

3 Terms and definitions d\

For the purposes of this document, the terms and definitions given in ISO 17090-1 apply.
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