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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by thg respective organization to deal with particular fields of technical activity. ISO and IEC
technical commtiegs collaborate in fields of mutual interest. Other international organizations, governmental
and non-govern al, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO aﬁﬁsc have established a joint technical committee, ISO/IEC JTC 1.

International Standard% drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joi@ chnical committee is to prepare International Standards. Draft International
Standards adopted by the joi chnical committee are circulated to national bodies for voting. Publication as
an International Standard requir€} approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibi? at some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be hel ﬂ;onsible for identifying any or all such patent rights.

ISO/IEC 18028-4 was prepared by SS?nt Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniq@.

ISO/IEC 18028 consists of the following ;@.under the general title Information technology — Security
techniques — IT network security: L

— Part 2: Network security architecture /®

— Part 3: Securing communications between networ@nsing security gateways

— Part 4: Securing remote access @
Network security management and securing communicati between networks using Virtual Private
Networks will form the subjects of the future Parts 1 and 5, respe ly.
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Introduction

In Information Technology there is an ever increasing need to use networks within organizations and between
organizations. Requirements have to be met to use networks securely.

The area of remote acce§gs to a network requires specific measures when IT security should be in place. This
part of ISO/IEC 18028 gfoydes guidance for accessing networks remotely — either for using email, file transfer
or simply working remot

*

®
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Information technology — Security techniques — IT network
security —

Part 4:
Securing yemote access

1 Scope O
P Q

This part of ISO/IEC 1802 vides guidance for securely using remote access — a method to remotely
connect a computer either to er computer or to a network using public networks and its implication for IT
security. In this it introduces the @ rent types of remote access including the protocols in use, discusses the
authentication issues related to re@access and provides support when setting up remote access securely.
It is intended to help network admini€trators and technicians who plan to make use of this kind of connection
or who already have it in use and nee @vice on how to set it up securely and operate it securely.

S

2 Terms, definitions and abbrev'u@/g‘ terms

For the purposes of this document, the foIIowing@ﬂs, definitions and abbreviated terms apply.

21 /®

Access Point é

AP

the system providing access from a wireless network to Q%SUial network
2.2 O
Advanced Encryption Standard ®/‘

AES

a symmetric encryption mechanism providing variable key Iengt@ d allowing an efficient implementation
specified as Federal Information Processing Standard (FIPS) 197

0g
2.3 6

authentication

the provision of assurance of the claimed identity of an entity. In case~of r authentication, users are
identified either by knowledge (e.g., password), by possession (e.g., token) a personal characteristic
(biometrics). Strong authentication is either based on strong mechanisms (e.g., bi trics) or makes use of at
least two of these factors (so-called multi-factor authentication).

24

call-back

a mechanism to place a call to a pre-defined or proposed location (and address) after receiving valid 1D
parameters

2.5

Challenge-Handshake Authentication Protocol
CHAP

a three-way authentication protocol defined in RFC 1994
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