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INTERNATIONAL ELECTROTECHNICAL COMMISSION

D CONTROL SYSTEMS IMPORTANT TO SAFETY - USE OF
URE MODE AND EFFECTS ANALYSIS (FMEA) AND RELATED
ODS TO SUPPORT THE JUSTIFICATION OF SYSTEMS

6 . NUCLEAR POWER PLANTS - INSTRUMENTATION
7
|

OO FOREWORD

1) The International Elecérotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national elec ical committees (IEC National Committees). The object of IEC is to promote
international co-ope n all questions concerning standardization in the electrical and electronic fields. To
this end and in addi other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publi Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their pr én is entrusted to technical committees; any IEC National Committee interested

Yy

in the subject dealt with participate in this preparatory work. International, governmental and non-
governmental organizations | g with the IEC also participate in this preparation. IEC collaborates closely
with the International Organiz@tion for Standardization (ISO) in accordance with conditions determined by
agreement between the two organ%ons.

2) The formal decisions or agreement@EC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of reco;men ations for international use and are accepted by IEC National

Committees in that sense. While all reaso efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot b responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, | ional Committees undertake to apply IEC Publications
transparently to the maximum extent possible | eir national and regional publications. Any divergence
between any IEC Publication and the correspondin )1‘al or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conform@ ependent certification bodies provide conformity
assessment services and, in some areas, access to |[EC s of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this;‘)Qation.

7) No liability shall attach to IEC or its directors, employees, se agents including individual experts and
members of its technical committees and IEC National Committees(f ny personal injury, property damage or
other damage of any nature whatsoever, whether direct or indire for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, thi€ IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. :W the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC igation may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such pat n@hts.

The main task of IEC technical committees is to prepare International rds. However, a

technical committee may propose the publication of a technical report when i has collected
data of a different kind from that which is normally published as an Internati Standard, for

example "state of the art". ﬁ

IEC TR 62987, which is a technical report, has been prepared by subcompnift 45A:
Instrumentation, control and electrical systems of nuclear facilities, of IE nical
committee 45: Nuclear instrumentation.

The text of this technical report is based on the following documents: @
Enquiry draft Report on voting
45A/1006/DTR 45A/1028/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

th bility date indicated on the IEC website under "http://webstore.iec.ch" in the data
rélated to the specific publication. At this date, the publication will be

*
e T @'med,
e withdrawn,

. replac Y a revised edition, or
amended '

[ ]
A bilingual vers f this publication may be issued at a later date.

oY

The)\committee has decided that the contents of this publication will remain unchanged until

IMPORTANT - The( r inside' logo on the cover page of this publication indicates
that it contains rs which are considered to be useful for the correct
understanding of its ténts. Users should therefore print this document using a
colour printer.
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INTRODUCTION

a) :echnical background, main issues and organisation of the Technical Report

b)

c)

d)

lure mode and effects analysis (FMEA) is a qualitative method of reliability analysis
may be applied to many different types of systems. It is an inductive method of
p ing system reliability or safety analysis from a low to a high level (IEC 60812).

Thg?s a need to provide guidance on nuclear-specific issues, for example common

cau failure and meeting the single failure criteria, when applying failure mode and
effects sis (FMEA) and related methods to instrumentation and control systems
importa afety in nuclear power plants. The information gathered in the development

of this te | report was used to determine if the topic can be standardised. If a positive
conclusion @ reached the intent was to produce a scope and a first draft CD of a
standard. Su@ standard would use IEC 60812 as its basis and provide guidance
specific to th lear industry for implementing IEC 60812. The conclusion in this

technical report j& that the topic is not yet amenable to standardisation, however,
additional develop of the topic by the committee would be beneficial and could result
in a standard at a la te.

This Technical Reporfi ifies international standards applicable to nuclear power plant

instrumentation and congfol systems that invoke FMEA as a method. It describes the

contexts in which the stand invoke FMEA. The Technical Report describes how FMEA

and associated methods h een applied to nuclear power plant instrumentation and
af

control systems important to and to systems with similar attributes. The examples
are followed by descriptions of esponse of regulators to the use of FMEA and related
methods in regulatory processes¢ The examples and regulatory experiences are based on
a survey of and contributions b ticipating national committees. A bibliography is
provided for further reference. /\

Situation of the current Technical Re@ in the structure of the IEC SC 45A standard

series
*

IEC TR 62987 as a technical report is a fou vel IEC SC 45A document.

For more details on the structure of the IEC 45A standard series, see item d) of this
introduction.

Recommendations and limitations regarding the lication of the Technical Report
It is important to note that a technical report is informative in nature. It gathers
data collected from different origins and it establishes equirements.

Description of the structure of the IEC SC 45A st@rd series and relationships
with other IEC documents and other bodies document @A, ISO)

The top-level document of the IEC SC 45A standard seri IEC 61513. It provides
general requirements for I&C systems and equipment that ar d to perform functions
important to safety in NPPs. IEC 61513 structures the IEC SC 4 andard series.

IEC 61513 refers directly to other IEC SC 45A standards for g@ | topics related to
categorization of functions and classification of systems, qualifi , separation of
systems, defence against common cause failure, software aspects®of cemputer-based
systems, hardware aspects of computer-based systems, and control design. The
standards referenced directly at this second level should be considered stogether with
IEC 61513 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 a tandards
related to specific equipment, technical methods, or specific activities. Us v/ these
documents, which make reference to second-level documents for general topics be
used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

IEC 61513 has adopted a presentation format similar to the basic safety publication
IEC 61508 with an overall safety life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, it provides the interpretation of the general requirements of
IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the nuclear application sector, regarding
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nuclear safety. In this framework IEC 60880 and IEC 62138 correspond to IEC 61508-3 for
the nuclear application sector. IEC 61513 refers to ISO as well as to IAEA GS-R-3 and
)EEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).

IEC SC 45A standards series consistently implements and details the principles and
ic safety aspects provided in the IAEA code on the safety of NPPs and in the IAEA
S series, in particular the Requirements SSR-2/1, establishing safety requirements

r to the design of Nuclear Power Plants, and the Safety Guide IAEA NS-G-1.3
dealing with instrumentation and control systems important to safety in Nuclear Power
Plants. e, terminology and definitions used by SC 45A standards are consistent with
those l@(y the IAEA.

NOTE Itis ass
to address worker{saf
standards would be

at for the design of I&C systems in NPPs that implement conventional safety functions (e.g.
, asset protection, chemical hazards, process energy hazards) international or national
ied, that are based on the requirements of a standard such as IEC 61508.
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NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT TO SAFETY - USE OF
FAILURE MODE AND EFFECTS ANALYSIS (FMEA) AND RELATED
)\ METHODS TO SUPPORT THE JUSTIFICATION OF SYSTEMS
:/

*

$§

1 Scop%

This Technical ort provides guidance on nuclear-specific issues when applying Failure
Mode and Effe Analysis (FMEA) and related methods to instrumentation and control
systems importa afety in nuclear power plants. The information in this Technical Report
complements, for n@ power plant applications, the procedure for FMEA in IEC 60812.

This Technical Report pts to provide information, in the context of applications to
nuclear power plant instr tation and control systems important to safety, on:

e terminology used in FME(p(yCesses,

e benefits of using FMEA, &p
e shortcomings and limitations of A methods,
e anticipated outcomes of and clag

o relationships to other analysis r@ used in establishing the safety / reliability of
nuclear power plant designs,

o typical FMEA process inputs, ca:

e typical FMEA process outputs, /
e typical initiators of FMEA processes, ®
e most prevalent uses of FMEA processes, %

e recommended uses of FMEA processes,

O

e FMEA work product configuration management practices, ®

to,be made from application of FMEA,

*

e discouraged uses of FMEA processes,

o FMEA work product contents and characteristics,

e good practices,

e supporting tools, @
o specific examples of FMEA use for nuclear power plant Iicensing,%

e FMEA references. OI

2 Normative references 6

are indispensable for its application. For dated references, only the edition cited ies. For
undated references, the Ilatest edition of the referenced document (inc @ny
amendments) applies.

The following documents, in whole or in part, are normatively referenced in this docurment and
ﬁﬁl 1

IEC 60812:2006, Analysis techniques for system reliability — Procedure for failure mod&S)d
effects analysis (FMEA)

IEC 61226:2009, Nuclear power plants — Instrumentation and control important to safety —
Classification of instrumentation and control functions
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IEC 61513:2011, Nuclear power plants — Instrumentation and control for systems important
for safety — General requirements for systems

MEEE Std 352-1987, IEEE Guide for General Principles of Reliability Analysis of Nuclear
w enerating Station Safety Systems
*

IEEE‘W??QQM, IEEE Standard Requirements for Reliability Analysis in the Design and
Opera of Safety Systems for Nuclear Facilities

IEEE Std %98, IEEE Standard Criteria for Safety Systems for Nuclear Power Generating

Stations
Q

IEEE Std 7-4.3. 3, IEEE Standard Criteria for Digital Computers in Safety Systems of

Nuclear Power Ge %Q Stations

IAEA Nuclear Energy ies publication No. NP-T-1.5:2009, Protecting Against Common
Cause Failures in Digita ystems of Nuclear Power Plants

/(

3 Terms and definitions /’

For the purposes of this document,&following terms and definitions apply.

2 /O
common cause failure 2.

CCF
failure of two or more structures, systems (@Tponents due to a single event or cause
*

Note 1 to entry: Common causes may be internal or exte@) an 1&C system.

Note 2 to entry: The IAEA definition differs from the IEC definifion in two points:

a) The term “specific” was deleted because otherwise the defipfilien of CCF is not consistent with the definition of
CMF “Common mode failure”. Furthermore, this additional word is not necessary in order to understand the
definition.

b) The word “and” was replaced by “or” because IEC/SC 45A e ught it was a typing fault. In the online

IAEA dictionary (NUSAFE) this correction was already made.

[SOURCE: IAEA Safety Glossary 2007 Edition, modified] :®

4 References to FMEA in published standards @/‘

4.1 General ®

This clause identifies and discusses international and national standard@d'scuss the use
of FMEA in their application and which may have applicability to nuclear pom@lants.

4.2 |EC standards \.L
4.21 IEC 60812 @

IEC 60812 is one of a number of standards on analysis techniques for system reli
defines a procedure for applying FMEA in the pursuit of reliable designs and processes.
IEC 60812 focuses on reliability assurance, it does recognize that FMEA may be and o
used in support of achieving system safety objectives. IEC 60812 is not specific to nuclear
safety applications and does not provide guidance specific to such applications.






