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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 15408-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT security techniques. The identical text of ISO/IEC 15408 is published by the Common 
Criteria Project Sponsoring Organisations as Common Criteria for Information Technology Security Evaluation. 

This second edition cancels and replaces the first edition (ISO/IEC 15408-2:1999), which has been technically 
revised. 

ISO/IEC 15408 consists of the following parts, under the general title Information technology — Security 
techniques — Evaluation criteria for IT security: 

 Part 1: Introduction and general model 

 Part 2: Security functional requirements 

 Part 3: Security assurance requirements 
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copy, distribute, translate or modify CC 2.3 as they see fit. 
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Introduction 

Security functional components, as defined in this part of ISO/IEC 15408, are the basis for the security 
functional requirements expressed in a Protection Profile (PP) or a Security Target (ST). These requirements 
describe the desired security behaviour expected of a Target of Evaluation (TOE) or the IT environment of the 
TOE and are intended to meet the security objectives as stated in a PP or an ST. These requirements 
describe security properties that users can detect by direct interaction (i.e. inputs, outputs) with the IT or by 
the IT response to stimulus. 

Security functional components express security requirements intended to counter threats in the assumed 
operating environment of the TOE and/or cover any identified organisational security policies and assumptions. 

The audience for this part of ISO/IEC 15408 includes consumers, developers, and evaluators of secure IT 
systems and products. ISO/IEC 15408-1 Clause 5 provides additional information on the target audience of 
ISO/IEC 15408, and on the use of ISO/IEC 15408 by the groups that comprise the target audience. These 
groups may use this part of ISO/IEC 15408 as follows:  

a) Consumers, who use this part of ISO/IEC 15408 when selecting components to express functional 
requirements to satisfy the security objectives expressed in a PP or ST. ISO/IEC 15408-1 Subclause 5.3 
provides more detailed information on the relationship between security objectives and security 
requirements.  

b) Developers, who respond to actual or perceived consumer security requirements in constructing a TOE, 
may find a standardised method to understand those requirements in this part of ISO/IEC 15408. They 
can also use the contents of this part of ISO/IEC 15408 as a basis for further defining the TOE security 
functions and mechanisms that comply with those requirements.  

c) Evaluators, who use the functional requirements defined in this part of ISO/IEC 15408 in verifying that the 
TOE functional requirements expressed in the PP or ST satisfy the IT security objectives and that all 
dependencies are accounted for and shown to be satisfied. Evaluators also should use this part of 
ISO/IEC 15408 to assist in determining whether a given TOE satisfies stated requirements.  
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1 Scope 

This part of ISO/IEC 15408 defines the required structure and content of security functional components for 
the purpose of security evaluation. It includes a catalogue of functional components that will meet the common 
security functionality requirements of many IT products and systems. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security — 
Part 1: Introduction and general model  

3 Terms, definitions, symbols and abbreviated terms 

For the purposes of this document, the terms, definitions, symbols and abbreviated terms given in 
ISO/IEC 15408-1 apply. 

4 Overview 

ISO/IEC 15408 and the associated security functional requirements described herein are not meant to be a 
definitive answer to all the problems of IT security. Rather, ISO/IEC 15408 offers a set of well understood 
security functional requirements that can be used to create trusted products or systems reflecting the needs of 
the market. These security functional requirements are presented as the current state of the art in 
requirements specification and evaluation. 

This part of ISO/IEC 15408 does not presume to include all possible security functional requirements but 
rather contains those that are known and agreed to be of value by this part of ISO/IEC 15408 authors at the 
time of release. 

Since the understanding and needs of consumers may change, the functional requirements in this part of 
ISO/IEC 15408 will need to be maintained. It is envisioned that some PP/ST authors may have security needs 
not (yet) covered by the functional requirement components in this part of ISO/IEC 15408. In those cases the 
PP/ST author may choose to consider using functional requirements not taken from ISO/IEC 15408 (referred 
to as extensibility), as explained in annexes A and B of ISO/IEC 15408-1. 

4.1 Organisation of this part of ISO/IEC 15408 

Clause 5 describes the paradigm used in the security functional requirements of this part of ISO/IEC 15408. 

Clause 6 introduces the catalogue of this part of ISO/IEC 15408 functional components while clauses 7 
through 17 describe the functional classes. 

Information technology — Security techniques — Evaluation 
criteria for IT security — 

Part 2: 
Security functional requirements 
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