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Foreword

This document (CEN/TS 15121-1:2011) has been prepared by Technical Committee CEN/TC 331 “Postal
Services”, the secretariat of which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

According to the Memorandum of Understanding (MoU) between the UPU and CEN, signed Oct. 22" 2001;
3.3 CEN notifies the following deviation from the source text:

The term "postal administration"” meaning a postal service designated by one member country of the UPU
was changed according with the wording of the Postal Directive to "postal service".

This document is the equivalent to Part 1 of a multi-part UPU standard, S43: Secured electronic postal
services (SePS) interface specification. S43 was originally published as a single part standard covering only
one secured electronic postal service, but has been split into parts to allow the standard to be extended to
cover other services based on the same concepts, schemas and operations. Part 1 defines these concepts,
schemas and operations.

Part 2 defines EPCM Services, and uses the specification of Part 1.

The specification is complemented by five annexes. Annex A and Annex B are normative; Annex C, Annex D
and Annex E are informative. The specification contains a Bibliography.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria, Croatia, Cyprus,
Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia,
Spain, Sweden, Switzerland and the United Kingdom.
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Introduction

This interface specification describes a standardized way for postal services or its system development teams
to build a secured electronic postal services (SePS) capability which can be offered to customers as part of an
electronic service inventory.

A SePS is a postal service which is accessed electronically through the use of an interface based on an
appropriate subset of the operations (verbs) specified in this document. Together these define a set of
standardized application layer software security services aimed at facilitating the introduction and integration
of the following capabilities into a target customer’s business applications:

— digital signature verification;

— certificate status verification;

— timestamping of verified signatures (i.e. a PostMarkedReceipt);

— receipt issuance;

— content timestamping;

— digital signature creation;

— capture of signature intent (context and user commitment);

— creation of encrypted envelopes;

— decryption of encrypted envelopes;

— evidence logging of all SePS events;

— logging of user events deemed relevant to the business transaction;

— tying together of SePS events into a business transaction Lifecycle;

— retrieval of evidence data in support of dispute resolution and future challenges in a non-repudiation
context.

Individual SePS services may support different subsets of the defined operations. For example, the electronic
postal certification mark (EPCM) service, defined in part B of the standard (see UPU standard S43b) uses the
Checklintegrity, PostMark, RetrieveResults, Sign and Verify operations to support the capture and
reproduction of evidence data attesting to the fact that a business transaction was conducted and completed
in an environment of integrity and trustworthiness.

The process of integrating SePS features into an automated application is termed “SePS-enabling” the target
application. Each call to a SePS can be looked at as a non-repudiable SePS event or SePS transaction within
the application’s overall business workflow. These non-repudiable events can be logically linked and tracked
within an application’s business workflow to provide additional business context to an arbitrator should a
challenge to the event’s authenticity be presented by any of the involved parties.

This specification describes the SePS interface standard and contains four main clauses and five annexes:
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Clause No Description of content

5 Key SePS concepts: introduces a number of key concepts which are drawn on in the remainder
of the specification;

6 Overview of SePS operations: provides an overview of the standard operations, supported by
the schema defined in Annex A, which can be combined to implement secured electronic postal
services which comply with this specification;

7 Common schema types used across SePS operations: defines common WSDL element types
that are sent to and returned from the SePS;

8 Detailed specification of SePS operations: provides a detailed definition of the operations which
were introduced in Clause 6;

Annex A (normative) SePS XML Schema V1.15; provides the formal XML Schema for the SePS interface;

Annex B (normative) Web Service Description Language (WSDL) V1.15: provides the formal WSDL
specification of the SePS interface;

Annex C Examples: provides specific examples illustrating the various constructs used within the
interface;

Annex D (informative) European and international standards inter-relationships and evolution: provides
background information on other signature standards which exist in the same domain as the
SePS interface specification. Their influence and role in shaping this standard and its evolution
is also covered;

Annex E (informative) Relevant intellectual property rights (IPR): provides information about intellectual
property rights whose use has been reported as possibly being implied by certain
implementations of the specification.

The implementation of part or all of this specification might involve the use of intellectual property that is the
subject of patent and/or trademark rights. It is the responsibility of users of the standard to conduct any
necessary searches and to ensure that any pertinent rights are in the public domain; are licensed?) or are
avoided. Neither CEN nor the UPU can accept any responsibility in case of infringement, on the part of users
of this document, of any third party intellectual property rights. Nevertheless, document users and owners of
such rights are encouraged to advise the Secretariat of the UPU Standards Board and/or of CEN/TC 331 of
any explicit claim that any technique or solution described herein is protected by such rights in any CEN or
UPU member country. Any such claims will, without prejudice, be documented in the next update of this
standard, or otherwise at the discretion of the Standards Board, respectively CEN/TC 331. Annex E of this
document lists the intellectual property rights brought to the attention of CEN/TC 331 and the UPU Standards
Board prior to approval of the publication of this version of the standard.

NOTE The mention of intellectual property rights, in Annex E, is on a ‘without prejudice’ basis. That is, such mention
indicates only that some party has expressed the view that use of the standard might, in some circumstances, infringe the
mentioned intellectual property rights. It should not be taken as in any way confirming the validity of such view and users
should conduct their own searches to determine whether the mentioned IPR is in fact applicable to their specific case.

1) Mail service contractors are advised to ensure that reliance on intellectual property that is not in the public
domain does not inadvertently lead to the creation of an effective monopoly. This could occur, even if usage of
the intellectual property concerned is licensed by the mail service contractor, unless the terms of the licensing
agreement commit the IPR holder to making licences available, on appropriate terms, to the mail service
contractor's customers and suppliers, including competitors of the IPR holder.
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1 Scope

This document specifies a standard XML interface that will enable software applications to call a secured
electronic postal service (SePS), provided by a postal service, which is based on the concepts, schemas and
operations described herein.

The specification provides:

— a definition of standard operations which can be combined to support secured electronic postal services;
— afull description of all mandatory and optional request parameters required for use of these operations;
— afull description of all response elements and the detailed circumstances under which they are returned.

The specification also describes the functionality and edit rules of the actual technical specification artifacts,
which are represented by an XML Schema (XSD) and an associated Web Services Definition Language
(WSDL) specification. The versions of these applicable at the date of publication of this version of the
specification are contained in this document as Annex A and Annex B respectively. These can also be
obtained in electronic format from the UPU Technical Standards CD-ROM or from the UPU Standards
Secretariat.

In case of any conflict between Annex A and other provisions of this specification, Annex A shall be regarded
as definitive.

The SePS schema specification in Annex A is discreet and version specific. Postal Services are free to select
which discrete interface versions they support. However, except in the case of upgrades to V1.15 adopted to
ensure cross-border compatibility, postal services who upgrade from older versions of the schema (e.g. from
V1.14) to a newer one are required to support backward compatibility of previously supported versions of the
SePS interface specification as it applies to both processing requests/responses and honoring previously
issued PostMarkedReceipts. Individual posts are free to address this backward compatibility challenge as they
see fit.

The version element which is present in every request and which is included in the PostMarkedReceipt
can be used to support this backwards compatibility requirement.

The requirement for backward compatibility does not apply to cross-border scenarios where V1.15 has been
adopted to ensure compatibility. The SePS Interface specification includes a digital signature platform
supporting basic cryptographic service operations as well as a comprehensive framework for the delivery of
evidentiary, witnessing, and non-repudiation services. The specification provides for continued support of
legacy CMS/PKCS7 binary signatures. This approach allows subscribing applications to leverage the
strengths of both protocols and can aid in the migration from one to the other. The schema will continue to
support, in an interchangeable way, use of both CMS/PKCS7 and XMLDSIG artifacts.

SePS implementations are free to support the "XML Signature Syntax and Processing" standard (i.e.
XMLDSIG) for all elements presently carrying PKCS7 content. Selection of either format is supported across
the two prevalent signature formats within this domain. XML Encryption is also supported.

The specification:

— complies with IETF RFC 3161 in respect of time stamp tokens, time stamp values and other time stamp
attributes;

— complies with all mandatory requirements (i.e. qualified as "required" or "shall" in the text) of
IETF RFC 3126 and ETSI TS 101 733 as they apply to Electronic Signatures — Complete (i.e. ES-C);

— complies with the IETF RFC 2630 ASN.1 layout for all PKCS objects utilised in the specification;
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— supports XMLDSIG signature formatting as defined in IETF RFC 3275;

— complies with IETF RFC 2560 in respect of the validationData element.

This version of the specification does not cover:

— a description of the issues surrounding inter-operability between multiple postal SePS implementations
when a business transaction Lifecycle requires the participation of more than one SePS implementation

in a cross-border scenario involving two or more postal services;

— issues surrounding SePS usage in a ‘multiple Certificate Authority’ scenario where inter-operating posts
are participating in a cross-border transaction as described above;

— examination of 'Certificate Authority deployment model' alternatives necessitated by the cross-border
scenarios described above.

2 Normative references
The following referenced documents are indispensable for the application of this document. For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

2.1 UPU standards
UPU Standards glossary

NOTE UPU Standards are obtainable from the UPU International Bureau, whose contact details are given in the
Bibliography; the UPU Standards glossary is freely accessible on URL http://www.upu.int.

2.2 Internet Engineering Task Force (IETF) documents

NOTE Internet RFCs (Requests for Comment) are available from the Internet Engineering Task Force, c/o the
Corporation for National Research Initiatives, 1895 Preston White Drive, Suite 100, Reston, VA 20191-5434, U.S.A. Tel:
(+1 703) 620 8990, Fax: (+1 703) 620 9071, www.ietf.org. RFCs can also be obtained from www.fags.org/rfcs/.

RFC 23152) — PKCS #7 Version 1.5

RFC 25603) — X.509 Internet Public Key Infrastructure Online Certificate Status Protocol — OCSP (June 1999),
M. Myers, R. Ankney, A. Malpani, S. Galperin, C. Adams

RFC 2617 — HTTP Authentication: Basic and Digest Access Authentication (June 1999) J. Franks, P. Hallam-
Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart

RFC 2822 — Internet Message Format

2) This defines the ASN.1 layout for all relevant PKCS objects utilised by the SePS.

3) The ValidationData element defined in the WSDL interface specification (Annex B) refers direcily to this
RFC. If a SePS described in this RFC as it pertains to ValidationData required at non-repudiation challenge
time for successful evidencing. This can be accomplished through CRL evidence capture as well as signed
OCSP responses, the latter being more credible. This new version of the specification provides an extensibility
model whereby individual posts may implement their own ValidationData complexType to extend the abstract
GenericValidationData now in the schema.





