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Foreword 

This document (CEN/TS 15130:2006) has been prepared by Technical Committee CEN/TC 331 “Postal 
Services”, the secretariat of which is held by NEN. 

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following 
countries are bound to announce this CEN Technical Specification: Austria, Belgium, Cyprus, Czech Republic, 
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, 
Switzerland and United Kingdom. 
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Introduction 

The purpose of this document is to define a consistent and complete set of messages between vendors and 
posts infrastructures in support of DPM applications. 

It is assumed that the reader of this document is familiar with computer-related technologies normally used to 
design and implement applications requiring an interaction between computer systems. This document makes 
use of industry-accepted technical standards and concepts like public key cryptography and communication 
protocols. 

This document defines the significant content and the format for data exchanges and messages, consistent 
with current industry practices. Also, consistent with the concepts of extensibility and flexibility, this document 
allows for extensions supporting specific (local) implementations using additional data elements. 
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1 Scope 

This document specifies the information exchanges between various parties' infrastructures that take place in 
support of DPM applications. It complements standards that address the design, security, applications and 
readability of Digital Postage Marks. 

The following items will be addressed by this document: 

 identification of parties participating in exchanges of information described by this document; 

 identification of functions (interactions, use cases); 

 definition of parties’ responsibilities in the context of above functions; 

 definition of messages between parties: message meaning and definition of communication protocols to 
support each function; 

 definition of significant content (payload) for each message; 

 security mechanisms providing required security services, such as authentication, privacy, integrity and 
non-repudiation. 

This document does not address: 

 design of DPM supporting infrastructure for applications internal to providers and carriers; 

 design of DPM devices and applications for applications internal to end-users. 

NOTE Although there are other communications between various parties involved in postal communications, this 
document covers only DPM-related aspects of such communications. 
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2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, or references to a version number, only the edition cited applies. For undated references and 
where there is no reference to a version number, the latest edition of the referenced document (including any 
amendments) applies. 
 
ISO/IEC 9798-3, Information technology – Security techniques – Entity authentication – Part 3: Mechanisms 
using digital signature techniques 

ISO 10126-2, Banking – Procedures for message encipherment (wholesale) – Part 2: DEA algorithm 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 
 
3.1 
ascending register value 
numerical value that is equal to the total accumulated value of postage that has been accounted for and 
printed by the mailing system (usually used in the context of a postage meter or a franking machine) 

3.2 
authentication 
verification of the identity of a person, process or the origin of the data being exchanged 

3.3 
control sum 
sum of the descending register value and ascending register value in a mailing system 

3.4 
cryptographic material 
information used in conjunction with cryptographic methods of protecting information 

3.5 
cryptographic key 
information that uniquely determines a bijection (one-to-one transformation) from the space of messages to 
the space of ciphertexts 

3.6 
Cryptographic Validation Codes 
CVC 
value, cryptographically derived from selected postal data, which may be used in verifying the integrity of such 
data and authenticating its origin 

3.7 
data integrity 
property of a communication channel whereby data has not been altered in an unauthorized manner since the 
time it was created, transmitted, or stored by an authorized source 

3.8 
descending register value 
numerical value equal to the total value of unused postage remaining in the mailing system (usually used in 
the context of a postage meter or a franking machine) 
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