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1. FOREWORD

The purpose of this CEN Workshop is to develop a first level European agreement on best
practices for market players to ensure quality in designing, developing, maintaining and
operating critical information systems, including both applications and infrastructure.

This CEN Workshop background, objectives, work program, workshop structure and resource
requirements are defined in the Business Plan, version 2.0 dated March 6, 2007 and adopted
at the kick-off yeting of the workshop on 07 March 2007.

The final reviewsgatlorsement round for this CWA was successfully closed on 23 June 2008.
The final text of :RFCWA was submitted to CEN for publication on 17 November 2008.

The CEN Workshop n@lbers who have supported the document are (in alphabetical order):

ARMA International, AS& (Initiator), NYSE EURONEXT Technology, EISIS (Etudes et
Ingénierie des Systéemes d’ﬁ ationS), Groupement des Cartes Bancaires, INFOCERT, La
Banque Postale (Initiator), ologism (Initiator), RexConseil, THALES, VOLANS
Informatica. 7 .
Z

The resulting deliverable consists 5? &? present CWA (CEN Workshop Agreement). This
document provides guidelines for thel\@dtsign, development and maintenance of information
systems requiring a high level of quality,@)grvice (including performance and availability).

The workshop addresses mission-critical M%ge,ment (or Business) Information Systems. It
does not cover mission-critical systems in thex ientific, industrial (control-command, etc.)
and embedded systems domains, for example. %ose domains, practices and technologies
already focus on “technical” requirements wheéregs their “functional” requirements are
generally specific, stand-alone and dedicated to a li\ﬁ%set of specifications.

The lifecycle of an IT project can be divided into three
CEN Workshop addresses the practices required in the
particular focus on how those practices impact the Run phase®

es: Design, Build, and Run. This
ign and Build phases, with a

Y

Finally, the workshop addresses practices required to fulfil tecthr specifications (or quality
of service requirements), i.e. “Build it right and make it efﬁcienrtégdoes not address the
practices required for functional specifications (or business require ), 1.e. “Build the right
thing”. &\

This CEN Workshop Agreement is publicly available as a reference docum om the
National Members of CEN : AENOR, AFNOR, ASRO, BDS, BSI, CSNI, CYS,DIN, DS,
ELOT, EVS, IBN, IPQ, IST, LVS, LST, MSA, MSZT, NEN, NSAI, ON, PKN, SEE, SIS, SIST,
SFS, SN, SNV, SUTN and UNI.

Comments or suggestions from the users of the CEN Workshop Agreement are welcome
and should be addressed to the CEN Management Centre.
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2. TERMS AND DEFINITIONS

2.1.Definition of a critical information system (CIS)

A business information system aims at performing functions to achieve a desired result. There
are critical business functions and non-critical business functions.

Once translated into a computer system, each critical business function will be performed by
one or more critical applications and infrastructures.

In addition, ogh\ particular critical application may cover both critical and non-critical

business functlgé .

7
For the purpose ol’“&a ity, we will use simple and common sense definitions in this document.
For the purpose of thi ument, a critical information system is defined as any application
and/or infrastructure wh erforms one or more critical business functions, as well as a set

of applications and infrastr@tre whose combination performs one or more critical business
functions. Y

“A critical information systemcféIS) is one whose quality of service is essential to the
successful functioning of the org@ation in which it is used: a failure in its quality of
service results in the failure of the e@re information system and has significant impact
on the operations of the organisation’in which it is used.”

A
For the IT specialist, this definition is interp%a: follows:

“Technical specifications for CIS requireme mand just as much if not more effort than
those for the functional requirements.* QE

A CIS must provide:
- A high level of quality of service during the k\?@hase.
- A high level of life cycle control during the in@l and on-going Design, Build and
Run phases. Vo

are concerned, it is outside the scope of this CEN Workshop. ommend referring to the
following standards and set of best practices: g
- ISO/IEC FCD 27005: Information technology - Security ﬂiques - Information
security risk management.
Status: International standard under development (Not available%tly).
- ISO/IEC 16085:2006: Systems and software engineering - Life cy chsses - Risk
management.
Status: Published International Standard.
- AS/NZS 4360: Risk management.
Status: Australian / New Zealand published standard.

Although risk management is an important issue as far as Critlmormation Systems (CISs)
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2.2.Definition of CIS requirements

2.2.1. General

This section provides, for the purpose of this document, specific definitions of requirements
crucial to a CIS. For a given CIS, only one or just a few requirements may be a major
concern.

Two types of specific requirements may be crucial for a CIS:
- Quality 9f service requirements (generally addressing the concerns of both business
proces ers, stakeholders and IT specialists):
o %ity.
o Avadlability.

o Perfo@(nce.

o Capaci
o Securitylo
- Quality of system%lirements (generally addressing the concerns of IT specialists):
o Maintainabili o
o Resilience. O/

o Usability.

/0
2.2.2. Integrity §
“The system shall render the service%out errors and/or loss or corruption of data.*
A
2.2.3. Availability o

L.

“An available system is one that renders the@ected service at the desired time i.e. with
the expected timeliness and priority.” e

Availability also covers the capability of a CIS turn to a normal condition within a
specified time interval after a problem or a failure OCCL@O

Availability is different from continuity of service (IT SL@iﬂal plan, disaster recovery plan,

business continuity plan, etc.). /
2.24. Performance GQ«

“The system shall render the service in the best possible eéfed time, within the
required limits, under specified circumstances.*

2.2.5. Capacity &L

“The system shall render the service within the specified volume and ﬂ@limits, and it
shall react appropriately in case of an overflow.*

2.2.6. Security

It is recommended to refer to ISO/IEC 27001 (formerly 17799-2005): “Information security is
the protection of information from a wide range of threats in order to ensure business

! Security is a special requirement:
- it is an essential requirement for any application, be it critical or not.
- the eight other requirements addressed in the CIS approach must be considered systematically when
designing any security solution.

6





