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Foreword

This ‘Cryptographic Module for CSP Key Generation Services - Protection Profile’ (CMCKG-PP)
is issued by the European Committee for Standardization, Information Society Standardization
System (CEN/ISSS) Electronic Signatures (E-SIGN) workshop. The document represents the
CEN/ISSS workshop agreement (CWA) on trustworthy systems area D2.

The document is for use by the European Commission in accordance with the procedure laid
down in Article 9 of the Directive 1999/93/ec of the European parliament and of the council of
13 December 1999 on a Community framework for electronic signatures [1] as generally
recognised standard for electronic-signature products in the Official Journal of the European
Communities.

This document supersedes CWA 14167-3:2003.

The document has been prepared as a Protection Profile (PP) following the rules and formats of
the Common Criteria version 2.1 [2] [3] [4]. This PP has not been evaluated.

The set of algorithms for secure signature-creation devices and parameters for algorithms for
secure signature-creation devices is given in a separate document [5].

Correspondence and comments to this Cryptographic Module for CSP Key Generation Services
- Protection Profile (CMCKG-PP) should be referred to:

CONTACT ADDRESS
CEN/ISSS WS/E-Sign Project Team Maintenance

Editor: Wolfgang Killmann
Email: Wolfgang.Killmann@t-systems.com

After CWA approval the contact address will be:

CEN/ISSS Secretariat
Rue de Stassart 36
1050 Brussels, Belgium

Tel +32 2 550 0813
Fax +32 2 550 0966
Email isss@cenorm.be
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Conventions and Terminology

Conventions

The document follows the rules and conventions laid out in Common Criteria 2.1, part 1 [2],
Annex B “Specification of Protection Profiles”. Admissible cryptographic algorithms and
parameters for algorithms are given in a separate document [5]. Therefore, the Protection
Profile (PP) refers to [5].

Terminology

Administrator means a CSP user role that performs TOE initialisation or other TOE
administrative functions. These tasks are mapped to the Crypto-officer role of the TOE.

Advanced electronic signature (defined in the Directive [1], article 2.2) means an electronic
signature which meets the following requirements:

(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatory can maintain under his sole control, and
(d) it is linked to the data to which it relates in such a manner that any subsequent

change of the data is detectabie.
Authentication data is information used to verify the claimed identity of a user.

Auditor means a user exporting the TOE audit data and reviewing the audit data with tools in
the TOE environment.

CEN workshop agreement (CWA) is a consensus-based specification, drawn up in an open
workshop environment of the European Committee for Standardization (CEN).

Certificate means an electronic attestation which links the SVD to a person and confirms the
identity of that person. (defined in the Directive [1], article 2.9)

Certification generation application (CGA) means a collection of application elements which
requests the SVD from the device generating the SCD/SVD pair for generation of the qualified
certificate. The CGA stipulates the generation of a correspondent SCD / SVD pair, if the
requested SVD has not been generated by the SCD/SVD generation device yet. The CGA
verifies the authenticity of the SVD by means of

(a) the SSCD proof of correspondence between SCD and SVD and

(b) checking the sender and integrity of the received SVD.
Certification-service-provider (CSP) means an entity or a legal or natural person who issues
certificates or provides other services related to electronic signatures (defined in the Directive
[1], article 2.11).
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