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Foreword

This CWA contains the specifications that define the J/eXtensions for Financial Services (J/XFS) for the Java ™
Platform, as developed by the J/XFS Forum and endorsed by the CEN J/XFS Workshop. J/XFS provides an API
for Java applications which need to access financial devices. It is hardware independent and, by using 100%
pure Java, also operating system independent.

The CEN J/XFS Workshop gathers suppliers (among others the J/XFS Forum members), service providers as
well as banks and other financial service companies. A list of companies participating in this Workshop and in
support of this CW1 is available from the CEN Secretariat, and at

http://www.cen. orm/sectors/sectors/isss/activity/jxfs_membership.asp. The specification was agreed upon
by the J/XFS Worls @Meeting 0f 2009-05-6/9 in Brussels, and the final version was sent to CEN for

publication on 200 2.

The specification is con%sly reviewed and commented in the CEN J/XFS Workshop. The information
published in this CWA is ished for informational purposes only. CEN makes no warranty expressed or
implied, with respect to this ment. Updates of the specification will be available from the CEN J/XFS
Workshop public web pages p g their integration in a new version of the CWA (see
http://www.cen.eu/cenorm/secto tors/isss/activity/jxfs_cwas.asp).

The J/XFS specifications are now fu developed in the CEN J/XFS Workshop. CEN Workshops are open to
all interested parties offering to contrib@e® Parties interested in participating and parties wanting to submit
questions and comments for the J/XFS sp cations, please contact the J/XFS Workshop Secretariat hosted in
CEN (jxfs-helpdesk@cen.cu).

Questions and comments can also be submitte% Se members of the J/XFS Forum through the J/XFS Forum
web-site http://www.jxfs.net. e

This CWA is composed of the following parts: Qé .

e  Part 1: J/eXtensions for Financial Services (J/XFS ﬁ@w Java Platform - Release 2009 - Base Architecture
- Programmer's Reference

e Part 2: J/eXtensions for Financial Services (J/XFS) for@iava Platform - Release 2009 - Pin Keypad

Device Class Interface - Programmer's Reference

e  Part 3: J/eXtensions for Financial Services (J/XFS) for th%“latform - Release 2009 - Magnetic Stripe
& Chip Card Device Class Interface - Programmer's Referen

e Part 4: J/eXtensions for Financial Services (J/XFS) for the Java%orm - Release 2009 - Text Input/Output
Device Class Interface - Programmer's Reference a)

e Part 5: J/eXtensions for Financial Services (J/XFS) for the Java Plat Release 2009 - Cash Dispenser,
Recycler and ATM Device Class Interface - Programmer's Reference

e Part 6: J/eXtensions for Financial Services (J/XFS) for the Java Platforr%&:ase 2009 - Printer Device
Class Interface - Programmer's Reference

e Part 7: J/eXtensions for Financial Services (J/XFS) for the Java Platform - R e 2009 - Alarm Device
Class Interface - Programmer's Reference \L

e  Part 8: J/eXtensions for Financial Services (J/XFS) for the Java Platform - Releas@ - ensors and
Indicators Unit Device Class Interface - Programmer's Reference A’

e Part 9: J/eXtensions for Financial Services (J/XFS) for the Java Platform - Release 2 epository
Device Class Interface - Programmer's Reference (SR

e Part 10: J/eXtensions for Financial Services (J/XFS) for the Java Platform - Release 2009 - Check
Reader/Scanner Device Class Interface - Programmer's Reference (deprecated in favour of Part 13)

e Part 11: J/eXtensions for Financial Services (J/XFS) for the Java Platform - Release 2009 - Camera Device
Class Interface - Programmer's Reference

e Part 12: J/eXtensions for Financial Services (J/XFS) for the Java Platform - Release 2009 - Vendor
Dependant Mode Specification - Programmer's Reference

e Part 13: J/eXtensions for Financial Services (J/XFS) for the Java Platform — Scanner Device Class Interface
- Programmer’s Reference (recommended replacement for Part 10)

Note: Java and all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. The
Java Trademark Guidelines are currently available on the web at http://www.sun.com All other
trademarks are trademarks of their respective owners.
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This CEN Workshop Agreement is publicly available as a reference document from the National Members of
CEN : AENOR, AFNOR, ASRO, BDS, BSI, CSNI, CYS, DIN, DS, ELOT, EVS, IBN, IPQ, IST, LVS, LST,
MSA, MSZT, NEN, NSAI ON, PKN, SEE, SIS, SIST, SFS, SN, SNV, SUTN and UNI.

Comments or suggestions from the users of the CEN Workshop Agreement are welcome and should be
addressed to the CEN Management Centre.
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The main differences to the previous CWA 14923-3:2004 are:

New reader types in the deviceType property of chip card

Added the cardStatus property and the JxfsCCDCardStatus class

Added new methods for activation / deactivation / warm reset

Updated high coercitivity support

Added permanent chip card

Added EMV clarification paragraphs

Clarifications/Amendments about the behaviour of the chiplO method in case of
errors added.

testResult and cim86info modified to clarify results of a security check with MM
modules.

Added Appendix with Card Reader Fraud Behaviour information

added new manipulationStatus properties and associated resources to provide

JxfsMSDStatusSelectorEnum enumeration introduced to allow use of new

@grdware Manipulation information.
n
g

us method defined in base architecture documentation.

handling clarified at base architecture level so specific chapter in this

is removed.

specific fration of result codes used by each job has been removed, and now
result refers )p‘common section at the end of the document.

The main differences to th€ previous CWA 13937-3:2000 are:

Modified readataa@ d description

Modified ejectCard d, status event added

Modified retainCard d, status event added

Corrected some typing e

Added missing clariﬁcatim@ the writeData method

Removed the JXFS_E CLAI exception

Removed “media taken” as a codefor an intermediate event, at section 6.3
Added JXFS_S_MEDIA_STA%entS at the ejectCard and reatinCard
methods of the motorized card

interface. O

Added class hierarchy diagram ®

Modified the Description of the readData/‘ od of the IJxfsMagStripeControl
interface, relating to the /

magnetic pre-head detection.

Added paragraph describing handling of null pai ters

3341}

Changed from lowercase “j” to uppercase “J” in all jerface names starting with

“IIxfs...” }
<
o
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1

Scope

This document describes the Magnetic Stripe Device (MSD) as well as Chip Card Device
(CCD) classes based on the basic architecture of J/XFS which is similar to the JavaPOS
architecture. It is event driven and asynchronous.

Three basic levels are defined in JavaPOS. For J/XFS this model is extended by a
communication layer, which provides device communication that allows distribution of
applications and devices within a network. So we have the following layers in J/XFS :

Application

+ Device Control and Device Manager
Device Communication

¢ Bevice Service

Device Service objects provide the functionality to access the real device

river).
During applica tartup the Device Manager is responsible for locating the desired
Device Service o ayd attaching this to the requesting Device Control object. Location

and/or routing inforrgggn for the Device Manager reside in a central repository.

To support Magnetic Str@devices and Chip Card devices the basic Device Control
structure is extended with*vagigus properties and methods specific to this device which are
described on the following@
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2 Overview

2.1 Description

This document describes the J/XFS support classes for both Magnetic Stripe devices
(MSD) as well as Chip Card devices (CCD).

As well as the rest of J/XFS device controls, J/XFS Magnetic Stripe and J/XFS Chip Card
devices use the event driven model and the same behavioral model. Therefore, in the case
of a Magnetic Stripe device, the application will instantiate a J/XFS Magnetic Stripe
Device Control Object and then use the available methods to do I/O. When an I/O method
s called, the J/XFS Magnetic Stripe Device Service will attempt to process the requested

é@. If the request is invalid or an exception is encountered, the application will be notified
m J/XFS exception. Completion of the request will be reported by an event. Thus the
appjieggion must register itself with the J/XFS Magnetic Stripe Device Control Object for
the%us types of events it wishes to handle.

The sarQ odel applies to all J/XFS device controls and, in particular, to the Chip Card
Device c%

e
2.11 Magnetic Stripe Dev@(

*

Z
The J/XFS Magnetic @pe Reader/Encoder Device Support allows for the operation of
devices with magnetric s@e read/write capabilities. Following are typical devices with
such a capability:

e motor driven card re writer
e pull through card read itgr
e dip card reader/writer /®

The following tracks and the correspo@g international standards are taken into account

in this document: 0

Track 1 1807811 4D
Track 2 ISO 7811 ®/r,
Track 3 1SO 7811/ 1SO 4909 (9/(
In addition to the pure reading of the tracks mentioned a # security boxes can be used

via this service to check the data of writable tracks for manipuddtion. These boxes (such as
CIM or MM) are sensor-equipped devices that are able to ch ome other information on
the card and compare it with the track data.

Leds handling will be defined based on initialization conﬁguratio&reference to them
is made in this document. (p

Handling of watermark is also considered.

2.1.2 Chip Card Device

The J/XFS Chip Card Device Support allows for the operation of devices with chip access
capabilities. Following are typical devices with such a capability:

e  Motor driven chip card devices.
e Dip chip card devices.
e Permanent chip card devices.





