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European foreword 

The text of ISO/IEC 27040:2015 has been prepared by Technical Committee ISO/IEC JTC 1 “Information 
technology” of the International Organization for Standardization (ISO) and the International 
Electrotechnical Commission (IEC) and has been taken over as EN ISO/IEC 27040:2016. 

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by February 2017, and conflicting national standards 
shall be withdrawn at the latest by February 2017. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent 
rights. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, 
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, 
Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, 
Turkey and the United Kingdom. 

Endorsement notice 

The text of ISO/IEC 27040:2015 has been approved by CEN as EN ISO/IEC 27040:2016 without any 
modification. 
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Introduction

Many organizations face the challenge of implementing data protection and security measures to meet 
a wide range of requirements, including statutory and regulatory compliance. Too often the security 
associated with storage systems and infrastructure has been missed because of misconceptions and 
limited familiarity with the storage technology, or in the case of storage managers and administrators, 
a limited understanding of the inherent risks or basic security concepts. The net result of this situation 
is that digital assets are needlessly placed at risk of compromise due to data breaches, intentional 
corruption, being held hostage, or other malicious events.

Data storage has matured in an environment where security has been a secondary concern due to 
its historical reliance on isolated connectivity, specialized technologies, and the physical security of 
data centres. Even as storage connectivity evolved to use technologies such as storage protocols over 
Transmission Control Protocol/Internet Protocol (TCP/IP), few users took advantage of either the 
inherent security mechanisms or the recommended security measures.

This International Standard provides guidelines for storage security in an organization, supporting 
in particular the requirements of an Information Security Management System (ISMS) according to 
ISO/IEC  27001. This International Standard recommends the information security risk management 
approach as defined in ISO/IEC  27005. It is up to the organization to define their approach to risk 
management, depending for example on the scope of the ISMS, context of risk management, or industry 
sector. A number of existing methodologies can be used under the framework described in this 
International Standard to implement the requirements of an ISMS.

This International Standard is relevant to managers and staff concerned with information security risk 
management within an organization and, where appropriate, external parties supporting such activities.

The objectives for this International Standard are the following:

—	 help draw attention to the risks;

—	 assist organizations in better securing their data when stored;

—	 provide a basis for auditing, designing, and reviewing storage security controls.

It is emphasized that ISO/IEC 27040 provides further detailed implementation guidance on the storage 
security controls that are described at a basic standardized level in ISO/IEC 27002.

It should be noted that this International Standard is not a reference or normative document for regulatory 
and legislative security requirements. Although it emphasizes the importance of these influences, it 
cannot state them specifically, since they are dependent on the country, the type of business, etc.
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Information technology — Security techniques — 
Storage security

1	 Scope

This International Standard provides detailed technical guidance on how organizations can define 
an appropriate level of risk mitigation by employing a well-proven and consistent approach to the 
planning, design, documentation, and implementation of data storage security. Storage security applies 
to the protection (security) of information where it is stored and to the security of the information 
being transferred across the communication links associated with storage. Storage security includes 
the security of devices and media, the security of management activities related to the devices and 
media, the security of applications and services, and security relevant to end-users during the lifetime 
of devices and media and after end of use.

Storage security is relevant to anyone involved in owning, operating, or using data storage devices, 
media, and networks. This includes senior managers, acquirers of storage product and service, and 
other non-technical managers or users, in addition to managers and administrators who have specific 
responsibilities for information security or storage security, storage operation, or who are responsible 
for an organization’s overall security program and security policy development. It is also relevant to 
anyone involved in the planning, design, and implementation of the architectural aspects of storage 
network security.

This International Standard provides an overview of storage security concepts and related definitions. 
It includes guidance on the threat, design, and control aspects associated with typical storage scenarios 
and storage technology areas. In addition, it provides references to other International Standards and 
technical reports that address existing practices and techniques that can be applied to storage security.

2	 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated 
references, the latest edition of the referenced document (including any amendments) applies.

ITU-T Y.3500 | ISO/IEC 17788:2014, Information technology — Cloud computing — Overview and vocabulary

ISO/IEC  27000, Information technology  — Security techniques  — Information security management 
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology — Security techniques — Information security management 
systems — Requirements

ISO/IEC 27005, Information technology — Security techniques — Information security risk management

3	 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27005, 
and the following apply.

3.1
block
unit in which data is stored (3.50) and retrieved on disk and tape devices (3.14)
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