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INTERNATIONAL ELECTROTECHNICAL COMMISSION

‘5/' ELECTRICITY METERING DATA EXCHANGE -
@ THE DLMS/COSEM SUITE -

% Part 5-3: DLMS/COSEM application layer

O FOREWORD

all national electr ical committees (IEC National Committees). The object of IEC is to promote
international co-oper non all questions concerning standardization in the electrical and electronic fields. To
this end and in additi ther activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publi Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their pre n is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with Egrticipate in this preparatory work. International, governmental and non-
tio

1) The Internationalé@technical Commission (IEC) is a worldwide organization for standardization comprising

governmental organizations |
with the International Organiz

with the IEC also participate in this preparation. IEC collaborates closely
ryﬁr Standardization (ISO) in accordance with conditions determined by
agreement between the two organg

afi .
2) The formal decisions or agreementm‘EC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant jects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommep@ations for international use and are accepted by IEC National
Committees in that sense. While all reasgfiablg efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be hé ponsible for the way in which they are used or for any

misinterpretation by any end user. @
ﬁional Committees undertake to apply IEC Publications

4) In order to promote international uniformity, IE

transparently to the maximum extent possible in mational and regional publications. Any divergence

between any IEC Publication and the corresponding n | or regional publication shall be clearly indicated in
the latter. &

5) IEC itself does not provide any attestation of conformity. pendent certification bodies provide conformity
assessment services and, in some areas, access to |IEC of conformity. IEC is not responsible for any

services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of thistion.

7) No liability shall attach to IEC or its directors, employees, serva agents including individual experts and
members of its technical committees and IEC National Committees personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirectf ordfor costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, C Publication or any other IEC

Publications.

8) Attention is drawn to the Normative references cited in this publication. U(o‘ he referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC P ion may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such pat ts.
The International Electrotechnical Commission (IEC) draws attention to the fact that it i ed that compliance

with this International Standard may involve the use of a maintenance service concerningthe staek of protocols on
which the present standard IEC 62056-5-3 is based. 6

The IEC takes no position concerning the evidence, validity and scope of this maintenance seML

reasonable and non-discriminatory terms and conditions for applicants throughout the world. In thisSrespect, the

statement of the provider of the maintenance service is registered with the IEC. Information may be obtai

The provider of the maintenance service has assured the IEC that he is willing to provide rviceg under
iﬂm:

DLMS 1 User Association
Zug/Switzerland
www.dIms.com

1 Device Language Message Specification.
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International Standard IEC 62056-5-3 has been prepared by IEC technical committee 13:
Electrical energy measurement and control.

T%econd edition cancels and replaces the first edition of IEC 62056-5-3 published in 2013.
It°copslitutes a technical revision.

The 9/ icant technical changes with respect to the previous edition are listed in Annex G
(informadive).

The text o%tandard is based on the following documents:

O FDIS Report on voting
O 13/1648/FDIS 13/1657/RVD

Full information on the) ing for the approval of this standard can be found in the report on

voting indicated in the Etable
This publication has been ted m accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the I@ZOSG series, published under the general title Electricity
metering data exchange— The DLMSA&OSEM suite, can be found on the IEC website.

the stability date indicated on the bsite under "http://webstore.iec.ch" in the data
related to the specific publication. At this &the publication will be
* reconfirmed,

L .
* withdrawn,
* replaced by a revised edition, or %
A

The committee has decided that the@s of this publication will remain unchanged until

« amended.

IMPORTANT - The 'colour inside’ logo on the co o this publication indicates
that it contains colours which are conS|dered useful for the correct
understanding of its contents. Users should therefor pri nt this document using a

Q
%,
Q
%
&
o
$

colour printer.
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INTRODUCTION

This\ second edition of IEC 62056-5-3 has been prepared by IEC TC13 WG14 with a
si nt contribution of the DLMS User Association, its D-type liaison partner.

This«Qition is in line with the DLMS UA Green Book Edition 7.0 Amendment 3. The main new
featu ﬁ?re the DataNotification service, the general protection and the general block
transfermechanisms and the SMS short wrapper.

In 2014, th S UA has published Green Book Edition 8.0 adding several new features
regarding fu lity, efficiency and security while keeping full backwards compatibility.

The intention of? LMS UA is to bring also these latest developments to international
standardization. Thefefore, IEC TC13 WG14 launched a project to bring these new elements
also to the IEC 6205 ies that will lead to Edition 3.0 of the standard.

National Institute of Stand nd Technology, Technology Administration, U.S. Department

Clause 5 and Annex F a;gééed on parts of NIST documents. Reprinted courtesy of the
of Commerce.



IEC 62056-5-3:2016 © IEC 2016 -1 -

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

)\; Part 5-3: DLMS/COSEM application layer

5
1 Scop%

This part of | 056 specifies the DLMS/COSEM application layer in terms of structure,
services and cols for COSEM clients and servers, and defines how to use the
DLMS/COSEM a %jon layer in various communication profiles.

s

It defines service
communication servic
objects, defined in IEC
referencing.

stablishing and releasing application associations, and data
e& accessing the methods and attributes of COSEM interface
6&@—6—2:2016, using either logical name (LN) or short name (SN)

*

Annex A (normative) defines/ to use the COSEM application layer in various
communication profiles. It specifies how various communication profiles can be constructed
for exchanging data with metering @ment using the COSEM interface model, and what are
the necessary elements to specify i each communication profile. The actual, media-specific
communication profiles are specified arate parts of the IEC 62056 series.

/‘

Annex B (normative) specifies the SMS sh@rapper.

*

Annex C, Annex D and Annex E (informative)qrw e encoding examples for APDUs.

o

Annex F (informative) provides an overview of cryp%phy.

is edition of the standard.

>

The following documents, in whole or in part, are normatively r@ﬁced in this document and
are indispensable for its application. For dated references, only#thesedition cited applies. For
undated references, the Ilatest edition of the referenced @ ent (including any
amendments) applies.

Annex G (informative) lists the main technical changes

2 Normative references

IEC 61334-4-41:1996, Distribution automation using distribution line carstems — Part 4:
Data communication protocols — Section 41: Application protocols — Distributigm line message
specification 6

IEC 61334-6:2000, Distribution automation using distribution line carrier s?@s Part 6:
A-XDR encoding rule 6\

IEC TR 62051:1999, Electricity metering — Glossary of terms L

IEC TR 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff anSﬂS?d
control — Glossary of terms — Part 1: Terms related to data exchange with metering equipment
using DLMS/COSEM

IEC 62056-1-0, Electricity metering data exchange — The DLMS/COSEM suite — Part 1-0:
Smart metering standardisation framework
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IEC 62056-6-1:2015, Electricity metering data exchange — The DLMS/COSEM suite — Part 6-
1: Object Identification System (OBIS)

%056-6-2:2016, Electricity metering data exchange — The DLMS/COSEM suite — Part 6-
COSEM interface classes
*

IEC 6@-8-3:2013, Electricity metering data exchange — The DLMS/COSEM suite — Part 8-
3: Co nication profile for PLC S-FSK neighbourhood networks

ISO/IEC 8 :2008, Information technology — Abstract Syntax Notation One (ASN.1):
Specification sic notation

ISO/IEC 8825-1: , Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules ( Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO/IEC 15953:1999, IQ tion technology — Open Systems Interconnection — Service
definition for the Applicatio wce Object Association Control Service Element
*

NOTE This standard cancels and re;{ ISO/IEC 8649-1:1999 and its Amd. 1:1997 and Amd. 2:1998, of which it
constitutes a technical revision. &S\

ISO/IEC 15954:1999, Information @mlogy Open Systems Interconnection — Connection-
mode protocol for the Application Setvice, Object Association Control Service Element

NOTE This standard cancels and replaces IS@W 1:1999 and its Amd. 1:1997 and Amd. 2:1998, of which it
constitutes a technical revision. @

FIPS PUB 180-4:2012, Secure hash standardL

/

FIPS PUB 197:2001, Advanced Encryption Stan EAES)

NIST SP 800-38D:2007, Recommendation for
Galois/Counter Mode (GCM) and GMAC

Iock Cipher Modes of Operation:

NIST SP 800-57:2006, Recommendation for Key Manage Part 1: General (Revised)

The following RFCs are available online from the Internet eermg Task Force (IETF):
http://www.ietf.org/rfc/std-index.txt, http:.//www.ietf.org/rfc/

RFC 1321, The MD5 Message-Digest Algorithm. Edited by R. 5 (MIT Laboratory for
Computer Science and RSA Data Security, Inc.) April 1992

RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm. Editedeby J. Schaad
(Soaring Hawk Consulting) and R. Housley (RSA Laboratories) September

RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating E%ayload

ik g
$
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