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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established ha;% right to be represented on that committee. International organizations, governmental and
non-governmentalgin liaison with ISO, also take part in the work. ISO collaborates closely with the
International Ele@echnical Commission (IEC) on all matters of electrotechnical standardization.

International Standasgaaa drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of techn ommittees is to prepare International Standards. Draft International Standards
adopted by the technical mittees are circulated to the member bodies for voting. Publication as an
International Standard requi pproval by at least 75 % of the member bodies casting a vote.

In other circumstances, particl when there is an urgent market requirement for such documents, a

technical committee may decide to@/b}ish other types of document:

— an ISO Publicly Available Specifie@n (ISO/PAS) represents an agreement between technical experts in
an I1SO working group and is accepted for publication if it is approved by more than 50 % of the members
of the parent committee casting a vot

— an ISO Technical Specification (ISO/T resents an agreement between the members of a technical
committee and is accepted for publication if approved by 2/3 of the members of the committee casting
a vote. "

&
An ISO/PAS or ISO/TS is reviewed after three ye%“order to decide whether it will be confirmed for a
further three years, revised to become an Internationaé8tandard, or withdrawn. If the ISO/PAS or ISO/TS is
confirmed, it is reviewed again after a further three year which time it must either be transformed into an
International Standard or be withdrawn. @

Attention is drawn to the possibility that some of the elemen? his document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all patent rights.

ISO/TS 27527 was prepared by Technical Committee ISO/TC 215, f@h informatics.

g
@6\
B
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Introduction

The ability to positively identify providers and locate their relevant details is an important support to the
provision of speedy, safe, high quality, comprehensive and efficient health care.

This Technical Specificatign is the result of health industry needs for a common, best practice approach to the
way data are used, capflrgd, stored and managed for the purpose of identifying providers. The objective is to
provide the health indus #th a Technical Specification for health care provider identification for clinical and
administrative data mana %?ant purposes (data structure and specification) which promotes uniformly good
practice in identifying indivi roviders and providers as organizations and recording identifying data. This
will assist significantly in ensu%that records relating to each provider will be associated with that individual
or organization and no other. O

Without such a document, the uni {dentification of providers will be jeopardized and there is a risk that
different parties may develop inconsis methods.

This Technical Specification has importa® ses in common with ISO/TS 22220. For example, when patient
health information is shared between vari u(pl;oviders for purposes of clinical management, it is advisable
that ISO/TS 22220 be used to ensure the U@Je identification of the patient associated with a particular
provider and organization.

In this initial publication, the scope of the Technical§pecification has been limited to provider identification
and though it identifies the relationships required be n providers, provider organizations, sites of services
and the services themselves, these are not discussed ir@tail.

This Technical Specification does not supersede any othe@ernational Standard or Technical Specification
but rather acts as a consolidation of best practice princip nd guidelines for collection and storage of
provider identification data.

applied to it. An informative annex is only for information and g@gnce. Safe and efficient patient care
requires that all organizations implementing shared access to electro g:alth records ensure that providers
of services are correctly and unambiguously identified, even if the re s with which they are associated
come from sources outside conventional juridicational or organizational b ries. This is critically important
to countries, provinces and/or states with significant cross-border flow of p @This identification is further

The term “informative” has been used in this Technical Specific&%%deﬂne the application of the annexes

complicated when one entity is certified by more than one professional orgahtgegion or discipline, or works in
more than one organizational context. The provision of directories or lists pgeviders and their service
locations for consumer information and to support electronic communication betvéproviders is beyond the
scope of this Technical Specification.

The ability to positively identify providers (both face-to-face and electronically) and to |OCQ eir relevant details,
is an important support to the provision of speedy, safe, high quality, comprehensive and e health care.

Unambiguous identification of providers (individuals or organizations) is necessary for a wide range of
purposes, including:

a) registration of providers;

b) requesting and/or reporting of orders, tests and results (e.g. pathology, diagnostic imaging);

c) other communications and referrals between providers regarding ongoing care of patients (e.g. a referral
from a general practitioner to a specialist, a hospital discharge plan);

d) reporting on health services provision to statutory authorities (e.g. reporting of hospital patient
administration systems data to state/territory government health agencies);

Vi © 1SO 2010 — All rights reserved
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e) payments to providers; and
f)  directories or lists of providers and their service locations for consumer information.
Benefits of positive identification include:

— the ability to verify information about individual providers with other data to identify or confirm their
capabilities and qualifications (e.g. their speciality, registration with accredited bodies);

— the ability to confidently communicate with other providers for ongoing client care;
— the ability te’Cginpile reliable information about services provided by individual providers to individual clients;
— efficient and a@priate payments of fees, rebates, etc., to providers;

— reduction of the%a wasted and inconvenience generated in searching for and/or re-gathering
information; O

— provision of a source oRgéliable information to access, authorization and security systems and enhances
provider and consumer ¢ ence in electronic health records;

— improvement of care qualit supporting professional practice reviews, research on care delivery
patterns and outcomes, etc.;

*

“

— auditing who has added, changed &S%ccessed electronic records for quality, access and privacy audits;
— secondary use of provider data for pu% s such as manpower planning and resource allocation.

Standards for the communication of ident(‘ information are beyond the scope of this Technical
Specification, and are specified within standard%e; Health Level 7 (HL7) organization.

The development and use of provider identificatio health care supports collection and maintenance of
information, identifying the qualifications and accr ion of providers as well as electronic signature
information. This Technical Specification defines qualification data requirements but not those required for
electronic signatures as these are defined elsewhere. \%

The effective and efficient identification of providers translate@&wore efficient and high quality care.

expectations, technological advances, economic pressures, socio ographic change and changes in the
patterns of health and ill health in communities.

These changes include: 6

The delivery of health care services is undergoing paradigm ch(;%,ﬁbrought about by changing consumer

a) a shift from institution-centred care to client-centred care, toget with greater empowerment of
consumers;

b) greater emphasis on continuity of services in supporting quality and S%health promotion and
maintenance;
c) more integrated services, in which organizational and administrative barriers are invisible to clients;

d) migration from paper-based to electronic media for transactions including orders, tests and results,
sharing of patient health information between various providers, and payments to providers.

These changes underline the need for more careful attention to the provision of unambiguous identification of
providers across all disciplines and settings, especially where multiple records or information systems are involved.

This Technical Specification provides a framework for improving confidence in the data being associated with

any given provider, and upon which clinical communication and data aggregation are based, are appropriate
and accurate.

© ISO 2010 — All rights reserved vii
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Health informatics — Provider identification

1 Scope )\

This Technical %’gication provides a framework for improving the positive identification of providers.
Identification of “prddders” encompasses individuals and organizations. This Technical Specification includes
data elements needed?videntification of individual providers (i.e. individuals) and data elements needed for
the identification of or ation providers (i.e. organizations). “Identification” in this Technical Specification
refers both to the proce f being able to identify individuals and organizations, and the data elements
required to support that ide ation manually and from a computer processing perspective.

This Technical Specification ¢
both data and processes for ¢
demographic and other identifying
health care settings and provides gu

applied to all providers of services, individuals and organizations. It details
tion and application of identifying information for providers. It defines
elements suited to capture and use for the identification of providers in
9pce on their application.

This Technical Specification provides: Q

— definitions of data elements to supp@ﬁtﬁe identification of individual providers and organizational
providers for purposes such as electronic th record authentication and authorization, communications,
role definitions, delegation of authority, an@e management of certification of individuals where more
than one discipline is concerned; 6

— guidance on the development, population, gover e and ongoing management of provider identifiers
from multiple potential sources. This includes identificafion of processes to support national, multinational
and provincial/state or local level identification. e identifier structures may differ for different
purposes, or with different originating organizations. F is reason, a generic approach to the structure
of these identifiers is given in this Technical Specificati support multiple unique identifiers and the
ability to link these to the relevant provider. VA

— Annex A provides information to support the process of id%\tion and implementation of provider
identification in health care information systems.

This Technical Specification is primarily concerned with provider u@tmcatlon data for clinical and
administrative purposes. This Technical Specification is intended for by health and health-related
establishments that create, use or maintain records on providers. Estab ish ts are intended to use this
Technical Specification, where appropriate, for collecting data when registerin Lers

This Technical Specification does not include the process for development of uniq ntifiers. Standards for
the development of identifiers are provided in ISO/TS 22220.

Data required to meet identification purposes is highly dependent upon the place and purpose of identification.
This Technical Specification identifies a range of data that support the identification of an individual or
organization used in different health care environments.

EXAMPLE Some systems use a phone number to confirm that a call is coming from a bona fide location, specifically
when confirming or requesting a fax. The phone number in this case is used as an additional item of identification.

This Technical Specification does not attempt to identify all the use cases for which the items included are

relevant; however, the data elements are provided to allow their consistent representation where they are
found appropriate to support identification activities of the organization or jurisdiction.

© 1SO 2010 — All rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19785-1, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification

ISO/TS 22220:2009, Health informatics — Identification of subjects of health care

3 Terms and defin ' S

For the purposes of this docur@\éthe following terms and definitions apply.

3.1 Q
business entity Q
recognized formal business entity, su a corporation or company

NOTE This entity holds details of the for%)wner entity of the organization.

‘.

3.2
capture
deliberate action that results in the registration of &cord in a record-keeping system

[ISO/TS 22220:2009, definition 3.1] /o/,‘

3.3 QL .

individual provider 7%

(health care) person who provides or is a potential provider %health care service

NOTE An individual provider is an individual person and is not co@gred to be a group of providers. Not all health
care providers are recognized by professional bodies. It is for this rea the term health care professional has not
been used to describe them. All health care professionals are providers, b all providers are health care professionals.

a4 S,

information system

organized set of people, procedures and equipment that enable, for dec%making with stated objectives,
the collection and storage of those data that describe an actual situation aki¥jts evolution, their processing
into information and the transmission of this information é’é

[http://www.metaglossary.com/meanings/501967/] z

3.5 6\&

organization
(health care) group or business entity involved in the direct or indirect provision of health @ services to an
individual or to a population

NOTE 1 Groups or subdivisions of an organization, such as departments, can also be considered as organizations
where there is a need to identify them.

NOTE 2  Effectively, a health care organization relies on the activity performed by health care professionals, employed,
contracting, or with temporary informal though functional relationships between them: within health care organizations, the
final effectors are health care professionals. A health care team is a kind of health care organization.

NOTE 3 A free-standing self employed solo practising health care professional is considered as the only member of
his/her own health care organization.

NOTE4  Adapted from EN 13606-5.

2 © 1SO 2010 — All rights reserved
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