ISO/IEC 30100-2
Edition 1.0 2016-04

is

Th

INTERNATIONAL
STANDARD

me

cu

do

nt

colour
inside

is
ap

w
vie
re

Information technology – Home network resource management –
Part 2: Architecture

ted
ra
ne

ge
by

ISO/IEC 30100-2:2016-04(en)

S

EV

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2016 ISO/IEC, Geneva, Switzerland

is

Th

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about
ISO/IEC copyright or have an enquiry about obtaining additional rights to this publication, please contact the address
below or your local IEC member National Committee for further information.
Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch
www.iec.ch

cu

do

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

About the IEC
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

me

About IEC publications
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.
Electropedia - www.electropedia.org
The world's leading online dictionary of electronic and
electrical terms containing 20 000 terms and definitions in
English and French, with equivalent terms in 15 additional
languages. Also known as the International Electrotechnical
Vocabulary (IEV) online.

IEC publications search - www.iec.ch/searchpub
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,…). It also gives information on projects, replaced
and withdrawn publications.

IEC Glossary - std.iec.ch/glossary
65 000 electrotechnical terminology entries in English and
French extracted from the Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.

nt

IEC Catalogue - webstore.iec.ch/catalogue
The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

is

w
vie
re

ap

IEC Just Published - webstore.iec.ch/justpublished
Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc
If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.

ted
ra
ne

ge
by
S

EV

ISO/IEC 30100-2
Edition 1.0 2016-04

is

Th

INTERNATIONAL
STANDARD

me

cu

do

nt

colour
inside

is
ap

w
vie
re

Information technology – Home network resource management –
Part 2: Architecture

ted
ra
ne

ge
S

EV

ICS 35.200

by

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ISBN 978-2-8322-3293-4

Warning! Make sure that you obtained this publication from an authorized distributor.

–2–

ISO/IEC 30100-2:2016 © ISO/IEC 2016

CONTENTS

Th

FOREWORD ......................................................................................................................... 4
INTRODUCTION ................................................................................................................... 5
2

Normative references..................................................................................................... 6
Terms, definitions and abbreviations .............................................................................. 7

do

3

Scope ............................................................................................................................ 6

is

1

5

me

cu

3.1
Terms and definitions ............................................................................................ 7
3.2
Abbreviations ........................................................................................................ 9
3.3
Conventions ........................................................................................................ 10
4
Conformance ............................................................................................................... 10
Home network resource management .......................................................................... 10

nt

5.1
Information resouce categories ............................................................................ 10
5.2
Architecture ........................................................................................................ 11
5.3
Resource information provider ............................................................................. 13
5.4
Home resource management process .................................................................. 14
5.5
Management application ...................................................................................... 14
5.6
Interface ............................................................................................................. 15
6
Home resource model .................................................................................................. 16

is

ap

w
vie
re

6.1
Home resource model ......................................................................................... 16
6.2
Home resource object ......................................................................................... 16
6.2.1
Domain, class and resource object ............................................................. 16
6.2.2
Resource object structure ........................................................................... 19
6.3
Domain-specific information ................................................................................ 19
6.3.1
General ...................................................................................................... 19
6.3.2
Device specific information ......................................................................... 20
6.3.3
Network specific information ....................................................................... 20
6.3.4
Physical space specific information ............................................................. 20
6.3.5
Service specific information ........................................................................ 20
6.4
Home resource relation object ............................................................................. 21
6.4.1
Definition ................................................................................................... 21
6.4.2
BNF notation of resource relation object ..................................................... 22
6.5
Miscellaneous ..................................................................................................... 23
6.5.1
Relationship generation methods ................................................................ 23
6.5.2
Common policy .......................................................................................... 23
6.5.3
Privacy....................................................................................................... 23
7
Home network resource information modeling .............................................................. 24

ge

ted

ra

ne

by

Overview............................................................................................................. 24
Device-specific information modelling .................................................................. 24
Network specific information .............................................................................. 101
Physical space-specific information modelling .................................................... 116
Service-Specific Information modelling .............................................................. 133
(informative) Implementation of IWML (example) ................................................ 189

S

EV

7.1
7.2
7.3
7.4
7.5
Annex A

A.1
Overview........................................................................................................... 189
A.2
IWML ................................................................................................................ 189
A.2.1
General .................................................................................................... 189
A.2.2
IWML: Device description schema ............................................................ 189

ISO/IEC 30100-2:2016 © ISO/IEC 2016

–3–

Annex B (informative) Security and privacy model (examples) ........................................... 192

is

Th

B.1
Overview........................................................................................................... 192
B.2
Security and Privacy model ............................................................................... 192
B.2.1
General .................................................................................................... 192
B.2.2
Access control: XACML ............................................................................ 192
B.2.3
Encryption: XML encryption ...................................................................... 193
B.2.4
Signature: XML signature ......................................................................... 193
Annex C (informative) Implementation of home resource model (example) ........................ 194

do

nt

me

cu

C.1
Overview........................................................................................................... 194
C.2
Resource types of resource object ..................................................................... 194
C.2.1
General .................................................................................................... 194
C.2.2
Resource type of device domain ............................................................... 194
C.2.3
Resource type of network domain ............................................................. 195
C.2.4
Resource type of service domain .............................................................. 195
C.2.5
Resource type of physical space domain .................................................. 196
Bibliography ..................................................................................................................... 197

is

Figure 1 – Logical concept of home resource management architecture ............................... 11

ap

Figure 2 – Overview of the home network resource management architecture ...................... 12
Figure 3 – Resource information provider collects data from one or more HES entities ......... 13

w
vie
re

Figure 4 – Resource management process model ................................................................ 14
Figure 5 – Management information .................................................................................... 15
Figure 6 – Interfaces of resource management process ....................................................... 15
Figure 7 – Resource object hierarchy .................................................................................. 18
Figure 8 – Resource object structure ................................................................................... 19
Figure 9 – Home resource relation object ............................................................................ 21

ge

Table 1 – Notations in ISO/IEC and this standard ................................................................ 10

ne

Table 2 – Definition of resource domain ID .......................................................................... 19
Table 3 – Resource relation types ....................................................................................... 22

ted

ra

Table 4 – BNF notation of resource relation object ............................................................... 23

by
S

EV

–4–

ISO/IEC 30100-2:2016 © ISO/IEC 2016

INFORMATION TECHNOLOGY –
HOME NETWORK RESOURCE MANAGEMENT –

Th

Part 2: Architecture

is

1)

FOREWORD

cu

do

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.
The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC National Committees and ISO member bodies.

3)

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are made to
ensure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held
responsible for the way in which they are used or for any misinterpretation by any end user.

4)

In order to promote international uniformity, IEC National Committees and ISO member bodies undertake to
apply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their national and
regional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresponding
national or regional publication should be clearly indicated in the latter.

5)

ISO and IEC do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. ISO or IEC are not responsible
for any services carried out by independent certification bodies.

6)

All users should ensure that they have the latest edition of this publication.

7)

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
and members of their technical committees and IEC National Committees or ISO member bodies for any
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC
publication or any other IEC, ISO or ISO/IEC publications.

8)

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9)

Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard ISO/IEC 30100-2 was prepared by subcommittee 25: Interconnection
of information technology equipment, of ISO/IEC joint technical committee 1: Information
technology.
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This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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The ISO/IEC 30100 series of standards specifies an abstract model for remote management
of home networks conforming to the Home Electronic System (HES) architecture specified in
ISO/IEC 14543-2-1. HES consists of a collection of devices that are able to interwork via a
common internal network. In a home environment several HESs may operate concurrently,
each with separate control and management methods. The Home resource management
architecture allows uniform fault processing, diagnostics and configuration management of
HES elements in a home environment.
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The ISO/IEC 30100 series specifies the home network resource managment architecture and
an information model for various home network elements. The information model specifies the
minimum requirements of the functionalities that shall be provided by each HES entity. It is
specified by the XML-based schema provided in Clause 7. The information consists of the
mandatory and optional attributes including user-defined attributes. The user-defined
attributes are used for a proprietary purpose or to define attributes that are not specified in
the information model. In this part, the information model is specified to cover the physical
space, device, network and service information. This information model can be easily
extended to accommodate new types of information including user-defined attributes. These
functionalities are required to accommodate changes with minimal uploads and restructuring.

is

Part 1: Requirements
Part 3: Management application
ISO/IEC 30100 is applicable to:
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Part 2: Architecture
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Currently, ISO/IEC 30100, Information technology – Interconnection of information technology
equipment –Home Network Resource Management, consists of the following parts:

a management server located at a home network service provider that manages home
networks;

•

an apartment complex server, located in an office at the apartment complex;

•

a home residential gateway or set top box (STB).
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This part of ISO/IEC 30100 specifies the general information model and architecture for
managing the resources in a home network. Home network resources are managed objects
that provide home network services. Essential home resources include device, network and
service resources.
The objectives of this standard are to

nt

define terminology that describes logical resources of devices, networks and services in a
home area network;

•

specify the logical information model for describing relations among resources;

•

describe the basic logical functional procedures of home area networks (e.g., remote
maintenance, auto-configuration and fault processing).
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The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.
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ISO/IEC 7498-1, Information technology – Open Systems Interconnection – Basic Reference
Model: The Basic Model
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ISO/IEC 14543-2-1, Information technology – Home electronic system (HES) architecture –
Part 2-1: Introduction and device modularity
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ISO/IEC 15944-8, Information technology – Business Operational View – Part 8:
Identification of privacy protection requirements as external constraints on business
transactions
ISO/IEC 18012 (all parts), Information technology – Home electronic system (HES) –
Guidelines for product interoperability
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ISO/IEC 18012-2:2012, Information technology – Interconnection of information technology
equipment – Home Electronic System (HES) – Guidelines for product interoperability – Part 2:
Taxonomy and Lexicon

S

ISO/IEC 27000, Information technology – Security techniques – Information security
management systems – Overview and vocabulary
ISO/IEC 27001, Information technology – Security techniques – Information security
management systems – Requirements
ISO/IEC 27002, Information technology – Security techniques – Code of practice for
information security management
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ISO/IEC 27003, Information technology – Security techniques – Information security
management system implementation guidance
Information technology – Information security management – Measurement

ISO/IEC 27005,
management

Information technology – Security techniques – Information security risk
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ISO/IEC 27006, Information technology – Security techniques – Requirements for bodies
providing audit and certification of information security management systems
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ISO/IEC 27007, Information technology – Security techniques – Guidelines for information
security management systems auditing
ISO/IEC TR 27008, Information technology – Security techniques – Guidelines for auditors
on information security controls
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ISO/IEC 27009, Information technology – Security techniques – Sector-specific application
of ISO/IEC 27001 – Requirements 1
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ISO/IEC 27010, Information technology – Security techniques – Information security
management system implementation guidance

ISO/IEC 30100-1:2016,
Part 1: Requirements
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ISO/IEC 27011, Information technology – Security techniques – Information security
management guidelines for telecommunications organizations based on ISO/IEC 27002
Information technology – Home network resource management –

Terms, definitions and abbreviations
Terms and definitions
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3.1

For the purposes of this document, the following terms and definitions apply.
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3.1.1
apartment complex
group of two or more apartment buildings with a common manager

Note 1 to entry: A common manager provides management services for the apartment buildings. These services
may include the management of home networks in the apartments.

S

EV

3.1.3
class
set of instances of home resources
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3.1.2
application
field of use of the home resource management process

———————
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To be published.

