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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right$o be represented on that committee. International organizations, governmental and
non-governmental, in #Maigon with ISO, also take part in the work. ISO collaborates closely with the
International ElectrotechfiigtJ«Commission (IEC) on all matters of electrotechnical standardization.

International Standards aregr’ﬁld in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical co ees is to prepare International Standards. Draft International Standards

adopted by the technical comm s are circulated to the member bodies for voting. Publication as an
International Standard requires app é)y at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility tha

Qne of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible fo

o@/e}ﬂifying any or all such patent rights.

ISO 28000 was prepared by Technical Com e ISO/TC 8, Ships and marine technology, in collaboration
with other relevant technical committees responsible for specific nodes of the supply chain.

This first edition of ISO 28000 cancels and replaces)@/PAS 28000:2005, which has been technically revised
)
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Introduction

This International Standard has been developed in response to demand from industry for a security
management standard. Its ultimate objective is to improve the security of supply chains. It is a high-level
management standard that enables an organization to establish an overall supply chain security management
system. It require§,the organization to assess the security environment in which it operates and to determine if
adequate secu# easures are in place and if other regulatory requirements already exist with which the
organization co 8. If security needs are identified by this process, the organization should implement
mechanisms and esses to meet these needs. Since supply chains are dynamic in nature, some
organizations managi multiple supply chains may look to their service providers to meet related
governmental or ISO ly chain security standards as a condition of being included in that supply chain in
order to simplify securit agement as illustrated in Figure 1.

ISO 28000:
Security
agement systems
e supply chain
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Figure 1 — Relationship between ISO 28000 and other relevant standards
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This International Standard is intended to apply in cases where an organization’s supply chains are required
to be managed in a secure manner. A formal approach to security management can contribute directly to the
business capability and credibility of the organization.

Compliance with an International Standard does not in itself confer immunity from legal obligations. For
organizations that so wish, compliance of the security management system with this International Standard
may be verified by an external or internal auditing process.

This International Standard is based on the ISO format adopted by ISO 14001:2004 because of its risk based
approach to management systems. However, organizations that have adopted a process approach to
management systemsé?q. ISO 9001:2000) may be able to use their existing management system as a
foundation for a secu anagement system as prescribed in this International Standard. It is not the
intention of this Interna&)ﬂm Standard to duplicate governmental requirements and standards regarding
supply chain security mana@nent to which the organization has already been certified or verified compliant.
Verification may be by an acc le first, second, or third party organization.

NOTE This International Stana%'? based on the methodology known as Plan-Do-Check-Act (PDCA). PDCA can be
described as follows. Q

— Plan: establish the objectives and @esses necessary to deliver results in accordance with the organization’s
security policy. %
.

—  Check: monitor and measure processes agains@@rity policy, objectives, targets, legal and other requirements, and

— Do: implement the processes.

report results.

— Act: take actions to continually improve performancelgh security management system.
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Specification for security management systems for the supply
chain

1 Scope 6/‘

This International S

aspects critical to se
aspects of business ma
impact on supply chain s
have an impact on security

rd specifies the requirements for a security management system, including those
assurance of the supply chain. Security management is linked to many other
ment. Aspects include all activities controlled or influenced by organizations that
ity. These other aspects should be considered directly, where and when they
gement, including transporting these goods along the supply chain.

This International Standard i plicable to all sizes of organizations, from small to multinational, in
manufacturing, service, storage o sportation at any stage of the production or supply chain that wishes to:
a) establish, implement, maintain and@prove a security management system;

b) assure conformance with stated secu@ management policy;

c) demonstrate such conformance to othe@‘

d) seek certification/registration of its security %‘agement system by an Accredited third party Certification
%

Body; or @

e) make a self-determination and self-declaration of ormance with this International Standard.

There are legislative and regulatory codes that addré%)me of the requirements in this International

Standard. O

It is not the intention of this International Standard to require du@aive demonstration of conformance.

Organizations that choose third party certification can further @@\onstrate that they are contributing

significantly to supply chain security. O’
2 Normative references .A

No normative references are cited. This clause is included in order to retain cl yﬂmeering similar to other
management system standards. @

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31

facility

plant, machinery, property, buildings, vehicles, ships, port facilities and other items of infrastructure or plant
and related systems that have a distinct and quantifiable business function or service

NOTE This definition includes any software code that is critical to the delivery of security and the application of
security management.
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