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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right$o be represented on that committee. International organizations, governmental and
non-governmental, in #Maigon with ISO, also take part in the work. ISO collaborates closely with the
International ElectrotechfiigtJ«Commission (IEC) on all matters of electrotechnical standardization.

International Standards aregr’ﬁld in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical co ees is to prepare International Standards. Draft International Standards

adopted by the technical comm s are circulated to the member bodies for voting. Publication as an
International Standard requires app by at least 75 % of the member bodies casting a vote.

there is an urgent market requirement for such documents, a
r types of document:
*
— an ISO Publicly Available Specification (IB&DAS) represents an agreement between technical experts in
an ISO working group and is accepted for Publication if it is approved by more than 50 % of the members
of the parent committee casting a vote;

In other circumstances, particularly w
technical committee may decide to publis

— an ISO Technical Specification (ISO/TS) repre’sgﬁ an agreement between the members of a technical
committee and is accepted for publication if it is ap;®/ed by 2/3 of the members of the committee casting

a vote. L

%
An ISO/PAS or ISO/TS is reviewed after three years in OQ to decide whether it will be confirmed for a
further three years, revised to become an International Stand#rd, or withdrawn. If the ISO/PAS or ISO/TS is

confirmed, it is reviewed again after a further three years, at whi¢h)time it must either be transformed into an
International Standard or be withdrawn. @

Attention is drawn to the possibility that some of the elements of this ument may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such pa rights.
ISO/TS 22600-3 was prepared by Technical Committee ISO/TC 215, Health/(érmatics.

ISO/TS 22600 consists of the following parts, under the general title /% informatics — Privilege
management and access control. :

— Part 1: Overview and policy management &

—  Part 2: Formal models @

— Part 3: Implementations

iv © 1SO 2009 — All rights reserved
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Introduction

A common situation today is that hospitals are supported by several vendors providing different applications,
which are not able to communicate authentication and authorization since they have their own way to handle
these functions. In an integrated scenario, one has to spend a huge amount of money to get users and
organizational imformation mapped before starting the communication. Resources are required for
development a intenance of security functions, which grow exponentially with the number of applications.
On the other han ne looks at authorization from the healthcare-organization point of view, the need for a
flexible bridging m el;‘Eecomes obvious from the fact that organizations change continuously. Units are

>\

closed down, opened erged.

The situation becomes ev ore complex when communications over security policy domain boundaries are
necessary. The policy diff es of these domains then have to be bridged via system changes and/or
through policy agreements be n the parties.

Another complexity is found in tional and structural roles when it comes to users. A user can be
authorized to operate under multi functional and structural roles. While a user can concurrently hold
multiple structural roles, the user ca 'nly perform under a single functional role for a given information
request. The policy will define the relat hip among the multiple functional roles that can be held by a user,
including relationships of grouping, hierar@/, composite structural roles, functional roles taken in sequence,
and roles that must not be combined. Fofexample: if a general practitioner is also a psychiatrist, the policy
can specify that the psychiatrist can be gﬁ ed with other similarly privileged structural roles, that the
psychiatrist inherits the privileges of the Gene ractitioner, that a new composite structural role is created,

or that the two structural roles cannot be com An example of a restriction of functional roles taken in
sequence would be a conflict of duties which ca restricted by law (e.g. a requester for reimbursement
cannot also be the signer for the same reimbursem Moreover different responsibilities can be identified in
the healthcare organization regarding the role and a ies of the users. Moving from country to country or

from one healthcare establishment to another, differe es or levels of authorization can be applied to
similar types of users, both for execution of particular fur&% and for access to information.

Another important issue today is to improve the quality of ca%y using Information Technology (IT), without
interfering with the respect for the privacy of the patient /ﬂllow physicians to have more adequate
information about patients, you need to have something like a ual electronic healthcare record” which
makes it possible to keep track of all the activities belonging to ong%ﬂent, regardless of where and by whom
they have been documented. With such an approach, we need have a generic model or a specific
agreement between the parties for authorization.

Besides the need for support of a diversity of roles and responsibilities, @are typical in any type of large
organization, additional critical aspects can be identified, such as ethical legal aspects in the healthcare
scenario due to the particular type of information that is managed. &{

The need for restrictive authorization is already high today but is going to drama@increase over the next
couple of years. The reason for this is the increase of exchange of information bet n applications, in order
to fulfil physicians' demands on having access to more and more patient-related information to ensure the
quality and efficiency of patient treatment.

The situation with respect to healthcare and its communication and application security services has changed
during the last decade. The reasons are, for example:

— moving from mainframe-based proprietary legacy systems to distributed systems running in local
environments;

— more data are stored in the information systems and are therefore also more valuable to the users;

— patients are more ambulant and in need of their medical information at different locations.

© 1SO 2009 - All rights reserved Vv
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From this, it follows that advanced security is required in communication and use of health information due to
the sensitivity of the person-related information and its corresponding personal and social impact. Those
security services concern both communication and application security. Regarding the application security
services, such as authentication, integrity, confidentiality, availability, accountability (including traceability and
non-repudiation) as well as the notary's services, the first service mentioned, authentication, is of crucial
importance for most of the other services. This is also valid for application security, such as access control,
integrity, confidentiality, availability, accountability, audibility and the notary's services.

The implementation of a Technical Specification like this is very complex since the involved parties already
have systems in operation and are not immediately willing to update these to newer versions or new systems.
It is therefore very important that a policy agreement is written between the parties that states that they intend
to move towards ISO/T: 00 for any changes in the systems they are going to make.

The policy agreement mu( o contain defined differences in the security systems and the agreed solutions
on how to overcome the diff ces. For example, the authentication service, privileges and duties of a
requesting party at the respon site have to be managed according to the agreed policy written down in the
agreement. For that reason, th rmation and service requester, as well as the information and service
provider on the one hand and the mation and services requested and provided on the other hand, have to
be grouped and classified properli» sed on that classification, claimant mechanisms, target sensitivity
mechanisms and policy specification management mechanisms can be implemented. With such an all
parties underwritten policy agreement,(%)¢ communication and information exchange can start with the
existing systems if the parties do not see isks. If there are risks which are of such importance that they
have to be eliminated before the informai{n exchange starts, they must also be recorded in the policy
agreement together with an action plan for hoﬂ\ese risks must be removed. The policy agreement must also
contain a time plan for this work and an agreement on how it must be financed.

The documentation process is a very important part,@ platform for the policy agreement.

s
ISO/TS 22600 consists of the following parts. @

Part 1: Overview and policy management: describes tl@cenarios and the critical parameters in the
cross-border information exchange. It also gives examples 0 essary documentation methods as the basis
for the policy agreement.

Part 2: Formal models: describes and explains, in a more detaiié nner, the architectures and underlying
models for the privileges and privilege management which are neces%y for secure information sharing, plus
examples of policy agreement templates. @/‘

Part 3: Implementations: describes examples of implementable specificaﬁ&;(of application security services
and infrastructural services using different specification languages. @

ISO/TS 22600 introduces principles and specifies services needed for ma;agg privileges and access
control. Cryptographic protocols are outside the scope of ISO/TS 22600. :

ISO/TS 22600 is strongly related to other corresponding International Standards an ifications, such as
ISO 17090, ISO/TS 21091 and ISO/TS 21298.

ISO/TS 22600 is meant to be read in conjunction with its complete set of associated standa‘cp

The distributed architecture of shared care information systems with the trend to personal health supporting
Service Oriented Architecture (SOA) is increasingly based on networks. Due to their user friendliness, the use
of standardized user interfaces, tools and protocols, and therefore their platform independence, the number of
really open information systems based on corporate networks and virtual private networks has been rapidly
growing during the last couple of years.

This part of ISO/TS 22600 is intended to support the needs of healthcare information sharing across

unaffiliated providers of healthcare, healthcare organizations, health insurance companies, their patients, staff
members and trading partners.

Vi © 1SO 2009 — All rights reserved
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This part of ISO/TS 22600 is intended to support enquiries from both individuals and application systems.

ISO/TS 22600 defines methods for managing authorization and access control to data and/or functions. It
allows policy bridging. It is based on a conceptual model where local authorization manager servers and a
cross-border directory server can assist access control in various applications (software components). This
directory server provides information on rules for access to various application functions based on roles and
other attributes of the individual user. The granted access will be based on the following aspects:

— the authenticated identification of the user;

— therules foyxcess connected with a specific information object;

— therules regé@;q authorization attributes linked to the user provided by the authorization manager;
— the functions of th@pecific application.

This part of ISO/TS 226 used in a perspective ranging from a local situation to a regional or national
situation. One of the key @gints in these perspectives is to have organizational criteria combined with
authorization profiles, agree on from both the requesting and the delivering side in a written policy

agreement. @

This part of ISO/TS 22600 support llaboration between several authorization managers that can operate
over organizational and policy borde s/‘

The collaboration is defined in a po/ic§greement, signed by all of the involved organizations, which
constitutes the basic platform for the opera#on

A documentation format is proposed as a pIatf(‘ for the policy agreement, which makes it possible to obtain
comparable documentation from all parties invo@n the information exchange.

Based on the aforementioned unified process, a t dimensional architectural reference model has been
derived for defining the constraint models needed. Th ensions of the Generic Component Model used are
the domain axis, the decomposition/composition axis an e axis describing the views on a system and its
components. For it to be future-proof, sustainable, fla% portable and scalable, only the constraining
process and the resulting security-related meta-models ar sented. The instantiation and implementation,
e.g. the specification of mechanisms and encoding definiti is a long-term process, dedicated to other
standards and projects or the vendor/provider community, resp ely.

After summarizing the ISO/TS 22600-2 basics, the different ways epresenting different levels of maturity

with different levels of interoperability below the ideal situation of a se@ tically valid one are discussed.

and implementing the formal high-level models for architectural compon based on ISO/IEC 10746 and

For those different environments and levels, this part of ISO/TS 22600 i%duces examples for specializing
defined in ISO/TS 22600-2. These examples and related services are grou edi&w‘ferent annexes.

The specifications are provided using derivates of eXtensible Markup Langu XML), especially SAML
(Security Assertion Markup Language) and XACML (eXtensible Access Control M p Language) specified
by OASIS. Additional specifications are also presented in the traditional ASN.1 synt

ISO/TS 22600 has been harmonized in essential parts with ASTM E2595-07.

© ISO 2009 — All rights reserved vii
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Health informatics — Privilege management and access
control —

Part 3:
Implemenfations

1 Scope O
P Q

This part of ISO/TS 226007 imstantiates requirements for repositories for access control policies and
requirements for privilege m ement infrastructures for health informatics. It provides implementation
examples of the formal models sagified in ISO/TS 22600-2.

This part of ISO/TS 22600 is stronglﬁgl ted to other ISO/TC 215 documents, such as ISO 17090, ISO 22857
and ISO/TS 21091. It is also related to'éQ/TS 21298.

This part of ISO/TS 22600 excludes platfc@-specific and implementation details. It does not specify technical
communication security services, authenticafjdn techniques and protocols that have been established in other
standards such as, for example, ISO 7498-2, /IEC 10745 (ITU-T X.803), ISO/IEC TR 13594 (ITU-T X.802),
ISO/IEC 10181-1 (ITU-T X.810), ISO/IEC 959@ Authentication framework (equivalent to ITU-T X.509),
ISO/IEC 9796, ISO/IEC 9797 and ISO/IEC 9798. L/'

ISO/TS 22600 defines privilege management and ac@ control services required for the communication and
use of distributed health information over domain and®Security borders. ISO/TS 22600 introduces principles
and specifies services needed for managing privileg nd access control. It specifies the necessary
component-based concepts and is intended to support t @chnical implementation. It does not specify the
use of these concepts in particular clinical process pathways@r does it address the safety concerns, if any,
associated with their use. N,

While 1SO/TS 22600-1 is a narrative introducing the problem @ licy bridging in the context of inter-
organizational communication and cooperation, ISO/TS 22600-2 d&ms a generic development process for
analysing, designing, implementing and semantically deploying he information systems. The security
services needed due to legal, social, organizational, user-related, funcliongl and technological requirements
have to be embedded in the advanced and sustainable system arch@e meeting the paradigms for

semantic interoperability. @

2 Normative references d\

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 8601:2004, Data elements and interchange formats — Information interchange — Representation of
dates and times

ISO/IEC 9594-8:2001, Information technology — Open Systems Interconnection — The Directory: Public-key
and attribute certificate frameworks (also available as ITU-T X.509: 2000)

© 1SO 2009 - All rights reserved 1
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ISO/IEC 10181-3:1996, Information technology — Open Systems Interconnection — Security frameworks for
open systems: Access control framework (also available as ITU-T X.812: 1995)

ISO/TS 21298:2008, Health informatics — Functional and structural roles

ASTM E2595-07, Standard Guide for Privilege Management Infrastructure

ASTM E1762-07, Standard Guide for Electronic Authentication of Health Care Information
ASTM E1986-98. Standard Guide for Information Access Privileges to Health Information
ASTM E2212-02a, Sta c%j Practice for Healthcare Certificate Policy

OASIS, eXtensible Access @ntrol Markup Language (XACML) v2.0, February 2005

OASIS, XACML Profile for Rog@sed Access Control (RBAC): Committee Draft 01 (normative; 13 February

2004) Q)

OASIS, Security Assertion Markup L age (SAML), Version 2.0, March 2005

OASIS 200306, Service Provisioning Ma%Language (SPML), V1.0, October 2003

.

Ve
3 Terms and definitions @

For the purposes of this document, the following tefmgand definitions apply.

3.1 @

access control .
means of ensuring that the resources of a data processa&s ystem can be accessed only by authorized
entities in authorized ways a

[ISO/IEC 2382-8:1998]

3.2 %
access control decision function @
ADF A

specialized function that makes access control decisions by applyin ess control policy rules to a
requested action @

3.3 O’

access control enforcement function 6

AEF

specialized function that is part of the access path between a requester and a cted resource that
enforces the decisions made by the ADF ﬁ

3.4 N

access control information
any information used for access control purposes, including contextual information

3.5
accountability
property that ensures that the actions of an entity may be traced uniquely to the entity

[ISO 7498-2:1989]
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