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INTERNATIONAL ELECTROTECHNICAL COMMISSION

j ‘ INDUSTRIAL COMMUNICATION NETWORKS -

{S\ PROFILES —

Part 3-3: Functional safety fieldbuses —

% Additional specifications for CPF 3

Q FOREWORD

1) The International Eléct chnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotéchpical committees (IEC National Committees). The object of IEC is to promote
international co-operati Il questions concerning standardization in the electrical and electronic fields. To
this end and in addition er activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicéailable Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparatfops entrusted to technical committees; any IEC National Committee interested
in the subject dealt with ma{ partigipate in this preparatory work. International, governmental and non-
governmental organizations Iiaisiwith the IEC also participate in this preparation. IEC collaborates closely
with the International Organizati of Standardization (ISO) in accordance with conditions determined by
agreement between the two organi ns.

2) The formal decisions or agreements of n technical matters express, as nearly as possible, an international
consensus of opinion on the relevant jects since each technical committee has representation from all

interested IEC National Committees.

3) IEC Publications have the form of recor@' ns for international use and are accepted by IEC National
Committees in that sense. While all reasona efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held nsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC ryél Committees undertake to apply IEC Publications
transparently to the maximum extent possible in t tional and regional publications. Any divergence
between any IEC Publication and the corresponding naw r regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. | endent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this @n.

7) No liability shall attach to IEC or its directors, employees, servants nts including individual experts and
members of its technical committees and IEC National Committees for personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, 0 Q costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, th e Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Us referenced publications is
indispensable for the correct application of this publication.

International Standard IEC 61784-3-3 has been prepared by subco i 65C: Industrial
networks, of IEC technical committee 65: Industrial-process meas ent, control and

automation. 6

This third edition cancels and replaces the second edition published in ZQJLFhis edition
constitutes a technical revision. This edition includes the following significan chnical

changes with respect to the previous edition:
e Legacy V1-mode removed from this protocol edition; L
e Protocol extensions to protect against possible loopbacks (LP extensions); kS\

o Protocol extensions to keep SIL3 for safety networks with large numbers of participants
(XP extensions) and subsequent new F-Parameter "F_CRC_Seed";

e Introduction of random and disjoint Codename based MonitoringNumbers (MNR) besides
to the previous Consecutive Numbers;
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e Provisions for Channel Granular Passivation and subsequent new F-Parameter
"F_Passivation";

) SD extensions due to new F-Parameters;

)lil tions according to the CP3 family in IEC 61158 (e.g. 10 Controller);
)ibnal diagnosis message types;

Div@ error corrections and fixes of typos;

. Update&uments in bibliography.
The text of tandard is based on the following documents:
O; FDIS Report on voting
65C/851/FDIS 65C/854/RVD

2

Full information on the @ng for the approval of this standard can be found in the report on
voting indicated in the a )ﬁable.

This publication has been d fv'm accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 64784-3 series, published under the general title Industrial
communication networks — Profile&unctiona/ safety fieldbuses, can be found on the IEC
website.

The committee has decided that the ¢ s of this publication will remain unchanged until
the stability date indicated on the IEC site under "http://webstore.iec.ch" in the data
related to the specific publication. At this d ﬂe publication will be

*

¢ reconfirmed,

e withdrawn, ®
* replaced by a revised edition, or
* amended. @

}-

IMPORTANT - The 'colour inside’' logo on the cover pago) his publication indicates
that it contains colours which are considered to seful for the correct
understanding of its contents. Users should therefore pri@is document using a

colour printer.
P P x
C,

Q
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0 Introduction

O%General

Thé 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC -2 defines a set of communication protocols that enable distributed control of
automat applications. Fieldbus technology is now considered well accepted and well
proven. Thus, fieldbus enhancements continue to emerge, addressing applications for areas
such as r e, safety-related and security-related applications.

This standar;@Iains the relevant principles for functional safety communications with
reference to IE 08 series and specifies several safety communication layers (profiles and

corresponding p Is) based on the communication profiles and protocol layers of
IEC 61784-1, IEC -2 and the IEC 61158 series. It does not cover electrical safety and
intrinsic safety aspects
Figure 1 shows the relatignships between this standard and relevant safety and fieldbus
standards in a machinery éxnment.
*
o L .
Product@‘lards | 1
: ISO 12100 !
IEC 61496 ||IEC 61131-6|| IEC 61 -2 1SO 102181 I General principles for design — i
Safetyf. e.g. Safety for Safety fi ons Safety requirements || | Risk assessment and risk reduction '
light curtains PLC for drives for robots ! !
/\ """""""" : h 4 |
|IEC 61784-4 |IEC 62443 Design of safety-related electrical, electronic and program- i
Security Security mable electronic control systems (SRECS) for machinery '
(profile-specific) (common part) ! - !
¥ : 4“ SIL based PL based !
IEC 61784-5 IEC 61918 . W - —
Installation gL_Jide Installation guide Rl P RN S IR o _D_E_Sl_g_”_ﬂ_bfle_c_t‘_\'f '
(profile-specific) (common part) | Applicable standards i
I v 1
1 1
IEC e1000-1-2 | ISO 13849
¥ v ¥ ! Safety-relat_ed parts I
) IEC 61000-6-7 | ! SR SRy :
IEC 61784-3 ) Generic EMC & FS | | (SRPCS) :
IEC/TR 62685 ' - i !
Funetional safety ; IEC 6132631 | | |Us:NFPA 79 Non-electrical | |
communication EMC & FS | (2012) Electrical !
profiles » : i
ﬁ s o e
I I
IEC 61158 i - |
' IEC 62061 |
IEC 61784-1 IEC 61508 : Functional safety '
IEC 61784-2 F“Qggg?ca;faﬂggéf =l > for machinery |
Fieldbus for use in ' (SRECS) |
industrial control systems ' \L '
I 1

Key |:| (yellow) safety-related standards &:

|:| (blue) fieldbus-related standards

|:| (dashed yellow) this standard &C

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

7o

Product standards .: _________________________ L
IEC 61496 |[IEC 61131-6(( IEC 61800-5-2 1ISO 10218-1 i
f.e.g. Safety for Safety functions Safety requirements ]
li ains PLC for drives for robots ,
IEC 617 IEC62443 | | :
Security_ Security :
(profile-spec (common part) See safety standards for machinery

p

IEC 61784-5
Installation guide
(profile-specific)

||

_____

(Figure 1)

Valid also in process industries,
whenever applicable

IE 26;3-23) |
MC and |
IEC 61784-3 functiq{;\fety |
IEC/TR 62685 = '
Functional safety I—I N |
communication |
profiles @ “““““““““ i """"""""""""""" !
* US
4‘—> - ISA-84.00.01
||EcI 61158 IEC 61511%) - (3 parts = modified
IEC 61784-1 Functional safety — IEC61511)
IEC 61784-2 IEC 61508 Safet% instr;.lmtter:'nted
Fieldbus for use in Functional safety 1 Bl __ DE: VDI 2180
industrial control systems (basic standard) @ process industry sector [« - - Foart 14
Key |:| (yellow) safety-related standards @
|:| (blue) fieldbus-related standards
7 (dashed yellow) this standard 9 IEC

2  For specified electromagnetic environments; otherwise |IEC 61326-3- ﬁc 61000-6-7.
b EN ratified.

Figure 2 — Relationships of IEC 61784-3 with other smards (process)

Safety communication layers which are implemented as parts
according to IEC 61508 series provide the necessary confidence i
messages (information) between two or more participants on a field
system, or sufficient confidence of safe behaviour in the event of fieldbu

fety-related systems
e transportation of
a safety-related
ors,or failures.

Safety communication layers specified in this standard do this in such a wégat a fieldbus
can be used for applications requiring functional safety up to the Safety IntegFity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected f ienal
safety communication profile (FSCP) within this system — implementation of a functi I
safety communication profile in a standard device is not sufficient to qualify it as a §a
device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
6neasures and considerations affecting data integrity;

61784-1 and IEC 61784-2, including safety layer extensions to the communication
ice and protocols sections of the IEC 61158 series.

0.2 Pat@‘eclaration

The Internat Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that c f nce with this document may involve the use of patents concerning the

Enctional safety communication profiles for several communication profile families in

functional safety@Cammunication profiles for family 3 as follows, where the [xx] notation

indicates the hold e patent rights:

US 6907542 @SI] System, device and method for determining the reliability
O of data carriers in a failsafe system network

US 6725419 [ﬁ])( Automation system and method for operating an

DE 59910661.1 / tomation system

EP 1064590 Ss

US 7808917 [sh M(@d and system for transmitting telegrams

DE 50 2005 001 819.2

EP 1686732 2.

US 7640480 [SI] Detection @ ors in the communication of data

DE 50 2005 004 305.7 L .

EP 1802019 /®

EP 1921525 [SI] Security-related @n component e.g. guard door, for
automation system production system, has comparing
unit comparing signa for identity, where component
supports security-rel eration during sameness of
signatures

EP 13172092.2 [SI] Method and System ?@etecting Errors  when
Transmitting Data from a T itter to at Least One

Receiver @
/

IEC takes no position concerning the evidence, validity and scope of t%ent rights.

The holders of these patents rights have assured the IEC that they are wi to negotiate
licences either free of charge or under reasonable and non-discrimi terms and
conditions with applicants throughout the world. In this respect, the statemeq}%ﬁthe holders

of these patent rights are registered with IEC. @
Information may be obtained from: z
[SI] Siemens Aktiengesellschaft @
CT IP M&A

Otto-Hahn-Ring 6
81739 Minchen
GERMANY
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Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for

iiie)ti(ying any or all such patent rights.
ISO w.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
paténts relevant to their standards. Users are encouraged to consult the data bases for the
mos ;ﬂxdate information concerning patents.


http://www.iso.org/patents
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Additional specifications for CPF 3

G;O’
1 Scope OO

)\; Part 3-3: Functional safety fieldbuses —

This part of the 61784-3 series specifies a safety communication layer (services and
protocol) based o 3 of IEC 61784-1, IEC 61784-2 (CP 3/1, CP 3/2, CP 3/4, CP 3/5 and
CP 3/6) and IEC 6 Types 3 and 10. It identifies the principles for functional safety

communications defin IEC 61784-3 that are relevant for this safety communication layer.
This safety communica\@l yer is intended for implementation in safety devices only.

NOTE 1 It does not cover elect %afety and intrinsic safety aspects. Electrical safety relates to hazards such
as electrical shock. Intrinsic safety¥elatgs®o hazards associated with potentially explosive atmospheres.

This part! defines mechanisrrmr the transmission of safety-relevant messages among
participants within a distributed network using fieldbus technology in accordance with the
requirements of IEC 61508 series@functional safety. These mechanisms may be used in
various industrial applications suc 2 process control, manufacturing automation and

machinery.

This part provides guidelines for both de@ ers and assessors of compliant devices and
systems. L/‘

NOTE 2 The resulting SIL claim of a system depends o@ implementation of the selected functional safety
communication profile within this system — implementation o @onal safety communication profile according to

this part in a standard device is not sufficient to qualify it as a device.

2 Normative references 9

The following documents, in whole or in part, are normativ erenced in this document and
are indispensable for its application. For dated references, e edition cited applies. For

undated references, the Ilatest edition of the referenc gocument (including any
amendments) applies.

IEC 60204-1, Safety of machinery — Electrical equipment of maa/ s — Part 1: General
requirements

IEC 61000-6-2, Electromagnetic compatibility (EMC) - Part 6-2: G;ner' standards -
Immunity for industrial environments 6

IEC 61010-1, Safety requirements for electrical equipment for measurement, condrol, and
laboratory use — Part 1: General requirements

IEC 61131-2:2007, Programmable controllers — Part 2: Equipment requirements and téf

IEC 61131-3, Programmable controllers — Part 3: Programming languages KS\

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
2 Inthe following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”.
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IEC 61158-2, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

IE?MSS-S-& Industrial communication networks — Fieldbus specifications — Part 3-3: Data-
i kéwr service definition — Type 3 elements

*

IEC 61,188-4-3, Industrial communication networks — Fieldbus specifications — Part 4-3: Data-
link la protocol specification — Type 3 elements

IEC 61158
Application |

Industrial communication networks — Fieldbus specifications — Part 5-3:
ervice definition —Type 3 elements

D

S
x\?‘%&

IEC 61158-5-10, {ngestrial communication networks — Fieldbus specifications — Part 5-10:
Application layer s definition — Type 10 elements

IEC 61158-6-3, Indust
Application layer protoc

communication networks — Fieldbus specifications — Part 6-3:
ification — Type 3 elements

IEC 61158-6-10, Industrial cytmication networks — Fieldbus specifications — Part 6-10:
Application layer protocol spe @/on — Type 10 elements

IEC 61326-3-1, Electrical equipm or measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity uirements for safety-related systems and for equipment
intended to perform safety-related ctions (functional safety) — General industrial
applications /‘

IEC 61326-3-2, Electrical equipment for urement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requireme t safety-related systems and for equipment
intended to perform safety-related functions ( ional safety) — Industrial applications with

specified electromagnetic environment

IEC 61508 (all parts), Functional safety of ele?r/cal/electronic/programmable electronic
safety-related systems

IEC 61508-2, Functional safety of electrical/electronic/pro able electronic safety-related
systems — Part 2: Requirements for electrical/electronic/pre@grammable electronic safety-
related systems

IEC 61511 (all parts), Functional safety — Safety instrumente@stems for the process
industry sector

IEC 61784-1, Industrial communication networks — Profiles — Part 1: Fie;@q)rofiles

IEC 61784-2, Industrial communication networks — Profiles — Part 2: onal fieldbus
profiles for real-time networks based on ISO/IEC 8802-3

IEC 61784-3:—3, Industrial communication networks — Profiles — Part 3: FunctiéraNsafety
fieldbuses — General rules and profile definitions

IEC 61784-5-3, Industrial communication networks — Profiles — Part 5-3: Installat@f
fieldbuses — Installation profiles for CPF 3

IEC 61918:2013, Industrial communication networks — Installation of communication networks
in industrial premises

3 To be published.
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IEC 62061, Safety of machinery — Functional safety of safety-related electrical, electronic and
programmable electronic control systems

IE 280:2014, Railway applications — Communication, signalling and processing systems —
fety~-related communication in transmission systems
*

IEC T 90, Common automation device — Profile guideline

ISO 1384@906, Safety of machinery — Safety-related parts of control systems — Part 1:
General pri @s for design

ISO 13849-2, y of machinery — Safety-related parts of control systems — Part 2:
Validation

3 Terms, defini%ymbols, abbreviated terms and conventions

3.1 Terms and definit@(

For the purposes of this documﬁm‘ the following terms and definitions apply.

NOTE Italics are used in the definitions to h';hlight terms which are themselves defined in 3.1.

3.11 Common terms and definitions

NOTE These common terms and definitions 2ited from IEC 61784-3:—.

network element containing electrically a optically active components that allows
extension of the network ®

3.1.1.1 @
active network element é .

Note 1 to entry: Examples of active network elements are rer@w and switches.

[SOURCE: IEC 61918:2013, 3.1.2]

3.1.1.2 @@

availability
probability for an automated system that for a given period o there are no unsatisfactory
system conditions such as loss of production /‘

3.1.1.3 @
D

bit error probability
Pe
probability for a given bit to be received with the incorrect value o,

3.1.1.4 Q

black channel
defined communication system containing one or more elements without evidenc design
or validation according to IEC 61508

channel.

Note 1 to entry: This definition expands the usual meaning of channel to include the system that c%e

3.1.1.5
communication channel
logical connection between two end-points within a communication system





